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Executive Summary
The objective of this deliverable is to report the activities carried out in WP5 (Augmented Intelligence),
more concretely, the results obtained during the activities performed in T5.1 Visual Analytics and Haptic
Interaction.
The deliverable presents the results of the researches performed in VR-Visualization, Geo-referenced
information visualization, Web based Human-Machine Interfaces (HMIs) and Haptic devices. The
deliverable also provides the specification of the prototypes developed and the adaptation of the different
datasets provided by the LEAs for the prototype evaluation and validation. These evaluations were
performed in two different workshops, the first one in Brussels during the first project review, and the
second one in Karlsruhe during an STAB meeting. The practitioners had the opportunity to systematically
assess and validate the prototypes developed and the feedback and impressions were collected and
reported in this deliverable. Finally, taking into account the comments gathered from both workshops a
final prototype based on Web components was provided including some first interactions with already
available tools. The results and guidelines for future activities and developments that will be performed
in T5.2 and 5.3 are included and some impressions about the improvement of the LEAs situational
awareness.
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1. Introduction
One of the main objectives of MAGNETO project is provide to LEAs user-oriented HMIs that augment their
situation awareness and their operational capacity.
Until now, the platform designs and developments were focused on isolated services and capabilities
without interaction between them and the end users. WP5 covers this identified need, providing a set of
prototypes that allows the end-users to interact with the different services provided by MAGNETO
platform.

1.1

Motivation

The current deliverable D5.1 "Augmented Intelligence Tools" specifies research on advanced visualization
techniques and haptic interaction in order to improve the perception and cognition of security officers,
the prototypes developed on the basis of this research and the feedback obtained from partners at
different meetings and that will be the basis for developing an initial integrated version of the Human
Machine Interaction (HMI).

1.2

Intended Audience

This deliverable is a report produced for all the members of the MAGNETO project. Specifically, the results
of this report are addressed to the following audience:
•
•
•

1.3

The LEAs partners, who will deploy and utilize the research outcomes of the MAGNETO platform.
The MAGNETO project stakeholders including scientific community, software developers carrying
out technical activities towards integration, deployment and validation.
DevOps engineers and IT professionals managing IT infrastructures.

Scope

The current deliverable D5.1 “Augmented Intelligence Tools” describe the outcomes of the task T5.1
“Visual Analytics and Haptic Interaction” of the WP5 “Augmented Intelligence”.
This deliverable is divided in 4 chapters, which include the research in Augmented Intelligence Tools, the
developed prototypes, the end user validation and feedback and the integrated prototype.
In chapter 2, the main tools available on the market for augmented reality (AR) and georeferenced
visualization are analysed for their application and role in facilitating enhanced visualization for the EU
LEAs in visualizing large-scale data resources.
Then, chapter 3 is related to the description of the workflow that was followed to obtain each of the
agreed prototypes. As well as an explanation of how the data has been obtained and how the architecture
has been proposed for its realization.
Chapter 4 reports on the methodology adopted to conduct user trials on the HMIs, LEAs within MAGNETO
meetings. The chapter also includes a summary of the feedback along with an outline of features list
expressed by LEAs for subsequent improvement.
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Finally, chapter 5 contains the integration of the prototypes discussed in previous chapters within
MAGNETO architecture. All relevant components of the interface and along with underlying functionality
has been outlined.

1.4

Relation to other Deliverables

The deliverable D5.1 “Augmented Intelligence tools” represents the first iteration of the task T5.1 “Visual
Analytics and Haptic Interaction” for the implementation of the intelligent HMIs that augmented
capabilities and thought process for LEA officers.

Figure 1. WP5 Task list and deliverable contribution

A set of prototypes are described in this deliverable, and according to the LEAs needs and gathered
impressions, a final solution based on web components will be adopted.
D5.2 “Operational Situation Awareness” and D5.3 “Curt-proof Forensic Evidence Toolset” will collect the
results of the different components to be integrated with the web base solution defined in this
deliverable.
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2. Research in Augmented Intelligence Tools
Augmented Intelligence (AI) is an alternative conceptualization of artificial intelligence, emphasizing the
fact that cognitive technology is designed to enhance human intelligence instead of replace it. AI tools are
currently used in a wide variety of different fields to help drive productivity or improve efficiency and save
people time through a variety of technologies [1].
AI tools will also have a dramatic impact on policing, creating innovative methods for combating crime
and terrorism. It will also afford criminals and terrorists new opportunities for exploiting, disrupting and
harming society. In order to be used effectively, police personnel need to fully understand current AI
capabilities and what will emerge in the coming decades.
Any situation that would be enhanced or helped by the visual, audible, or haptic “display” of information
not available or detectable by normal human senses may be positively influenced by the use of AI
technology. Some of the applications of AI technology are [2]:
•
•
•

Enhanced ability to gather information, follow leads and visualize large amounts of data in realtime to solve crimes and more quickly identify and capture dangerous criminals and terrorists.
Interface of human-machine components that extend human capabilities and “presence” to
remote locations.
Display of location, activity and status information projected on a 3-dimensional map of the
community.

Altogether, SA is greatly improved, theoretically allowing one person using AI technology to do the same
amount of work as three that not use.
In the following sections an overview is made about the technologies/tools currently used for the
development of Augmented Intelligence tools, such as immersive technologies or haptic devices.

2.1

VR-Visualization

In recent years, immersive visualization techniques such as AR and Virtual Reality (VR) have become
increasingly important for the representation of information in the field of security.
The projection of 3D visualizations in 2D planes often entails problems of superimposition of information
that could be avoided by distributing the connections (relations) between nodes (entities) among the
three dimensions. In particular, VR constitutes a natural environment for the visualization of 3D graphs
that improves the SA of the user by allowing him to navigate and interact more intuitively between
complex data structures [2].
The wide and varied range of VR viewers on the market, also called Head-Mounted Displays (HMD) and
Head-Coupled Displays (HCD), distinguishes two main types of devices (whose main features and products
are summarized in Table 1): VR tethered devices (physically connected to the PC) and mobile VR devices
(directly integrated with the smartphone).
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Table 1. VR main features.

VR tethered
Advantages

•
•

Disadvantages

•
•
•

Outstanding products

•
•

VR mobile

Very accuracy motion tracking
(external sensors (6-DoF)).
Improved image fidelity.

•

Lower comfort.
Requires high performances PCs.
High prices

•

Oculus Rift
HTC Vive

•

•

•

•

Greater comfort and
freedom of movement.
Additional
hardware
not required.
Less accurate motion
tracking.
Limited quality image.
Samsung Gear VR
Google Daydream

The most innovative proposals in this field are now heading towards VR independent devices as an
alternative to mobile VR viewers but without the need for the mobile device itself (Oculus Go, Lenovo
Mirage Solo, etc.); as well as towards mixed reality solutions that integrate both VR and AR capabilities in
the same device (Samsung Odyssey, Microsoft Windows Mixed Reality, etc.).
Immersive visualization using VR can be applied, among many others, to the different representation
techniques presented above. Indeed, GIS solutions such as Luciad or Cesium already support VR devices
such as Oculus Rift through developments in LuciadLightspeed or plugins such as Cesium-VR/Cesium-Leap
respectively. In addition, the company Oculus has found a fundamental strategic partner in Unity, a
platform for the development of scenes and interactive 3D content. Through these, it is possible to design
immersive environments for representation and navigation between, for example, complex graphs or
three-dimensional data structures.

Figure 2. Immersive visualization examples.
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2.2

Web GIS (Geographic Information System)

Data analysis aims at obtaining information from complex datasets. The visualization of information
exploits the acquired previous knowledge and contributes to increase human cognition through a visual
exploration and an efficient interaction with the represented information.
The IEEE Visualization Conference (VIS), which unifies the IEEE Conference on Visual Analytics Science and
Technology (VAST), the IEEE Information Visualization Conference (InfoVis) and the IEEE Scientific
Visualization Conference (SciVis), is the most important congress and the main world reference for
research on scientific visualization and information field.
The main techniques for visualising information in SA systems and, in particular, the current trends in the
representation of CySA are presented in more detail below.

2.2.1 GIS Systems and georreference
Geographic Information System (GIS), initially oriented to georeferenced representation and spatial
information in real time, still constitute today the essential component of almost every C2IS system .
Today, the market offers a wide range of GIS tools for all types of applications: commercial GIS solutions
(ArcGIS [3] , Luciad [4], Carmenta [5] , etc.), open source (QGIS [6], gvSig [7]), map servers (GeoServer [8],
MapServer [9], etc.), proprietary web mapping services (Google Maps [6], Bing Maps [7]) and free
(OpenStreetMap [8]), frameworks for geospatial web applications (Cesium [9], OpenLayers [10], CartoDB
[15] , etc.), and many more.
See below for a brief description of some of the most prominent GIS proposals.
2.2.1.1 Luciad
Luciad was born in 1999 as a spin-off of the University of Leuven. Initially oriented to the development of
information systems for air traffic management and control. Its philosophy is based on the need to
develop visualization capabilities that integrate and merge multiple sources of geospatial information.
Luciad does not commercialize final products, but software components for the development of
geospatial applications adapted to customer needs, among which stand out: LuciadLightspeed (powerful
modular Application Programming Interface (API), oriented to the development of real time data
visualization applications and C2 systems), LuciadRIA (for the development of web environment
applications), LuciadFusion (to manage and serve geospatial data from various information sources) and
LuciadMobile (for the creation of mobile applications). Established today as a world leader in highperformance GIS solutions, Luciad is present in sectors such as aviation, security and defence.
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2.2.1.2 Google Maps
After more than ten years of activity, Google remains the undisputed leader when it comes to digital maps
through its Google Maps tool. Beyond desktop and mobile applications, it has a wide range of
programming interfaces for solutions including Google Web Services, Google Places and Google Maps
Image. The company provides highly detailed documentation of its APIs as well as code samples, libraries
and development toolkits (SDKs).

2.2.1.3 OpenStreetMap
OpenStreetMap is a collaborative project based in the free creation, data distribution and geographic
maps. OpenStreetMap API doesn’t consist of embedding a pre-developed web map, but collects raw
georeferenced data and/or stores in its database. Comprehensive information regarding your API
documentation can be found in OpenStreetMap wiki. The platform represents physical characteristics as
such as commercial buildings or railways through the use of tags, where each tag describes a geographical
attribute.

2.2.1.4 Cesium
Cesium is a powerful open source JavaScript library for free use. It’s use to design 2D/3D maps in web
environments. The main strengths of Cesium.js are the interoperability with several map sources such as
Google Maps, Microsoft Bing Maps or OpenStreetMap. As well as the multiplicity of supported data types
such as terrain information, images, vector data or 3D models. Regarding the 3D models, Cesium has
recently implemented 3D-Tiles, a very efficient open source format of 3D data format. Also, there are a
multiple of plugins that can be integrated into Cesium to provide it whit extra functionalities.

2.2.1.5 OpenLayers
OpenLayers is an open source JavaScript library that implements HTML5 features such as WebGL or 2D
Canvas for rendering maps in web browsers. OpenLayers is capable of consuming tiles from multiple map
sources such as Microsoft Bing Maps, OpenStreetMap, MapQuest, etc. as well as rendering multiple
geographic data formats.
The OpenLayers website includes a gallery with a wide selection of live demos and sample codes available
in the GitHub repository. Its API constitutes a very popular mapping library thanks to its free software
license and its ability to interact with other map providers.
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Table 2.Comparative GIS systems

GIS

Open Source

3D
Visualization

3D -Multi Layer

Web
Integration

Luciad

NO

YES

YES

YES (RIA)

Google Maps

YES

NO

NO

YES

OpenStreetMap

YES

NO

NO

YES

Cesium

YES

YES

YES

YES

OpenLayers

YES

NO

NO

YES

2.2.2 Data types
The georeferenced representation of the information consists in the visualization in 2D/3D maps of all
types of data (collected or stored in databases) that present geographic attributes. There are mainly two
approaches to storing and representing geographic data in a GIS:
•

•

Raster data: corresponds to the value (associated with a certain geographical attribute such as
elevation, unevenness, etc.) of the cells (or pixels) resulting from the meshing of a digital image
in a regular grid.
Vector data: consists of the vector representation (vertices and paths) of the spatial component
of the geographical data using points, lines and polygons as primitive geometries.

As far as raster data formats are concerned, JPEG 2000 and other owners such as Enhanced Compression
Wavelet (ECW), GeoTIFF or ESRI Grid are worth mentioning.
Regarding vector data, proprietary formats such as ESRI Shapefile, others based on JavaScript Object
Notation (JSON) such as Cesium CZML or GeoJSON/TopoJSON, as well as eXtensible Markup Language
(XML) or Geography Markup Language (GML) among those defined by the OGC, an international
organization (formerly known as OpenGIS) that promotes the open standardization of geospatial content
and formats.
In the Figure 3, you can see some examples of these representations in Luciad and Cesium extracted from
their respective websites.

H2020-SEC-12-FCT-2017-786629 MAGNETO Project

Page 17 of 51

D0.01 Augmented Intelligence Tools

Figure 3. Examples of georeferencing techniques.

2.3

Web based HMI

2.3.1 Frameworks
Currently, web development is based on components. The most influential frameworks that encompass
the market right now, are: VueJS, AngularJS and ReactJS, among many others.
It should be noted that, over time, frameworks like VueJS are gaining much impact, as it has an
autonomous and continuous learning curve. It is easy to start developing an application from scratch and
learn on the fly how to use certain components, or how to proceed in this type of frameworks.
In the Figure 4, you can see the angular learning curve is very pronounced, similar to the React curve.
However, VueJs does not require a supplement effort to make applications.
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Figure 4. Learning curve React, Angular and VueJS.

On the other hand, as indicated in the web “https://bestofjs.org/tags/framework/”, the popularity of
VueJS is increasing exponentially, since the acceptance it has had within the community developers is
very high [1].
A good way to measure the level of impact could be the number of references found in GitHub. As can be
seen in the Figure 5.

Figure 5. GitHub references of frontend java frameworks.

Therefore, it could be said that, today, VueJS and ReactJs are the most used frameworks by the
developer community.
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2.3.1.1 AngularJS
AngularJS is a JavaScript-based open-source front-end web framework mainly maintained by Google. It
was developed for Angular developers with the aim of solving problems in the creation of single-page
applications [7]. Extend the HTML vocabulary for your web application. Also to its extensibility feature, it
can work well with other libraries.
•
•
•
•

Allows automatic and easy data synchronization between the model view and the components.
Angular views are simple HTML pages.
It is not easy for beginners.
Large support community

2.3.1.2 ReactJS
ReactJS is considered to be an open source library of JavaScript for building user interfaces. It is mainly
used to build amazing interfaces with a great focus on rendering performance. It is maintained by
Facebook and a community of individual developers and companies. In the MVC architecture (model view
driver), React depends more on view. It has quickly gained a good reputation when it was first launched.
It was built with the aim of solving problems in JavaScript frameworks related to the efficient provision of
large data sets.
•
•
•
•
•

React JS components are highly reusable.
It provides a separate option for creation of pure JavaScript template.
It seems easy for beginners as it comes with a small API.
It’s easy to learn and start using it.
React server/client-side rendering

2.3.1.3 VueJS
Vue.js is a progressive framework typically used for building user interfaces and single page applications.
It provides developers with the capability to build with modern technologies. Vue.js has gained a lot of
popularity due to its gentle learning curve, and because of its scalability. It can be used in single page
applications as well as small components in large websites.
•
•
•
•

You can get things done faster with this.
It’s very flexible as it can be used in any different environment.
It’s very easy to set-up and faster than react and angular.
Reactivity, flexibility, simplicity, focus and components are its best characteristics.
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2.3.2 Graphs and diagrams
Beyond maps and georeferenced data, the representation by means of graphs, both conventional and
interactive, constitutes another of the main techniques of visualization of the information (physical and/or
cyber) in the security field.
On the one hand, there are libraries such as Microsoft Chart Controls, Chart.js or JpGraph aimed at
obtaining more traditional graphics such as bar charts, line charts, area charts, foot/doughnut charts or
polar/radar charts, among others.
On the other hand, interesting tools have recently emerged for the generation of attractive interactive
graphics such as Three.js, JavaScript InfoVis Toolkit or, above all, Data-Driven Documents [8], an open
source JavaScript library that uses HTML, Scalable Vector Graphics (SVG) and CSS to generate, from
complex data sets, advanced visualizations that offer the user fantastic interactivity.

Figure 6. Examples of D3 js graphs.

Some of the most outstanding representations of the D3.js library are:
•
•
•
•
•
•
•

Bubble Chart: encodes data in the circumference area, by size and color.
Circle Packing: a grouping diagram that emphasizes the hierarchies between sets.
Dendrogram: hierarchical diagram of nodes and vertices in the form of a tree.
Force-Directed Graph: a node and vertex diagram using a positioning algorithm that minimizes
vertex crossing.
Tree Map: map generated by recursive subdivision where the value of each node is given by the
area of its rectangle.
Hierarchical Edge Bundling: a network of nodes that highlights inbound (dependent) and
outbound (dependent) links.
Word Cloud: encodes by size the occurrence of the most frequent words in a text.

When the amount of information to be represented is such that the two-dimensional space is not enough
for the correct interpretation, the 3D representations are the best alternative. Some important works in
graphs theory taking advantage of its 3D representation are:
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Figure 7.Three-dimensional representations of complex data

A multitude of websites, forums or repositories can be found on the net in which users publish and
shared examples of visual analytics applications in Works and projects of all kind of disciplines.
Finally, several commercial tools such as Tableau, Datawrapper, or infogram also appear on the market,
which are represented as interesting alternatives in the field of visualization of information by means of
graphs.

2.4

Haptic Devices

As VR advances and provides experiences similar to the real world to its users, there is still a lack of devices
allowing for user interaction with VR objects. Different kinds of input devices are emerging in the market,
although many of these remain at development stages, targeting the gaming industry and provide
general-purpose functionalities.
Haptic technologies can be described in simple terms as technologies that deliver touch feedback to the
user. Haptic devices imply a two-way process between a user and a computer-generated device, giving
the user the sense that they are touching something that is not physically there. Haptics may therefore
be used as a way to simulate a user picking up objects, being able to feel an objects weight, feel how it
deforms under pressure, or feeling vibrations from objects they are not physically touching. Haptic
technologies, which deliver touch feedback to the user, can deliver exceptional accuracy and replicate a
wide variety of tactile sensations. The mechanical simulation provided by haptic technologies can be used
to provide additional aid in virtual objects (such as VR) by providing control of the visual objects, enhance
the remote control of devices or machines and provide more realistic interaction with the visuals [9].
Haptic devices are referred to as haptic interfaces, since they provide not only a way for the user to receive
information from a computer/simulation, but for the user to provide information to the compute as a
response to a felt sensation, whether it is pressure, vibration or temperature change. Haptic interfaces
can be divided into two main categories¡Error! Marcador no definido.:
1. Tactile feedback – these interfaces provide the experience of properties such as temperature,
roughness and smoothness.
2. Force feedback – this simulated some physical properties of the object, such as its weight or
pressure. It allows for the simulation of objects to involve experiences such as recoil, momentum
or experiencing the physical presence of an object within a visual simulation.
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The VR and haptic markets are growing rapidly, since while their uses have been typically related to the
gaming industry, the demand for professional purposes is increasing. Haptic and VR technologies have
been found particularly useful for medicine or military/police professional training. With these
technologies it is possible to simulate risky situations within a controlled environment. Furthermore, the
focus of haptic technologies for the LEAs as planned through MAGNETO aim to enrich and augment the
degrees of freedom of security officers in their interaction with systems and real processes, by providing
them with advanced methods for data visualization but also interaction with such 3D visual elements,
letting them go beyond the simple perception of the situation to the analysis of complex operations in a
single decision space.
2.4.1 Haptic Gloves
Many of the haptic solutions which have been proposed in order to deliver touch feedback to the user
appear in the form of haptic smart gloves, designed to combine tracking accuracy, fast response and
advanced haptic feedback while aiming to be as ergonomic and comfortable in their design as possible.
Motion technology
There are four general methods to capture motion and digitize it for real time input purposes, relevant
for all hand motion capture system designs and applications. These methods are: optical, mechanical,
inertial (through an Inertial Measurement Unit (IMU)), and bend sensors. The advantages and
disadvantages of each of these are presented in the table below.
Table 3. Advantages and disadvantages of motion sensor technologies

Method

Optical

Mechanical

Inertial (IMU)

Pros

Cons

Bend sensors

• Very accurate
• Precise skeletal
model regeneration
• Absolute position
• No attachments
needed on hand
• cheap

• Precise
• Affordable
• Works near
electromagnetic
field
• Has real force
feedback

• Lower price range
• Non-limited
workspace
• Relatively
affordable
• Upper arm
movement
• Does not need to
be cross joint

• Accurate
• No calibration
• Could be add on
haptics feedback

• Very limited workspace
• Miss-detection
when hand is
partially blocked
• Impossible to add
on haptics feedback
system

• One-time
calibration needed
• No precise fingertip
3D coordinate
• Bigger in size

• Calibration needed
every time
• Measures relative
position
• No precise fingertip
3D coordinate
• Hard to add on real
haptics feedback

• Very costly
• Non skeletal model
regeneration
• No precise finger
3D coordinate
• No relative position
if systems are not
joined (2 gloves)

Nevertheless, all methods can be combined, this way minimizing the overall disadvantages and combining
the advantages for a better working result, excluding a few physical properties such as location restrictions
and size.
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Most gloves currently on the market use at least some sort of inertial measurement unit (IMU) to track
the hand position and rotation, as high degrees of freedom (DoF) inertial measurement units are fairly
cheap and small, and can be comfortably installed at the back of the hand without the need to extend the
glove over to the wrist area.
In addition, almost all models are provided with a software (SW) which supports at least one third-party
optical tracking tool (such as Kinect or Leap Motion). These solutions allow for the optical tracking and
visualization of the movements done through the haptic glove. These solutions are already quite mature,
relatively cheap and provide a much higher level of accuracy and significantly low calibration-time
compared to the IMUs alone.
The most relevant state-of-the-art alternatives within the market for haptic glove technology include:
1. Manus VR
This company has developed three different gloves “Prime One, Prime Xsens and Prime Haptic”,
all of which are commercially available [10]. The specifications of each of them can be summarized
as:
Primer One – all-round wireless data glove which tracks individual fingers and two joints [11]. It is
compatible with systems including HTC, Vive, Unity, Unreal, Motionbuilder or large SW platforms
such as IC.IDO. Contains 12 different sensors to measure hand orientation and flexion of the
joints. It is sold together with Apollo 2020 software suite for managing and calibrating the gloves.
The price is currently €2990.
Prime Xsens [12]– Leading innovation for 3D motion tracking, this glove design is specifically built
to be integrated into an Xsens motion capture suit. The suit and gloves together provide
interaction with applications for 3D character animation, motion analysis and stabilization
controls. Similar to Prime One, it contains 12 different sensors to measure hand orientation and
flexion of the joints. It is compatible with Xsens MVN system, MVN analyze. Its price is currently
€3990.
Prime Haptic [13] – This haptic glove has linear resonant actuators. It provides haptic signals such
as material texture and force (pressure, vibrations). It has adjustable frequency, signal strength
and resonance. The glove is compatible with SteamVR Tracking compatible headsets, such as HTC
Vive and HTC Vive Pro. Its price is currently set at €4990.
2. Avatar VR [14]– a new wireless haptic glove that combines movement tracking capability with
realistic touch experience. It is more evolved than other similar solutions such as Gloveone. Its
specifications include:
• Zero latency not dependent on specific gesture interpretation
• Latency: 20ms, for actuators and 2ms wired/1ms for track band and 8ms with Bluetooth.
• Full finger tracking using 6x 9-AXIS IMUs.
• Near zero drift experience (NXDE) with almost no error accumulation.
3. VRGluv [15]– These globes feature total hand tracking, full force feedback and pressure
sensitivity, an aspect that stands out compared to other haptic gloves available. The company has
developed their own Force Feedback technology, having a patent pending for their development.
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It is compatible with HTC Vive and Oculus Rift. The company advertises hands-on integration
services to selected companies and organizations to use these gloves in new or existing VR training
application.
2.4.2 Leap Motion
LEAP Motion is a small sensor providing a first approach to Haptics integration with a large number of
interesting features that make it very suitable for MAGNETO Project.
LEAP Motion allows for the tracking of the user’s hands and fingers in three dimensions and its interaction
with virtual and augmented reality [16]. This way LEAP Motion controller allows the user to interact with
the virtual elements of a VR/AR simulation directly with their hands, without the need of an additional
haptic glove and largely improving easiness of operation. The LEAP motion controller is a small,
inexpensive device in the form of a USB to be placed on the desktop. For VR usage, the controller has to
be attached on the HMD in the direction the user is facing [17] and it is possible to directly integrate it
with Oculus Rift glasses since it has a specific mounting space for it.
The Leap Motion controller is based on an infrared light-based stereoscopic camera. It functions by
illuminating a close space near the camera’s infrared light, by which it may detect the user’s hands. The
Leap Motion controller uses a tracking algorithm which in turn is used to estimate the hands’ position and
orientation, and follow these changes to establish how the hands and fingers move. The LEAP Motion
controller works in an area of 150º by 120º wide and up to a distance of around 80cm from the camera,
as shown in the figure below. The reported standard deviation of the position is less than one
millimeter¡Error! Marcador no definido. [18].

Image 1. LEAP Motion controller visualization span

The significance of LEAP Motion controller and software is the compatibility with this simple device with
VR/AR headsets to provide movement tracking, including Oculus Rift, Oculus Rift (DK2) and HTC Vive [19].
The LEAP Motion SDK is able to detect hand gestures including: circle, swipe, key tap and screen tap.
Further versions of the software are now capable of detecting pinching and grabbing gestures, which
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provides a more seamless interaction with the visual elements and the possibility to interact and
manipulate them¡Error! Marcador no definido..
2.4.3 Haptic devices within MAGNETO Project
After the above review of the state-of-the-art haptic solutions which are possible to integrate towards the
MAGNETO Visualization Tools, and given the similar study of the available VR visualization possibilities,
the most adequate solution for the MAGNETO Project is to combine LEAP Motion controller with Oculus
Rift VR Headset. The haptic gloves, although they may provide adequate simulation experience including
force feedback, remain a technology in current development and improvement and is, for the scope of
the MAGNETO project and its goals, still too expensive to viably deploy for the LEAs. Moreover, and what
is more important, since it most of them are currently in little more than experimental status we do not
find them as suitable devices to be used in MAGNETO product, although they may be incorporated in the
future.
In this way, LEAP Motion is considered the most adequate solution for the MAGNETO project given its
more economic price, availability to obtain online, reliability, its small size and relatively simple use and
its proven compatibility to VR devices such as VR headsets like Oculus Rift.
In addition, further work after MAGNETO or future projects may be able to incorporate in LEAs facilities
additional haptic technologies such as haptic gloves for a use case where it becomes necessary to cover
functions such as texture or force feedback. Nevertheless, for the current scope of the MAGNETO
visualization tools, the movements and experience provided by LEAP Motion are the best match for a
reliable functioning tool in real use.
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3. Developed Prototypes
Based on the knowledge and conclusions obtained in the first phase (researching phase), 3 prototypes
were developed, which are explained in detail below.

3.1

Prototype I: VR Datasets Visualization

After an exhaustive analysis of what is currently in the market, and analyzing the requirements of the
project, it was decided to make an immersive visualization prototype using the Oculus Rift virtual reality
glasses.
In order to carry out the prototype, the collaboration of the LEAs is requested. The aim is to generate real
anonymized datasets of relevant information for analyse/study the proposal tools in a more accurate way.
To this end, it was proposed, during the meeting in Rome that the LEAs have to provide their own datasets.
Finally, the Sabadell Police (SAB) and the Romanian Police (IGPR) decided to collaborate for this prototype
and offer data sources.
On the one hand, IGPR provided a mdb file, which contains a large number of tables and metadata.
Working with them together, the most relevant fields are analyzed, so it can be represented in our
prototype. Part of the provided dataset in shown in the following table:

Figure 8. Romanian provided dataset in mdb file.

In the SAB case, an excel file with the following structure was provided:
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Figure 9. Sabadell provided dataset in excel file.

The architecture has three main components:
•
•
•

DB Abstraction component
Luciad GIS
Oculus API

Figure 10. Prototype I architecture schema.

The workflow that was followed as:
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1. The datasets were entered in the database (MongoDB), with the following structure:

Figure 11. Example of MongoDB stored element.

2. We analyzed the data that could be of interest according to the needs of the prototype. In this
case, since it is a GIS, the data are simply of interest for visualization (it is not intended to interact
with the data, so it does not require metadata).
•

ROMANIA

It was necessary to filter the provided datasets in order to keep the desired documentation. In the case
of Romania dataset, the ID_Z_TIP_INCIDENT corresponds to the descriptive identifier of the record in
question. On the other hand, it was also filtered by latitude and longitude in order to position it on the
map.
Table 4. Romanian dataset. Relevant columns.

Example

•

ID_Z_TIP_INCIDENT

LATITUDE

LONGITUDE

Facts against the law

44.4220

26.09874

SABADELL

Consequently, and in a similar way to the dataset of Romania, a filtering was carried out with that of
Sabadell. On the one hand, the value fact_type_level_1 was extracted, which will be the descriptive
identifier of the record. On the other hand, the latitude and longitude parameters are selected for their
correct positioning on the map.
Table 5. Sabadell dataset. Relevant columns.

Example

fact_type_level_1

LATITUDE

LONGITUDE

13.-CRIME AGAINST PROPERTY

41.5422

2.0895
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3. Analyze market GIS tools. It is decided to use LUCIAD for the following reasons:
a. GIS specialized in the visualization and analysis of events in real time.
b. Interoperability with more powerful and accurate VR than other GIS on the market.
c. Powerful API with an infinite number of methods.
d. Large community of active users.
4. Selection of the mode of representation of the information on the map. Choosing range of shapes
and colors for distinction of incidents. To this end, relationship tables were elaborated.
Table 6. Identified Training Tools

Color

Incident Type

Orange

Facts against the law

Red

Emergency situation

Blue

Others

White

False alarm

Table 7. Identified Training Tools

Color

Incident Type

Orange

Diverse facts

Red

Crime against property

Blue

Injuries

White

Against freedom sexual

Green

Law 4/15 of citizen security protection

Cyan

Crime Against the intimity

Purple

Against road safety

Black

Others

Once all the previous steps had been completed, an application was developed to visualize the data using
virtual reality (in the case of the prototype with the Oculus Rift).
In the Figure 12, you can see the developed prototype:

Figure 12. Prototype I running.
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As well as a more precise visualization, in the Figure 13, of how it is observed in the PC the data
represented in the field.

Figure 13. Immersive visualization example.

Once developed and tested, the following conclusions are structured:
•
•
•

3.2

It is a prototype that is difficult to integrate into a website.
This is a non-functional working mode
The equipment has a high price

Prototype II: Web GIS

The Web-GIS is the tool dedicated to visualization of geospatial resources coming from different services.
Specifically, in this prototype it will be used a 3D visualization providing a multi-layer.
Following the line of work, the objective of the Web-GIS prototype is the same as that of the previous
prototype. It is intended to represent a geolocalized information, which is linked to incidents recorded in
the policel database.
The prototypes were made using datasets provided by the Romanian and Sabadell police. The most
relevant data have been extracted and structured according to our needs, as explained in detail in the
section 3.1.
The use of the same data for both prototypes will allow a comparison between usability, relevance and
SA.
The architecture used to carry out the development of the prototype is mainly divided into two parts
(Frontend and Backend). Developed with a JavaScript Framework (VueJS), due to:
-

Integration of components (Progressive Framework).
Wide and active Open Source community.
Intuitive, modern and easy-to-use features.
Ease of learning for components development and future integration.
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On the other hand, it should be note that one of the differences between prototype I and II is the GIS
used, since prototype I used the immersive visualization with LUCIAD, and for the development of the
prototype II, the JavaScript Cesium library has been used.
-

Poweful 3D modeling engine.
Multitude of plugins
API with a large user community

Related to a data transmission flow:
-

Frontend: It will be connected to the backend through the “Axios” library. For its part, the backend
will use “ExpressJS” which is a web application framework for NodeJS.
Backend: It will connect to the MongoDB database via mongoose. The database is located in a
Magneto repository.

As can be seen in the Figure 14.

Figure 14. Prototype II architecture schema.

Next, the results of the prototype can be observed, in the Figure 15 is the map with a generic vision of the
terrestrial globe.

Figure 15. Prototype II. Cesium visualization.
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As in the prototype I, balls/spheres will be used to geographically locate incidents. Depending on the
colour of the ball, the type of incident arising in the area will be interpreted. As can be seen in the Figure
16 and Figure 17, the visualization is sharper and its georeferencing clearer.

Figure 16. Prototype II. Sabadell dataset visualization.

Figure 17. Prototype II. Sabadell dataset visualization.

It should be note that, unlike the of immersive visualization prototype, web development allows us to
visualize additional elements such as legends, metadata, among other things.
The most noteworthy aspects are:
-

More intuitive
Easy to use
Interactivity
Accessible from other devices

In addition, the Cesium API allows you to elaborate layers of visualization at different levels, merge data
and improve SA.
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3.3

Prototype III: Haptic Solution based on Leap Motion

As mentioned in section 2.2, the haptic solution considered for the MAGNETO Augmented Intelligence
Tools will be based on LEAP Motion and Oculus Rift VR Headset. In order to use the LEAP Motion
controller, the minimum system requirements are [16]:
•
•
•
•
•

Windows 7 SP1 64 bit or newer
Intel® Core™ i5-4590 equivalent or greater
8GB+ RAM
3x USB 3.0 port
NVIDIA GTX 970 / AMD R9 290 equivalent or greater with compatible HDMI 1.3 video output

The integration of both components will be done in the following steps, as instructed by LEAP Motion
[20].
1. The VR Developer Mount is attached to the VR headset.

Image 2. Attachment of VR Developer Mount of LEAP Motion to VR headset.

2.
3.
4.
5.
6.

Oculus software is installed
The controller is connected by cable directly to the computer.
Orion software is installed
The LEAP Motion system must be recalibrated
In order to start working with the system it is necessary to have the Unity or Unreal VR engines.

The prototype allows for the following hand gestures to be used by the users (in the case of MAGNETO,
the LEAs at their premises using the Augmented Intelligence Tool), as provided by the LEAP Motion
controller capabilities:
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Image 3: Circle, swipe, key tap and screen tap gestures with LEAP Motion controller

The developed prototype including Leap Motion is an advanced state of the art interface in order to allow
simultaneous and interactive usage of the same web interface by multiple LEAs and streaming of the web
interface in video format.
The advantages of this solution are related to the fact that this set up will make possible the future
interaction with more advanced immersive and haptic tools like augmented and virtual reality glasses in
compact/small format (ie google glasses) and also the interaction with any type of device able to display
a video webstream via a web browser and not require any additional computational capacities or
interface/language support.
This development makes use of WebRTC standard and a number of libraries in order to allow real time
interaction with multiple LEAs that may be using the same platform. They are mainly Peer.JS and Socket.io
and rely also on WebRTC advanced technologies supported by web browsers. It also relies on additional
support servers handling all the processes communication (peer, main webserver, selenium web driver in
order to draw the interface before it can be transformed to video stream, etc).
It must be noted however that we have detected that the computing needs at the central server in order
to be able to recreate the video stream and deliver it to multiple real time users are quite high at present
moment.
The following picture displays a simplified architecture of all elements and concepts involved in this
prototype
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Figure 18 Advanced interactive web interface via videostream
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4. End Users Validation and Feedback
4.1

Test I: Brussels Review

During MAGNETO’s first review in Brussels (13th and 14th of June), a first demonstration of MAGNETO
Tools was scheduled. As part of this demonstration, WP5 involved partners show the first version of the
prototypes developed.
From one side the Prototype I based on VR visualization was able to display in an immersive way two
different datasets provided by IGPR (Romanian police) and SAB (Municipal police of Sabadell). In both
cases an immersive 3D representation with the area of interest and a set of incidents were displayed in
different layers, providing a georeferenced representation of the provided datasets. Additionally, the type
of incident was represented following a colour representation and displayed as a geolocated sphere.

Figure 19. Prototype I. Brussels testing.

The first impression from the demo attendants was that the technology is really impressive. You are able
to see a real immersive representation and this visualization can abstract you from the real life. One of
the comments received about this was related with the place where the LEA can use this technology.
Some of them agreed on the problem to use this type of tools in their current office, because they need
to be aware about what is happening.
Regarding the information displayed, the impression gathered from the testers was not good. They were
not able to identify the type of event because the VR visualization does not display some type of legend
including additional information with the colours description.

H2020-SEC-12-FCT-2017-786629 MAGNETO Project

Page 37 of 51

D0.01 Augmented Intelligence Tools
Moreover, the navigation experience through the area of interest was other negative comment gathered
from the users involved in the validation. The need of a training was identified in order to effective in a
real case, and take profit of this prototype.
Finally, the high price of the Oculus Rift, and the hardware requirements were one of the key discursions
in case of a real deployment on premises. The conclusion was that this technology has potential for future
exploitations, but it is not useful in MAGNETO’s scenarios.
The Prototype II based on a WEB GIS at the beginning was not as impressive as VR visualization, but after
show a few capabilities began to be interesting for the LEAs and the rest of MAGNETO’s partners.
This prototype was able to visualize the same datasets that we used in the demonstration of Prototype I,
but in this case, the user can access to extra information linked to the incidents displayed. Moreover, the
user can see a legend with information about what each colour is representing, and clicking over the
spheres a balloon is displayed including the linked metadata.

Figure 20. Prototype II. Brussels testing.

In this case the impressions gathered from the users were really good, because they were able to visualize
in a single view the location point of an incident, the type of incident (easy to identify thanks to the colours
distribution), and additional information that could be relevant in a real case.
Regarding the navigation experience, the users expressed their good impressions about it. In an easy way
with the mouse, you are able to navigate through the map and clicking on the different spheres gather
additional information.
Additionally, the prototype is able to be run in whatever type of device (desktop, mobile, tablet …) thanks
to be a design WEB based. This capability was also well accepted by the different users, and also tested in
their smartphones and laptops. It is important to mention that in the demonstration the users were aware
about security restrictions. In a real deployment the access to the platform will be restricted, and the
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different services will be only available through a secure network using a cyphered VPN connection. Also,
this security control was well accepted by the users.
Finally, taking into account that this prototype could be deployed on the same hardware used for the
services provided by MAGNETO. A web HMI does not add extra expenses. In addition, taking in mind that
the visualization is multidevice and multi OS compliance, the prototype proposed was really welcomed.

4.2

Test II: Karlsruhe Meeting

Following the same approach used in MAGNETO’s first review, a second demonstration of MAGNETO’s
tools was performed in Karlsruhe (10th and 11th of September). As part of these demonstrations, WP5
showed the advances performed in the two prototypes presented in Brussels.
The Prototype I VR-Visualization had not so much news regarding the previous version due to the low
interest expressed by the users present at the meeting.
In order to improve the navigation experience in the prototype, some new functionalities were introduced
in navigation controls and new users were asked for feedback and impressions again.

Figure 21. Prototype I. Kalsruhe testing.

The result was more or less the same. The first impression was really good, but once the users started to
use the tool, the feedback gathered about the user experience and the usability in a real case was a little
bit negative. Again, the lack of information regarding what they were visualizing and a complex navigation
experience, were the main negative comments expressed by the LEAs involved in the testing.
Regarding the Prototype II GIS-WEB based, it included some news in visualization part, and the possibility
to use a new navigation way based on haptic solutions.
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Figure 22. Prototype II. Kalsruhe testing.

These new functionalities generated great expectations. The news on visualization were focused on
display information in different layers, allowing a multi dimension view based on layers in different
altitudes. This capability enhances the situation awareness, visualizing the links and connections between
different entities as a graph representation. The comments and feedback gathered from the LEAs about
this new visualization way were really positive, and they started a discussion about possible scenarios and
real use cases.
About the new navigation way based on haptic devices, some of the attendants tested the capability, and
they considered it as an interesting experience, but as in the VR prototype, the complexity in the use of
the technology decreases the interest in a real case, even more, if we introduce new extra expenses
without any benefit.

4.3

Conclusions

After two meetings, some LEAs as SAB, PSNI or IGPR were able to test and provide their comments and
feedback about the visualization prototypes developed, also other technical partners as ICCS, EUROB, TRT,
or even REA's reviewers had the opportunity to test the prototypes. These comments and feedback are
summarised Table 8 and Table 9.
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Table 8. Prototype I VR Datasets-Visualization Pros VS Cons

POSITIVES

NEGATIVES

+ Real immersive representation
with multiple layers

- Loss of real life perception

+ Trend technology

- Not clear understanding of the
displayed information
- Not easy navigation (training
required)
- Expensive technology and
hardware requirements

Table 9. Prototype II WEB based-Visualization Pros VS Cons

POSITIVES

NEGATIVES

+ 3D multi-layer visualization

- Haptic device does not add added
value in a real case

+ Easy navigation
+ Multi-platform compatibility
+ No extra expenses required

The general opinion is that a visualization tool should be easy to use, and provide in an easy way as much
information as possible. All the prototypes presented tried to cover this main aim, but in case of VR
prototype, the complexity of the technology does not allow to provide a solution ready to use in a real
case.
On the other hand, use new technologies for navigation or interaction with the data (as is the case in the
haptic solution) is good for prototypes and testing, but finally in a real case, the naturalness of movements
that a mouse provides is not comparable with other solutions.
With all the feedback gathered and the different discursions generated during the meetings, MAGNETO
visualization tool should be a solution that enhances the LEAs situation awareness without add extra
complexity in its usability. For this, the proposal of a WEB based interface where all the MAGNETO
platform capabilities will be unified, was really welcomed from LEAs and also from technical partners.
About the advanced real time interactive web interface, it has not yet been tested with LEAs, since due to
the complexity and novelty of the approach the development of the tool is taking more time than initially
foreseen and it will not be possible to add this tool until the last release of Magneto and still in
experimental phase.
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5. Integrated Prototype
5.1

Web Architecture based on components

This section describes the process of HMI design and the graphical/visual organization of the HMI as well
as the structuring of the functions in the HMI.
Regarding the HMI structure, it becomes clear that the HMI needs some main navigation, where the user
can choose between the different Magneto tools. Furthermore, a sub-navigation is needed, where the
user can choose among the actual functions of a selected tool. This basic idea is reflected in the following
general navigation schema for the HMI in Figure 23. It shows a partitioning of the HMI into four main
parts:
•
•
•
•

Main navigation area: for this a tab-based navigation was chosen.
Sub menu area: represented by a list of selectable tool functions.
Component area: this area is assigned to the tool functions selected by the user – it can be further
partitioned: an optional function-specific navigation area on the top and a main area, for the
actual user interaction, below.
Notifications box: specific notifications can be shown to the user here.

Other general functions are located at the top of the HMI:
•
•
•

Login/Logout: allows the login/logout of a user.
Settings: allows a logged user to specify preferences (i.e., colour schema or font size) or change
account settings (username, password etc.).
Notifications: allows the notifying of logged users of certain system events.

Figure 23. Mockup of main screen distribution.
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This mockup was presented to rest of the partners in the meeting in Rome. For the task 5.2, feedback is
required from the technical partners, whose contributions will be reflected in a final version of the
mockup.
The final one will be distributed to the LEAs for evaluation, possibly by means of a questionnaire. In order
to record these future works, it will be drafted and reflected in the deliverable 5.2.

5.2

Haptic Integration

The integration of a haptic device is performed. In this case, Leap Motion will be used together with the
previously developed Web GIS prototype.
Thanks to the versatility of Cesium, it is possible to integrate a wide variety of libraries. In this case a Leap
Motion JavaScript library has been used that allows the controller to interact directly with the cesium
camera API [5]. This integration allows navigation on the map with gestures and hand movements.
The movements that can be made are as follows:
•
•
•
•
•
•

Moving the hand left or right will move the camera left or right
Moving the hand forward or backward will move the camera forward and backward.
Tilting the hand up and down will have the camera look up and down.
Rotate the hand left or right, the camera will rotate that direction.
Twist the hand at the wrist and it will “twist” the camera.
Make your hand into a fist to stop.

Figure 24. Prototype II. Haptic integration.
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5.3

Integration with Magneto Services

Taking into account the HMI integration it becomes clear that the HMI should be implemented as a webbased application, which can then be accessed via a web browser using a regular desktop system as well
as web-enabled mobile devices.
In order to carry out the integration of the web based HMI, the knowledge acquired in the development
of prototype II (Section 3.2). It is decided to Dockerize the different elements that compose the
architecture, in this case there are three Docker containers: frontend, backend and message broker.
The aim of deploying a Docker architecture is to facilitate the deployment and modularity of the platform.
In this way, it is possible to add or modify elements, as well as different Magneto Tools, without altering
the system. Therefore, the model represented in Figure 25 is proposed.

Figure 25. MAGNETO HMI Services integration schema.

As seen in prototype II, the frontend is developed over the VueJS development framework, which can be
accessed through any web browser.
In the frontend there is a visualization area for each of the tools and functions developed by the technical
partners. The tools will have internal services that must also be containerized. Additionally, the backend
will be connected to the different Magneto Services and tools developed.
In order to carry out a first proof of concept of the architecture, the following Big Data service has been
integrated into the HMI website:
-

HDFS (Hadoop Distributed Files System): It allows to store audio and text files, at the same time
that a record of the uploaded files with their metadata is saved in the Magneto Database.
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Figure 26. MAGNETO HMI. HDFS upload service integration.

Once the files have been uploaded to the HDFS, it is possible from the interface to download, open, delete
or play them, if they are audio files.

Figure 27. MAGNETO HMI. HDFS stored files interaction.

This first version of the HMI web together with the integration of services was presented to the rest of
partners in the Meeting of Rome (3-4 April 2019), obtaining the approval and positive evaluation on its
part.

5.4

Situational Awareness Improvements Evaluation

The aim is to evaluate the most relevant aspects that will allow a possible improvement in SA. To this end,
an exhaustive table has been prepared analysing the advantageous elements and disadvantages of the
technologies tackled in the project.
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Advantages
-

-

The platform has a single point where all the functionalities of the project are stored.
The 3D visualization allows analyzing information from multiple layers, making it easier to
correlate information between layers and carry out more detailed studies.
The dashboard developed in the WEB-HMI provides extra information thanks to the generated
graphics that will facilitate the understanding of the extracted data and will allow the creation of
execution events in the shortest possible time.
WEB-HMI can be used in multiple devices.

Disadvantages
-

Haptic devices do not provide added value since they are not easy to handle, and are not accurate,
so the execution time of any event would be increased.
In a professional working environment, the handling of immersive visualization systems does not
help in the tasks, and does not improve the execution times.

Once the advantages and disadvantages have been analyzed, it can be concluded that the platform
generated can be adapted to the demands and requirements of the LEAs for an efficient and optimal
performance of their tasks. This is achieved thanks to the improvements created in the WEB-HMI such as
dashboards, 3D visualization, among other aspects to be taken into account.
After the meetings held with the LEAs and, once the platform has been tested, it is possible to observe
how the data are stored in a single point and, in this way, the information can be accessed from a single
interface. This allows you to have a more global and concrete vision, since you can see from the most
superficial layers to the minimum point of detail, and thus, see a specific information.
In addition, since it is such a unified platform, the option of sharing information with different LEAs is
really interesting, as it can improve the resolution of cases in a more optimal way.
One of the most outstanding points is that the tools provided by Magneto can work autonomously, but
being all integrated in the same platform allows them to interact with each other, and the results obtained
are better than if they acted in a unitary way.
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6. Conclusions
This deliverable gives the results of an exhaustive research of the technologies and tools currently on the
market, a summary including the three prototypes developed (VR-Visualization, WEB GIS, Haptic device),
the followed procedure for LEAs testing and validation, and the definition of a first integrated prototype.
After being presented to the LEAs in various meetings and reviews it was concluded that VR-Visualization
and haptic developments do not bring added value, and slow down the day-to-day work, therefore, they
are proposed for non-inclusion in the project and take the research and prototypes into account for future
developments when the technology will be more mature.
Thus, the data visualization of the project will focus on the development of the WEB-HMI. For the
development part is expected the contribution of other technical partners, as they must finish their
developments and provide the necessary design (through mockups) with the needs of the respective
modules and how the WEB-HMI could interact with them. This task will be carried out during Task 5.2.
As conclusions, it has been identified that a web portal where all the services provided by the platform
are centralized is the best option to improve LEAs procedures, and the current status of immersive
visualization and haptic devices is not mature enough for a real implementation, at less for MAGNETO's
use cases.
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A.1

Security Advisory Board Review – CBRNE
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A.2

Security Advisory Board Review – HfoeD
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