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Disclaimer
This document contains material, which is copyright of certain MAGNETO consortium parties and may not
be reproduced or copied without permission. The information contained in this document is the
proprietary confidential information of certain MAGNETO consortium parties and may not be disclosed
except in accordance with the consortium agreement.
The commercial use of any information in this document may require a license from the proprietor of that
information.
Neither the MAGNETO consortium as a whole, nor any certain party of the MAGNETO consortium
warrants that the information contained in this document is capable of use, or that use of the information
is free from risk, and accepts no liability for loss or damage suffered by any person using the information.
The contents of this document are the sole responsibility of the MAGNETO consortium and can in no way
be taken to reflect the views of the European Commission.
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Executive Summary
Deliverable D9.3 consists of the interim legal and ethical impact assessment of the MAGNETO project and
tools. This report is aimed at presenting the current status of the ongoing impact assessment conducted
throughout the MAGNETO project. It presents an overall view and assessment of the legal and ethical
risks that MAGNETO may pose to privacy and other fundamental rights and ethical values. It also offers
MAGNETO developers and end-users tools that they may use to fulfil the data protection impact
assessment requirement foreseen in the data protection rules. Due to the fact that this is merely the first
impact assessment and that a final evaluation will be conducted by the end of the project, it must be
noted that the following document contains sections that are a template for later use by and referral to
end-users and project partners. While a full impact assessment of key priorities has already been
conducted herein, it must be clear that a more extensive evaluation will be conducted during the later
stages of the project, and that this document provides a framework therefor.
The applicable data protection regime requires the performance of a Data Protection Impact Assessment
(DPIA) for the development and deployment of new technologies that can be used for high-risk processing
activities. As the MAGNETO project revolves around the development of expanded analytical capabilities
for law enforcement that pose a significant risk to the rights and freedoms of citizens, the consortium is
committed to performing a DPIA in order to properly identify and address potential legal and ethical
issues. To achieve this goal, a DPIA offers a supporting and comprehensive structure to identify, evaluate
and continuously monitor potential risks to human rights and interests (in particular, to those of privacy
and data protection) when processing personal data. This structure consists of a systematic description of
envisaged processing operations, an evaluation of their necessity and proportionality, an assessment of
the risks attached to those technologies at an early stage to allow for data protection by design strategies
to be implemented, and the identification of adequate mitigation measures to prevent these issues from
occurring in practice.
To this end, the Deliverable presents an overview of the impact assessment process in the MAGNETO
project as well as general information on the legal framework and the importance of performing an impact
assessment for MAGNETO. Before conducting the legal assessment, the document also presents its
framework for the ethical risk assessment of MAGNETO which consists of the Ethical Risk Assessment
Form (EIA Form)and the Misuse Risk Assessment Form (MRA Form) to be used by MAGNETO developers
in the final impact assessment and by end-users when carrying out their impact assessments.
For the purpose of creating the necessary structure to identify and assess the risks that MAGNETO entails,
this deliverable comprises all the elements necessary to complete a DPIA and an ethical assessment of the
MAGNETO tools and technology. First, it contains a detailed description of the processing activities to be
carried out by the MAGNETO system and provides an overview of the MAGNETO tools and system, as well
as a presentation of the system architecture. Then, it presents the framework and template used for the
project’s preliminary DPIA. Since certain steps of the DPIA process are to be performed by the developers
of the MAGNETO technologies (at the R&D stages) and MAGNETO end-users (prior to the deployment and
use), this section provides the necessary information and tools that developers and end-users have to
take into account when performing or contributing to an impact assessment in compliance with data
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protection obligations. To this end, this section explains the need to apply a necessity and proportionality
test of the processing activities to be conducted through the system and provides pre-filled templates
aimed at providing an explanation and justification for the different data protection principles. This
section also provides tools for the assessment of the controls of the data protection requirements.
Following this, the Deliverable performs a full legal impact assessment of key legal and ethical concerns.
Thereto, it contains (i) an analysis of the risks attached to MAGNETO that have been identified by the
MAGNETO partners, (ii) an assessment of their likelihood and severity, and (iii) the measures being
implemented in MAGNETO to mitigate those risks. The key risks identified and assessed in this interim
DPIA are the following: privacy interference, violation of due process guarantees, discrimination and
biases, surveillance, algocracy and mathwashing, opacity and unaccountability, misuse, violation of
integrity of police investigations, and interference with data security and data protection principles. To
provide a concrete assessment of how the identified legal and ethical measures are being implemented
in the system, an updated version of the compliance checklist drafted in D9.1 (Legal and Ethical
Guidelines) is provided thereafter. This checklist contains a summary of all legal and ethical requirements
for the design and development of the MAGNETO system, identifies the responsible partner and work
package, and provides a status update on the current implementation of these safeguards in the system
and tools.
Subsequently, an overview is provided of other tools that MAGNETO makes available to the system’s endusers that they can rely on in support of the fulfilment of the data protection requirements. The templates
provided in that chapter (some of which have also been pre-filled to facilitate their understanding) not
only provide additional elements to the compliance toolkit of MAGNETO end-users, but will also facilitate
the gathering of information necessary for the purposes of completing a DPIA.
To conclude, the document provides its closing remarks on the current state of the implementation of
legal and ethical requirements in the project’s tools. In short, significant progress has been made in the
past months. While the MAGNETO tools present some inherent risks to certain human rights and interests,
considerable effort has been exerted to address these risks and mitigate key concerns. The project’s
approach to privacy and data protection by design fully takes into account the relevant legal framework
and its technologies contain ample safeguards and measures to comply with legal and ethical principles
while not unduly restricting its effectiveness.
Finally, it must be noted that this legal and ethical impact assessment is being carried out throughout the
project and results from the collaborative efforts of MAGNETO partners. This deliverable builds upon the
works performed in previous deliverables and relied on contributions from the technical partners. As this
is an interim impact assessment, the analysis and templates contained herein will be adjusted or newly
formulated as the MAGNETO project progresses. In particular, in the next iteration of this deliverable,
consisting of the final legal and ethical impact assessment (D9.4), the project will issue an update of the
assessments presented throughout this document, as well as the policy recommendations for the
regulation modern analytical technologies within criminal investigations.
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1. Introduction
1.1

Context

MAGNETO is a European Union project funded under the Commission’s Horizon 2020 framework under
the thematic area of Technologies for prevention, investigation and mitigation in the context of fight
against crime and terrorism (SEC-12-FCT-2016-2017), coordinated by the Institute of Communication and
Computers Systems (ICCS), Greece. MAGNETO is aimed at meeting the needs of LEAs to analyse massive
volumes of heterogeneous and fragmented data when performing their duties of prevention,
investigation and prosecution of criminal offences.
The ever-growing reliance of law enforcement agencies (LEAs) on technological developments in their
daily tasks, in particular to improve their big data analysis capabilities and support automated decisionmaking activities, gives rise to concerns about the potential risks and adverse consequences that may
result especially from technology-based operations. The MAGNETO platform will comprise tools that will
enable LEAs to fuse and analyse multiple data sources, uncover hidden relationships among data items,
compute trends for the evolution of security incidents and achieve a better awareness and understanding
of current or past security-related situations. As MAGNETO’s main functionalities concern the analysis of
massive, heterogeneous and fragmented data in the performance of law enforcement activities, the
ultimate expected result is that MAGNETO’s analysis can become solid evidence to be used in court, which
is of particular importance for the fight against terrorism and organized crime.
Considering that this project involves the creation of technologies that will empower LEAs with highly
capable big data analysis abilities and sophisticated knowledge representation, the project participants
are aware that these activities may bring about certain legal and ethical concerns. However, while
empowering LEAs with superior crime analysis, prevention and investigation capabilities, MAGNETO is
envisioned as a technology that adheres to the applicable legal and ethical principles and standards,
thereby ensuring that the system developed respects human rights, particularly the right to privacy and
data protection, and does not generate ethically challenging personal or social impacts.
On the basis of the implications of those concerns for the right to privacy and the protection of personal
data, the relevant legal framework for the deployment of MAGNETO tools by end-users takes the shape
of the laws governing the data processing activities performed for law enforcement and criminal justice
purposes, which has been recently updated by the adoption of the Data protection for law enforcement
Directive 2016/680 (DPLED) [1]. Among the DPLED requirements, LEAs have to conduct a data protection
impact assessment (DPIA), as provided for in Article 27. This consists of an analysis of the risks and
challenges that may result from the use of technical equipment for the processing of personal data, as
well as an identification of suitable mitigation measures. This requirement is also included in the General
Data Protection Regulation (GDPR), a legal instrument with a broader scope of application than the DPLED
due to its coverage of processing activities for private and commercial purposes, which governs the
processing of data during the research activities of the MAGNETO project [1].
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In this context, one of the key objectives of the H2020 MAGNETO project is having due regard of the
applicable legal and ethical framework and standards throughout the development of a set of tailored
solutions and tools that will facilitate the tasks of LEAs. The efforts towards achieving this goal are not
only aimed at pursuing MAGNETO’s compliance with the law, but also to support the compliant use of the
technology by end-users. As from the beginning of the project in April 2018, the MAGNETO consortium
has been carrying out several efforts for the accomplishment of designing legally compliant technologies.
To achieve this, WP9 has been devoted to researching the best approach towards the legal and ethical
development and deployment of advanced analytical systems meant to be used by LEAs. The outcome of
that research generated thus far have distributed throughout all the members of the MAGNETO
consortium and a substantial amount has also been disseminated and made available to the public
throughout articles published in peer reviewed journals, book chapters and posters presented at
international conferences.
To comply with the right to privacy and data protection, the GDPR requires the MAGNETO partners as
data controllers of the processing operations during the development of the technology to consider and
apply appropriate measures designed to implement the key data protection principles in an effective
manner. Necessary safeguards must be incorporated into all processing operations involving personal
data so as to ensure the protection of individual rights and freedoms, thereby complying with the principle
of data protection by design. Similar principles and standards are provided for by the DPLED, which must
be considered by the MAGNETO end-users (LEAs).
In line with the privacy and data protection compliance undertaken by MAGNETO, the research data of
the project consists of anonymized datasets provided by involved LEAs [9]. This clearly shows one of the
measures undertaken by MAGNETO to comply with the privacy and data protection rules and to safeguard
fundamental rights.
At this point, it is worth noting that the development of MAGNETO and the deployment of its tools trigger
the application of either the GDPR or the DPLED. During the MAGNETO project, the processing of personal
data is governed by the GDPR, while the deployment of the technology by end-users (once it is fully
operational) will be governed by the DPLED. On the basis of that distinction, it is possible to identify and
clarify the relevant legal provisions applicable to each processing operation in question. Regardless, both
legal instruments are being considered during the development of the technology, as evidenced by the
reference to the provisions in both laws as part of the legal analysis in the framework of WP9.
In compliance with the requirements of the applicable legal framework, this deliverable comprises the
privacy and ethics impact assessment of the MAGNETO system and modules. This assessment identifies
privacy risks associated with the data processing activities and outcomes provided by the system, as well
as the measures for managing these risks. The analysis and elements comprising this DPIA may eventually
serve as a starting point for the DPIAs potentially required by national laws prior to the use of MAGNETO
tools. Considering that a DPIA is also a requirement under the DPLED, this deliverable D9.3 will be made
available to end-users to assist them in conducting their own impact assessment. Being legally obliged to
carry out a DPIA themselves, the content and material contained herein may prove useful for MAGNETO
end-users when complying with the legal obligations imposed on them.
H2020-SEC-12-FCT-2017-786629 MAGNETO Project
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As mentioned above, this ongoing legal and ethics assessment started being conducted at the early stages
of the conceptualisation of the MAGNETO technologies and will continue throughout the design and
development activities performed by the project partners and during the piloting of the MAGNETO
platform and tools. As from the beginning of the development of MAGNETO, the legal and ethics partners
became closely acquainted with the technology and its potential application, as well as the role of
personal data within the MAGNETO system. The idea behind that involvement of the legal and ethics
partners with the technical elements of the project is to foster a better understanding of the technology
and, thus, enable a more accurate assessment thereof.
This deliverable reflects the interdisciplinary and integrated approach involved in this assessment,
whereby the project partners have identified the privacy, data protection and ethical risks that may arise
from the development and use of the MAGNETO platform, as well as the severity of their potential impact.
Deliverable D9.3 also reports on proposed technical and operational means to mitigate the risks identified
to for the compliance with legal and ethical standards.
In light of the above, this Deliverable D9.3 is aimed at satisfying the DPIA requirement to the best extent
possible at this stage of the project, a mission that will be further developed and completed by the second
(and last) iteration hereof, namely Deliverable D9.4, which will consist of the final DPIA of the MAGNETO
project and tools.

1.2

Scope, purpose and limits of the MAGNETO Impact Assessment

The scope of the analysis conducted throughout this report consists of an interim assessment of the legal
and ethical risks related to the MAGNETO tools and technologies that may be identified and foreseen at
this stage of the development process, as well as presenting the preliminary findings thereof. The analysis
of the risks should contribute to the identification of a common European approach tailored at those risks
and focuses specifically on law enforcement activities. After that, this deliverable provides a detailed
analysis of the measures to implement, as well as those already implemented, to meet the requirements
and steps necessary for a satisfactory and complete impact assessment. Ultimately, the overview and
results presented herein shall serve as a tool to assist law enforcement agencies when carrying their own
DPIAs, in particular when it is aimed at the implementation of advanced analytical tools like MAGNETO.
To this end, it must be clear that report will provide a non-exhaustive overview of the assessment of the
deployment of the MAGNETO tools, as well as the data processing activities that are likely to be involved
by the use of the MAGNETO platform. Although all the modules of the MAGNETO system and all the
processing operations involving personal data are subject to this assessment, this report does not cover
the risks related to the processing of personal data of the operators of the MAGNETO technologies in
general. For instance, the personal data ingested in the MAGNETO system to execute MAGNETO’s
functionalities are assumed to have been collected in a manner compliant with the relevant rules, and the
risks thereto are expected to have been subject to the corresponding impact assessment as required by
the relevant national rules.
In this respect, it should also be clarified that, as of yet, the development of the MAGNETO correlation
engine still needs to further evolve throughout the project’s lifespan. Moreover, given that the technology
H2020-SEC-12-FCT-2017-786629 MAGNETO Project
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readiness level to be reached by the end of the project is 6 [2], the end result of the project will not be a
fully mature technology. Accordingly, this interim DPIA reflects the legal and ethical considerations
concerning the specific functionalities of the tools detected so far, mainly resulting from the continued
legal analysis and the constant interactions taking place between different partners of the MAGNETO
consortium (i.e., legal and ethics, technical and LEAs partner).
Based on the considerations above, the responsibility to comply with the data protection legislation lies
on the data controller. Hence, neither the MAGNETO project nor the authors of this document shall be
held responsible, liable or accountable for the outcome of the data protection impact assessments
conducted by law enforcement officials or system end-users. As achieving full compliance with legal
obligations requires a thorough analysis of the specific situation, organizational structure and processing
practices of the national or regional police authorities, the methodology provided in this document should
be seen as an overview of good practices, measures and steps towards conducting a proper and
satisfactory impact and risk assessment. The following chapters are general guidelines providing end users
with recommendations, resources and procedures to allow and support an adequate DPIA to be
conducted. The mere reference to or reliance on this document alone does not constitute the approval of
any system, nor does it guarantee legal compliance. It remains the sole responsibility of the data controller
to properly conduct the assessment as is prescribed by national law.
At this point, it is worth noting that this deliverable emanates from the data protection by design
strategies that are an integral part of the MAGNETO project activities. As a result, this deliverable, as well
as the DPIA tools provided herein, could therefore be regarded as an accompanying guidance for LEAs
when performing their own DPIA under their own responsibility and having due regard of their own
national laws governing data protection in law enforcement activities. By way of example, the national
legislation may require separate DPIAs for certain data processing activities, such as installing and using
CCTV footage). To that end, the corresponding national legislation will determine the requirements that
should be duly considered in the context of big data analysis by law enforcement entities.
It should be stressed that Deliverable D9.3 is only an interim legal and ethical impact assessment.
A final and more extensive impact assessment will be conducted at the end of the project as part of
Deliverable D9.4. This means that the findings of this document reflect the current status of the
project’s development and remain subject to change. The main purpose of this Deliverable is
therefore to draft and present a framework for the full assessment, conduct an evaluation of the
primary risks posed by and to the deployment and the development of the MAGNETO system and
tools, and present an updated overview of the mitigation measures taken to implement legal and
ethical requirements into the system.
As such, this document contains certain sections that are, at this time, have been drafted as a
template to support the execution of the final impact assessment during the second half of the
MAGNETO project, and to be provided to LEA end-users as to enable them to meet their national
requirements on conducting a data protection impact assessment. To this end, certain parts of the
tables in the DPIA have been intentionally left blank or partially filled in with a brief explanation
on how end-users can provide appropriate responses that are specific to their own organizations.
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1.3

Methodology

This deliverable is aimed at conducting a step-by-step analysis of the process that should be considered
when implementing technologies with functionalities as those comprised by the MAGNETO platform. To
that end, this deliverable starts with an overview of the DPIA process and the steps it entails, followed by
a general description of the tool to be used for the ethical assessment of the MAGNETO-related risks.
After that overview, the initial results of the impact assessment will be provided. The results will rely on
existing methodologies for the compliance with the DPIA legal requirement, which have been taken into
account in order to provide a better overview of all the aspects involved in the DPIA process. In particular,
the following methodologies have been consulted for the purposes of this deliverable:
•
•
•
•
•

the Article 29 Data Protection Working Party (WP29) Guidelines [3];
the French Data Protection Authority (DPA) (in French, Commission Nationale de l'Informatique
et des Libertés (CNIL)) Privacy Impact Assessment Methodology and software tool [4];
the Practical Guide for the Assessment of Impact and Protection of Data Subjects by the Spanish
DPA (in Spanish, Agencia Española de Protección de Datos (AEPD)) [5],
the Spanish template to conduct an DPIA aimed at Public Administrations by the Spanish DPA [6];
the GDPR DPIA Guidance by the United Kingdom DPA the Information Commissioner’s Office (ICO)
[7].

Those documents lay the ground for the development of the MAGNETO DPIA template, which has been
complemented with the guidelines and documentation gathered by means of a literature review
performed for this purposes, including documents produced in the framework of other EU funded
projects, such as VALCRI (Visual analytics for sense making in criminal intelligence analysis) and VICTORIA
(Video Analysis for Investigation of Criminal and Terrorist Activities).
On the basis of the consulted sources, the MAGNETO DPIA model embodied by this report and the other
impact assessment tools hereto, collect all the aspects that should be taken into account to perform an
DPIA, such as for instance the description of the processing activities, the legal basis relied upon, the
assessment of the risks involved in the processing activities and some of the measures that may contribute
to mitigate the identified risks.

1.4

Structure of the document

Following this introductory section, this deliverable comprises a number of other sections. The second
chapter provides an overview of the impact assessment procedure, the DPIA lifecycle and what the
process entails, as well as an overview of the ethical risk assessment tool and form, which is also proposed
as a risk assessment tool that MAGNETO end-users can employ to comply with the impact assessment
requirement.
The third and fourth section then comprise the preliminary impact assessment conducted at this stage of
the project, which analyses the results of the assessment conducted so far. These two sections not only
build upon the framework set by the previous sections of this deliverable, but also on the works and legal
H2020-SEC-12-FCT-2017-786629 MAGNETO Project
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research conducted in earlier deliverables as part of WP9, in particular Deliverable D9.1 – Ethics and Legal
Guidelines for the use of forensic tools. They consider and assess the technical processes in MAGNETO
and present a framework for reviewing the data protection requirements in the project, as well as assess
the impact of a number of risks and present counter-measures thereto.
Under the fifth section, additional impact assessment tools are provided, which, besides the impact
assessment embodied by this report, can be used by end-users to support their activities towards
compliance with the data protection principles and requirements. Finally, section six of the deliverable is
dedicated to provide the preliminary findings and recommendations arising from the assessment of
MAGNETO. In the Appendix of the document, a template can be found for the ethics impact assessment.

1.5

Relation to other deliverables

Many of the matters identified and addressed throughout this deliverable relate to research items that
have already been subject to previous legal and ethics deliverables. Notably, the extensive ethical and
legal guidelines for the development and use of the MAGNETO system and tools contained in Deliverable
D9.1 – Ethics and Legal Guidelines for the use of forensic tools, serve as the main baseline hereof.
Likewise, the rest of the legal and ethics deliverables already submitted as of this stage of the project
comprise an in-depth analysis of some research matters that will be briefly discussed throughout this
document. For instance, the assessment of Access Authorisation and Accountability aspect of the project
was the main issue of Deliverable D9.2 [8]; also, D1.4 [9] provides concrete guidelines and tools related
to the management of research data during the project and provides details about how the MAGNETO
consortium collects, processes, generates, stores and erases datasets; another example is WP11, which
focuses on ethical issues and further addresses a number of ethical concerns relating to, among others,
dual use and research misuse.
Finally, the progress made in technical work packages is the basis upon which the understanding of the
MAGNETO system’s capabilities have been built and, thus, the main foundation on which the impact
assessment involved in this deliverable rests. In particular, the content of D2.3 [10], which describes the
MAGNETO system architecture, D3.2 [11], on the evidence collection tools, and D6.5 [19], comprising an
overview of the MAGNETO system integration and verification, are the main sources of the technical
insights underpinning the impact assessment herein.
This impact assessment is aimed at further addressing the legal and ethical challenges related to
MAGNETO and propose additional mitigation measures. It relies on the applicable legal framework and
the identified concerns related to the project, along with the understanding of MAGNETO’s capabilities
gained from the consulted technical deliverables.
This Deliverable D9.3 is closely linked to the forthcoming Deliverable D9.4, which will consist of a final
iteration hereof and will comprise a follow-up on the status of the implementation of the impact
mitigation techniques and measures proposed by means of this and previous legal and ethics deliverables.
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2. Overview of the MAGNETO Impact Assessments
2.1

Data Protection Impact Assessment

The two legal instruments comprising the long-awaited data protection reform concluded by the EU in
2016 (i.e., the GDPR and the DPLED), introduced the concept of data protection impact assessment, aimed
at supporting a compliance approach by assessing the risks attached to certain processing activities, along
with putting forward adequate mitigation measures to address the identified risks.
As stated in the GDPR, a DPIA consists of an assessment of the likelihood and severity of the risks of
processing operations that are likely to result in a high risk to the rights and freedoms of natural persons.
The GDPR requires controllers to carry out a DPIA in order to evaluate, amongst others, the origin, nature,
particularity and severity of that risks. The guidelines provided by the WP29 describe the DPIA as a process
for building and demonstrating compliance with the data protection regime by assessing risks and
implementing adequate mitigation measures [3]. Having regard to that purpose, the DPLED specifies the
situations in which the DPIA is required and the minimum conditions that must be met to achieve legal
compliance in a law enforcement context.
The assessment should result in appropriate measures that the controller will take to ensure that the
processing of personal data will be done in compliance with the GDPR. In the event that the DPIA reveals
high risks of the processing operations that cannot be mitigated through appropriate measures, it will be
necessary to consult with the supervisory authority prior to the processing.
By completing a DPIA, the MAGNETO partners will be able to conduct a deep analysis of the processing
activities expected to be performed in the system. This will result in the identification of the privacy, data
protection and other legal concerns, as well as the ethical issues arising from the technology. Further, this
exercise will foster the participation of the different stakeholders involved in the project. The joint efforts
of the project participants in the DPIA process will result in the proposal of technical and operational
measures to mitigate the identified concerns. Moreover, this DPIA will not only help MAGNETO to comply
with the data protection requirements, but will also assist end-users when complying with the DPIA
requirement under the DLED.
This section provides a brief explanatory overview of the DPIA process as required by the relevant legal
provisions and identifies the crucial elements that mark the beginning of the impact assessment of the
MAGNETO tools and technologies carried out throughout this document.
2.1.1

Risk-based approach and the protection of fundamental rights

In the past, the development and deployment of new technologies did not require the protection of
fundamental rights as from the outset. The common practice used to be to start thinking about
compliance once the technology was in the market. That trend, however, has recently changed to a more
human rights friendly approach. This mind-set shift has been a consequence of, among other things, the
recent regulatory changes in the EU.
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Evidence of the tendency to regulate in favour of fundamental rights and freedoms can be found in several
provisions. For instance, the fact that the data protection principles have turned into legal obligations, in
particular that of data protection by design, speaks to the risk-based approach of the current regulatory
framework. By way of illustration, the measures towards the achievement of the data protection by design
principle, such as the implementation of privacy enhancing technologies, encompass a hands-on practice
of the risk-based approach.
Further evidence of the risk-based approach is the legal obligation to conduct a DPIA. Carrying out a DPIA,
both when explicitly required and for processing operations for which is not mandatory, is an action that
is in line with the risk-based approach embodied by the current European data protection laws and may
serve as a good strategy towards achieving the general data protection goals. Moreover, it should be
noted that the ultimate goal of performing a DPIA is to minimize the risks to fundamental rights posed by
the processing activities under assessment. In view of the various risk management duties and the riskbased compliance encouraged by the GDPR, it is deemed essential to clarify the concept of “risk”, as in
the data protection legislation.
As stated in section 2.1.2 below, the notion of “risk” is to be regarded as the not-so-improbable likelihood
of a negative event. A risk-based approach entails acting in a proactive rather than reactive manner to
address the concerns that may be related to an activity. The process of conducting a DPIA precisely entails
a proactive role of the data controller when taking the necessary steps to accomplish its ultimate goal,
consisting of minimising the risks to the rights and freedoms of the individuals concerned.
It is important to note that the protection of personal data should not be considered in isolation as it has
been conceived as a means to support the protection other fundamental rights that are closely related to
it, such as the rights to privacy, freedom of speech and association and the right to equal treatment [1].
Another clarification that is worth making is that the risk assessment mandated by the data protection
rules is not to be confused with an IT risk assessment; despite having the same denomination, which may
be interpreted as being equivalent processes, they serve very different purposes: while the IT risk
assessment purports the protection of the interests of the data controller, the DPIA is aimed at identifying
measures to safeguard the rights and interests of the data subject.
Considering the above, a DPIA is essentially a tool that will enable data controllers to systematically and
thoroughly analyse how their processing operations will affect the privacy of the data subjects whose data
are (or will be) processed. That analysis will result in the identification of the technical and organizational
measures to mitigate those concerns. Hence, the DPIA is a tool to support compliance with the data
protection legislation.
The impact assessment should ideally take place at the early stages of the development and deployment
of innovative technologies, and in any case prior to the processing of data. It should be noted however
that the DPIA is not a static process to be conducted only once (i.e., at the start of the processing). It is
advisable that the DPIA results in a report considered as a living document, meaning that it should be
regularly reviewed and updated throughout the duration of the processing of the data so as to make the
necessary adjustments resulting from any variations in the processing activities. This is precisely the
approach adopted by the MAGNETO consortium, which started performing actions towards this ongoing
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legal and ethics assessment during the conceptualisation of the technology. Moreover, the results of that
assessment are reflected in this deliverable, consisting of a living document to be updated by the next
iteration thereof.
Hence, the legal and ethical impact assessment conducted throughout this document forms part of the
risk-based approach implemented by the MAGNETO consortium for the protection of fundamental rights.
However, D9.3 should not be taken as the only step undertaken by the MAGNETO consortium towards
that goal. The MAGNETO partners have taken other measures that evidence the risk-based approach of
the project.
By way of example, Deliverable D1.4, the data management plan and protocol, provides an overview of
the consortium’s strategy to mitigate legal and ethics risks relating to MAGNETO at the project stage. D1.4
contains the guidelines that are followed by the MAGNETO consortium while conducting a legal and
ethical research under the MAGNETO project. Moreover, D1.4 comprises the toolkit used during the
lifecycle of the project to ensure that the research activities do not pose challenges to fundamental rights.
For example, the research data being used consists of anonymised datasets provided by LEAs involved in
the project [9]; by using anonymised data, the consortium is able to minimise the potential risks to human
rights that may be attached to the use of personal data.
Therefore, the MAGNETO consortium has adopted a risk-based approach. As data controller of the
personal data to be processed at the project stage, MAGNETO has established the protocols for the
management of data by the consortium. Furthermore, the MAGNETO consortium has determined and put
into practice strategies to mitigate the project’s impact on human rights. A DPIA of MAGNETO tools
comprises another action that evidences MAGNETO’s risk-based approach. By completing a DPIA of the
final outcome of the project will enable the consortium to identify the specific risks and fundamental
rights at issue during the deployment of the technology.
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2.1.2

Data Protection Impact Assessment as a Legal Requirement

Conducting an impact assessment of the MAGNETO tools and technologies is a legal requirement pursuant
to Article 35 GDPR and Article 27 DPLED. Those provisions read as follows:
Art. 35 GDPR – Data protection impact assessment
1. Where a type of processing in particular using new technologies, and taking into account the nature,
scope, context and purposes of the processing, is likely to result in a high risk to the rights and freedoms
of natural persons, the controller shall, prior to the processing, carry out an assessment of the impact of
the envisaged processing operations on the protection of personal data. A single assessment may
address a set of similar processing operations that present similar high risks.
(…)
7. The assessment shall contain at least:
(a) a systematic description of the envisaged processing operations and the purposes of the processing,
including, where applicable, the legitimate interest pursued by the controller;
(b) an assessment of the necessity and proportionality of the processing operations in relation to the
purposes;
(c) an assessment of the risks to the rights and freedoms of data subjects referred to in paragraph 1;
and (d) the measures envisaged to address the risks, including safeguards, security measures and
mechanisms to ensure the protection of personal data and to demonstrate compliance with this
Regulation taking into account the rights and legitimate interests of data subjects and other persons
concerned..
Art. 27 DPLED – Data protection impact assessment
1. Where a type of processing, in particular, using new technologies, and taking into account the
nature, scope, context and purposes of the processing is likely to result in a high risk to the rights and
freedoms of natural persons, Member States shall provide for the controller to carry out, prior to the
processing, an assessment of the impact of the envisaged processing operations on the protection of
personal data.
2. The assessment referred to in paragraph 1 shall contain at least a general description of the
envisaged processing operations, an assessment of the risks to the rights and freedoms of data subjects,
the measures envisaged to address those risks, safeguards, security measures and mechanisms to
ensure the protection of personal data and to demonstrate compliance with this Directive, taking into
account the rights and legitimate interests of the data subjects and other persons concerned.
Accordingly, a DPIA must be conducted when a processing activity is likely to result in a high risk to the
rights and freedoms of natural persons, in particular when using new technologies. However, the GDPR
does not provide a definition on what does “likely to result in a high risk” mean. It is against this
background that the ICO’s guidelines provide some clarification by stating that the assessment of “high
risk” entails to consider “both the likelihood and severity of any potential harm to individuals” [7]. Also,
the ICO suggests that “risk” is to be considered a chance of a harmful event that is far from improbable.
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It is necessary to consider the nature, scope, context and purposes, for the data controller to determine
whether or not any processing operation is indeed of high risk and assess the potential impact on rights
and freedoms,. To put it simply, when certain circumstances or particular technologies imply a potential
negative impact on fundamental rights, the controller is legally required to carry out a DPIA prior to the
processing.
Hence, the controller is expected to act with due diligence and carry out a thorough assessment of how
the planned processing activities might negatively affect data subjects. MAGNETO partners, acting as
controllers of the data processed in the course of the project, have committed to conducting an impact
assessment as part of the Consortium Agreement and Description of Actions. Later on, end-users can use
the results of the MAGNETO impact assessment and the templates drafted herein when conducting their
own DPIA, which is also a legal requirement under the DPLED.
2.1.3

Why does MAGNETO conduct a DPIA?

A DPIA of the MAGNETO platform is being conducted for a number of reasons. First, to achieve its goal of
empowering LEAs with superior crime analysis, prevention and investigation capabilities, MAGNETO will
be used to process large amounts of data about individuals originating from different sources in an
automated manner. As a result of that systematic and extensive evaluation of personal data, MAGNETO
will provide LEAs with information towards gaining enhanced situational awareness and augmented
intelligence that may ultimately result in decisions about law enforcement investigations which are of can
have significant adverse effects on the life and rights of an individual. Second, the MAGNETO tools will be
used to process personal data related to criminal convictions, offences and sensitive aspects of a person’s
private life. This substantially raises the risk of possible interferences with an individual’s interests and
rights. Third, the advanced analytical tools that are being developed as part of the MAGNETO project are
undoubtedly classified as “new technologies”. As described in the legal provisions above, the deployment
and development of innovative systems and tools is always a risk factor and must therefore be properly
and thoroughly assessed.
While such processing activities will not take place during the project itself, the assessment is nevertheless
being conducted to assist LEA’s and end-users, and to consider potential risks from their perspective as to
properly address them from a design perspective. This ties into the MAGNETO privacy by design
philosophy that aims to identify all possible risks from a legal and ethical perspective to address these
concerns during the design and development stage of the system and tools.
To this end, the DPIA serves as a tool to help the MAGNETO consortium to identify, assess and mitigate
the potential risks to the individual rights and freedoms that may arise from the processing of personal
data within the MAGNETO system. Further, more than an legal assessment of legal concerns, this report
involves an evaluation of ethical standards and concepts. Hence, this impact assessment involves a
broader scope that not only supports compliance with the data protection regulation and other legal
requirements in the EU, such as the Charter of Fundamental Rights, but also conformity with broader and
more general ethical values and principles.
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In this light, it should be remembered that a key objective of the MAGNETO project is to adhere to the
applicable legal and ethical principles and standards [9]. As a result, the consortium already relies on
guidelines to achieve that goal, comprised by the data management plan and protocol. Also, MAGNETO
partners have already identified measures to address the concerns that may arise during the research
activities. The role of the DPIA is more to identify risks and mitigation techniques relating to the final
output of the project, being the technologies that are currently under development.
The rights and freedoms likely to be at stake in processing activities carried out through law enforcement
technologies like MAGNETO include, inter alia, the right to privacy, the right to a fair trial, the presumption
of innocence and the prohibition of discrimination [1]. Moreover, considering the functionalities of
modern tools, those processing activities may potentially entail a high risk in the meaning of data
protection law.

Does MAGNETO involve the
processing (collection, storage,
analysis, transfer, deletion,
etc.) of personal data?

Yes
Does a pre-screening of
MAGNETO's processing
operations show any risks
to the rights and freedoms
of data subjects?

Yes
DPIA needs to be completed and
the DPO should be consulted at the
end-user level.

No
DPIA not required.
However, advisable to
complete DPIA. DPIA
exemption shall be
documented.

No
DPIA not required.
However, advisable to
complete DPIA. Negative
outcome of pre-screening
shall be documented.

DPIA should report on all relevant
risks to individuals’ rights and
freedoms, assess their likelihood and
severity, and identify means to
mitigate them.

If residual high risks cannot be
sufficiently mitigated, need to
consult relevant data protection
authority.
Figure 1: Flowchart of the need for a DPIA of MAGNETO
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2.1.4

Processing operations of MAGNETO that are relevant for a DPIA

In line with the preceding sections, the processing activities of MAGNETO that are of relevance for a DPIA
are those that are likely to result in a high risk to the rights and freedoms of natural persons. Following
the non-exhaustive list provided in the GDPR, MAGNETO involves at least the following types of processing
operations that require a DPIA [3]:
•

Evaluation or scoring, including profiling and predicting, in particular from the data
subject’s behaviour, location and movements (Recitals 71 and 91 GPDR);

•

Processing of personal data aimed at automated-decision making with potential legal or
similar significant effect for the individual concerned (Art. 35(3)(a) GDPR);

•

Processing of personal data on a large scale, given the potential number of data subjects
(for instance, in the identification of an organised crime network or the investigation of a
terrorist attack), and the volume of data and/or range of different types of data that will
be concerned in certain tasks of LEAs supported by MAGNETO (Recital 91 GDPR);

•

Processing of personal data includes matching or combining datasets, particularly
because some data may potentially be used for purposes that would exceed the
reasonable expectations of the data subject (in view of the purpose limitation principle in
Art. 6(1)(f)) [3];

•

Processing of data concerning vulnerable individuals, in particular given he increased
power imbalance between certain data subjects and the law enforcement officers
involved since the data subject will be unable to consent to or oppose the processing of
his or her personal data (Recital 75 GDPR);

•

The processing of biometric data, not only because the purpose will probably be the
unique identification of natural persons, but also because of the possibility of it being
done on a large scale and the automated-decision making involved may have legal or
similar significant effect on the individuals concerned (Recital 91 GDPR);

•

The personal data to be processed will most likely be collected from sources other than
the data subject without the need to provide data subjects with a privacy notice in
accordance with the exceptions contained in Article 14.5.b GDPR, given the public interest
involved in law enforcement activities to be performed through MAGNETO. The lack of
awareness of the processing of an individual’s personal data renders it more difficult for
data subjects to exercise their rights (Recital 91).
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2.1.5

Steps towards completing the DPIA of MAGNETO

Once the details of the new technology have been determined and designed, and prior to the deployment
and implementation thereof, a DPIA should be performed. The DPIA report should at least include the
minimum requirements set out by the GDPR and LED, namely:
•
•
•
•

a detailed description of the envisaged processing operations and the purposes of the
processing, including the legitimate interest pursued by the controller;
an assessment of the necessity and proportionality of the processing involved;
an assessment of the possible risks to individual rights and freedoms of; and
the explanation of measures envisaged to address the risks and adhere to GDPR
requirements.

To fulfil these requirements and achieve the goals of performing a DPIA, the assessment should start by
identifying and describing data flows, in other words explaining how data will be managed through the
technology. Some of the matters to be addressed in this first step are how data be will collected, used,
stored and shared, as well as what the source of the data is and which high-risk categories of data and
processing activities will be involved.
A second step of the assessment involves an overview of the scope of data processing, which would entail
a deep analysis of the data itself by providing a description of the types of data to be collected and
processed and other details thereof. In this step of the process, the report should cover elements such as
the categories of data to be collected and processed, whether the special categories of data will be
involved, the amount of data expected to be collected, whether the data processing will involve a
particular area and the time for the data retention.
The next step consists of a description of the purposes of the data processing, or what aim is pursued
through the use of the technology. This section of the assessment could be followed by an outline of the
data subjects’ background, that is an analysis explaining the individuals expected to be affected by the
processing operations of the technology and how is that expected to happen.
Then, the assessment should specify the measures to be implemented towards compliance with the data
protection framework. This point should cover matters such as the legal bases for processing data, the
necessity of the data processing to accomplish the aims pursued, means to reduce or minimise the
amount of personal data that the technology needs to use, how will the rights of the data subject be
safeguarded and how to ensure that international data transfers will be legally carried out.
Another step towards completing the DPIA should involve the identification and assessment of the
potential risks to privacy and the security of data posed by the technology. Predicting all potential threats
is a key element of the DPIA. Once the risks have been identified, the following step comprises a
description of the measures and strategies to reduce or eliminate the risks previously identified.
The last step of the DPIA consists of the approval of the report by the person(s) responsible for its
completion. This could be a data protection officer, legal representative, project coordinator or, at the
level of the law enforcement agencies, a supervisory authority.
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2.1.6

Privacy and Data Protection by Design Strategy in the MAGNETO project

Building data protection compliance in the tools and technologies under development so as to safeguard
human rights and ensure proportionate functioning of the platform is a key goal of the MAGNETO.
Accordingly, the MAGNETO consortium is actively engaged in taking all the steps that are necessary to
reach that objective.
To corroborate the above, one can refer to the output of the project during the first half of the duration
of the project. For instance, Deliverable D1.4 provides a detailed description of the processes and
strategies undertaken by the consortium for the data management and research ethics, taking strong
consideration of the privacy and data protection rules and principles. D1.4 comprises a detailed
description of the steps being followed by the MAGNETO consortium to conducting a legal and ethical
research. Another deliverable that may serve as evidence is Deliverable D9.2, which not only tackles
specific legal and ethical concerns related to MAGNETO, but also provides details of some of the design
strategies being implemented in the system at the current development stage. Finally, the system
architecture specifications in D2.3 are a clear embodiment of the data protection by design and by default
approach, thus translating the user requirements and specifications into tools that incorporate the legal
and ethical considerations discussed in the WP devoted to legal and ethics matters (that is, WP9).
The matters identified and addressed throughout the works already done during the project, serve as a
starting point of this impact assessment. In line with the data protection by design strategy of the
MAGNETO project, this impact assessment is aimed at enabling the consortium to systematically and
thoroughly analyse how the MAGNETO system will affect the privacy of the people whose data will be
processed by means of the tools under development. This deliverable and the next iteration hereof (that
is, D9.4), will serve as a baseline for the DPIA prior to the use of MAGNETO to be conducted by end-users.
In order to achieve the operationalization of the privacy and data protection by design strategy and a
systematic evaluation of the potential effects on privacy and other fundamental rights and ethical values
of MAGNETO, the MAGNETO partners have undertaken a threefold privacy by design methodology
comprising the following stages:
1. Identification of the legal and ethics requirements;
2. Encouraging a community engagement by way of checklists, conference calls, and interactive
presentations and workshops with the purpose of facilitating the exchange of views and ideas
between the different partners of the consortium and fostering a collaborative identification of
adequate mitigation techniques for the risks identified;
3. Assessing the status of implementation of the identified mitigation techniques and provide
recommendations aimed at supporting the legal and ethical deployment of MAGNETO by endusers.
None of those actions should be seen as an isolated step of the process: there have been –and will
continue to be– overlaps between them along the lifetime of the project. This responds to the nature of
this DPIA, consisting of a living document which entails a continuous back and forth between the different
stages of the process so as to edit and update the relevant sections as a result of the continuous
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interactions between the project participants, the advancement in the development of the system and
new findings during the research. Thus, the DPIA lifecycle is not envisioned as a rigid route from point A
to point B, but rather a dynamic process that evolves as the project participants make progress.

Identification of
legal and ethics
requirementss

Collaborative
efforts between
partners and
implementation of
measures

Assessment of
mitigation
techniques and
recommendations

Figure 2 MAGNETO’s approach towards implementing a privacy and data protection by design strategy

It is important to point out that building compliance and safeguarding human rights in the technologies
under development is not the only goal of the MAGNETO consortium. The consortium is also actively
engaged in taking all the necessary steps towards conducting legal and ethical research. This is further
explained in the data management plan and protocols (Deliverable D1.4), containing the consortium’s
measures to prevent or minimise MAGNETO’s impact on human rights at the project stage.
2.1.7

The legal requirements checklist

In an effort to ensure a more cohesive approach between the legal and ethical output of the project and
the technical design of MAGNETO, the guidelines in Deliverable D9.1 were supplemented with a checklist
of legal requirements, consisting of concrete and defined technical strategies to be implemented in the
MAGNETO system. For each requirement, the list indicates the partners and relevant WP entrusted with
the task of ensuring that the legal responsibilities are implemented in the technical design of the system.
The elaboration of the checklist has been an exercise involving a close cooperation between the technical
partners and the ethical and legal members of the consortium.
Part of the DPIA that this Deliverable D9.3 reports on, involves the monitoring the current state of
implementation of the legal checklist. Thus, one of the sections hereunder is dedicated to the assessment
of the operationalization of the checklist. The full checklist, containing the details of each legal
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requirement ad the responsible partners, can be found in Appendix A of D9.1, and will be updated in
section 4.3 of this document.

2.2

Ethical Impact Assessment

This section articulates the framework for the ethical risk assessment for MAGNETO system and tools.
The ethical risk assessment complements the DPIA on the risk based approach on the protection of
fundamental rights that MAGNETO project have chosen to undertake.
2.2.1

Methodology

Ethical Impact Assessment (EIA) is defined as a process during which an organization, together with
stakeholders, considers the ethical issues or impacts posed by a new project, technology, service,
program, legislation, or other initiative to identify risks and solutions [12]. As a tool to assess the ethical
impact of an emerging technology, EIA was introduced in 2010/2011 as a structured meta-methodology
to complement the already established Privacy Impact Assessment (PIA) [13].
One of the first EIA frameworks for information technology, which also included PIA, was proposed by
Wright in 2011 [12]. The framework is structured on the four principles posited by Beauchamp and
Childress (respect for autonomy, non-maleficence, beneficence and justice) together with a separate
section on privacy and data protection. The author identifies key social values and ethical issues that are
drawn from the European Convention of Human Rights (ECHR), provides some brief explanatory
contextual information which is then followed by a set of questions aimed at the technology developer or
policy-maker to facilitate consideration of ethical issues. In addition, the framework includes a set of
ethical tools and procedural practices which can be employed as part of the ethical impact assessment.
Project SATORI provides an overview of the different approaches for ethical impact assessment [14]
comparing them according to their main focuses, approaches for gathering data for the EIA, stakeholder
participation and the main innovation each approach brings to the field.
Table 1. Approaches to Ethical Impact Assessment

Approach
Ethical
Technology
Assessment
Techno-ethical
Scenarios
ETICA

Focus
Identify adverse
e f f e c t s of
technologies at
an early stage.
“Soft” impacts
of R&I.
Ethical issues of
emerging ICTs.

Data Gathering
Checklist
assessment by
stakeholders

Participation
Stakeholders

Main innovation
Identification of ethical
issues at an early stage.

Scenario
building
Text analysis of
government
and research
community

Stakeholders

Identification of ethical
issues in use-scenarios.
Structured identification
and analysis of ethical
issues.
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Ethical Impact
Assessment

Anticipatory
Technology Ethics

Human Rights
Impacts
Assessment
Model for the
Ethical
Evaluation of
Social Technical
Arrangements

Giving ethics
assessors the
tools to conduct
an ethical
impact
assessment.
Identifying ethical
issues of
emerging
technologies in
the design phase.
Measuring the
effects of R&I on
human rights.
Engage
stakeholders in
the
ethics
assessment
process.

Surveys,
workshops,
checklists,
ethics matrix

Experts and
stakeholders

Providing a
comprehensive
toolkit for assessors.

Checklist of
ethical
issues applied
to different
stages of
technology
development
Analysis of
records and
regulations

Ethicists

A theoretical
framework to deal with
different levels of
ethical analysis. Also
adds a robust foresight
approach.

Policy makers,
stakeholders

Stakeholder
engagement
meetings

Ethicists,
stakeholders

A framework that is
based on the wellestablished convention
of human rights.
A
dynamic
theoretical framework
that guides stakeholder
engagement.

In the first part of MAGNETO project (M1-M18), the ethical impact assessment process was aimed at the
technology developers in order to provide them with an early toolkit to identify and control the ethical
issues inherent in developing surveillance technologies. In this respect, four of this approaches have
already been adapted in specific ethics guidance documents and tools for MAGNETO project:
•

An initial Ethical Technology Assessment was provided in the deliverable D9.1 Ethical and legal
guidelines for the use and development of MAGNETO tools [1]: the moral risks of MAGNETO
surveillance tools and system have been identified (section 2.1), specific advice on value sensitive
design for each of the MAGNETO tools has been provided (section 3 and section 6), and a general
guidance on the governance framework that needs to be put in place by the LEAs for the
deployment and use of MAGNETO system has been created (section 5).

•

The Anticipatory Technology Ethics and the Human Rights Impact Assessment have been
combined in the production of MAGNETO WP9 Legal and ethical requirements for the design and
development of the MAGNETO system and tools (MAGNETO Ethics and Legal Checklist) (Appendix
1 of D9.1) [1]. The document synthetizes the key legal requirements derived from the ECHR, GDPR
and DPLED and translating them into concrete technical strategies for their implementation in the
MAGNETO system. For each requirement, the list indicates the partners and relevant WP
entrusted with the task of ensuring that the legal responsibilities are implemented in the technical
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design of the system. The document is a living one, being updated at different stages of tool
developments, as part of the ongoing ethics and legal impact assessment process.
•

The Ethical Impact Assessment approach has been used to provide ethical guidance to mitigate
the potential misuse of research results in project MAGNETO (D11.4 Risk Assessment and details
on measures to prevent misuse of research findings) [15]. In this respect, a risk assessment matrix
has been created based on the moral risk of surveillance technologies, specific control measures
identified and implemented in the ethical governance of MAGNETO project.

In the second part of the project (M18-M36) the ethics impact assessment process will continue to
support the technology developers using the documents and tools already created; in the same time, we
intend to extend our support to the end users of the MAGNETO system, the LEAs. In this respect, this
document introduces two new ethical tools that combines the Ethical Impact Assessment and Techno
Ethical Scenarios approaches aimed mainly at the phases of deployment and use of MAGNETO system:
•

•

Ethical Risk Assessment Form (ERA Form): the Form provides an opportunity to explore to which
extent each MAGNETO tool and the integrated MAGNETO system challenges the established
ethical values, principles and legislations identified during the initial Ethical Technology
Assessment phase, in D9.1
Misuse Risk Assessment Form (MRA Form): the Form provides an opportunity to engage in
anticipatory risk assessment [note on responsible RRI] in respect to possibility of misuse of each
MAGNETO tool and the integrated MAGNETO system. The Form is a continuation of the
methodology developed in D11.4, and it is constructed to take into consideration the risk of
misuse of the MAGNETO tools and system in different operational scenarios related to law
enforcement and counterterrorism.

For both ethical impact assessment tools we have chosen a methodology based on risk assessment as it
allows for an integrated cycle that comprises the identification, assessment, and prioritization of ethical
risks followed by the coordinated and efficient use of resources to monitor, minimize, and control the
probability and/or impact of the risks occurring [16].
The value of the ERA and MRA Forms lies in the ability to direct attention to the developer or LEAs enduser to those aspects with the greatest ethical impact and to illuminate ways of reducing that impact,
assuring general compliance with ethical recommendations and legal requirements. The tools are meant
to be use during deployment and use phase, as they underlines specific risks related with the governance
institutional framework that needs to be implemented by LEAs.
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2.2.2

Ethical Risk Assessment Form

The ERA Form framework of ethical values and principles draws from the Ethics Guidelines for Trustworthy
AI document proposed by the EU Independent High-Level Expert Group on Artificial Intelligence, [17] and
adapted to the particularities of MAGNETO tools and system. A template of the ERA Form can be found
in the Appendix of this document.
According to the Guidelines, trustworthy AI should be:
•
•
•

lawful - respecting all applicable laws and regulations
ethical - respecting ethical principles and values
robust - both from a technical perspective while taking into account its social environment

Based on fundamental rights and ethical principles (respect for human autonomy, prevention of harm,
fairness and explicability), the Guidelines put forward a set of 7 key requirements that AI systems should
meet in order to be deemed trustworthy.
•

Human agency and oversight: AI systems should empower human beings, allowing them to make
informed decisions and fostering their fundamental rights. At the same time, proper oversight
mechanisms need to be ensured, which can be achieved through human-in-the-loop, human-onthe-loop, and human-in-command approaches
• Technical Robustness and safety: AI systems need to be resilient and secure. They need to be
safe, ensuring a fall back plan in case something goes wrong, as well as being accurate, reliable
and reproducible. That is the only way to ensure that also unintentional harm can be minimized
and prevented.
• Privacy and data governance: besides ensuring full respect for privacy and data protection,
adequate data governance mechanisms must also be ensured, taking into account the quality and
integrity of the data, and ensuring legitimised access to data.
• Transparency: the data, system and AI business models should be transparent. Traceability
mechanisms can help achieving this. Moreover, AI systems and their decisions should be
explained in a manner adapted to the stakeholder concerned. Humans need to be aware that they
are interacting with an AI system, and must be informed of the system’s capabilities and
limitations.
• Diversity, non-discrimination and fairness: Unfair bias must be avoided, as it could have multiple
negative implications, from the marginalization of vulnerable groups, to the exacerbation of
prejudice and discrimination. Fostering diversity, AI systems should be accessible to all, regardless
of any disability, and involve relevant stakeholders throughout their entire life circle.
• Societal and environmental well-being: AI systems should benefit all human beings, including
future generations. It must hence be ensured that they are sustainable and environmentally
friendly. Moreover, they should take into account the environment, including other living beings,
and their social and societal impact should be carefully considered.
• Accountability: Mechanisms should be put in place to ensure responsibility and accountability for
AI systems and their outcomes. Auditability, which enables the assessment of algorithms, data
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and design processes plays a key role therein, especially in critical applications. Moreover,
adequate an accessible redress should be ensured.
2.2.2.1 Ethical challenges that applies to MAGNETO system and tools
The specific assessment list provided by the Guidelines [18] helped us to identify the specific challenges
that applies to MAGNETO system and tools, as presented in the following table:
Table 2. Requirements of trustworthy AI and challenges for MAGNETO tool /system

Requirements of trustworthy AI

Challenges for MAGNETO tool/system

Fundamental
rights

Negative impact on fundamental rights
Affecting human autonomy by interfering with end-user
decision making in a unintended way
The tool do not communicate that a decision/advice or
outcome is the result of algorithmic decision

Human agency
Human agency and
oversight

The task allocation between the tool and human does not
allow for appropriate human oversight and control
There are not safeguards to prevent overconfidence
/overreliance in the results offered by the tool

Human oversight

There are not mechanisms and measures to ensure human
control/oversights (very important if the system is selflearning or autonomous)
There are not measures to enable audit in order to remedy
identified issues

Resilience
attack
security

to There are not mechanisms and measures in place to ensure
and the integrity and resilience of the tool against potential
cyberattacks
There are not measures and mechanisms in place to prevent
dual-use/misuse

Fall-back plan and There is not a fall-back plan if adversarial attacks or
general safety
unexpected situations
There are not measures in place to assess risks and safety
There is no insurance policy in place to deal with potential
damages resulting from the use of the tool
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Technical
robustness
safety

There are not measures and mechanism in place to consider
the liability due to potential damage or harm to third parties

and

There are not governance measures in place to trigger
alternative/fall-back plans
Accuracy

There is no assessment of what harm would be caused if the
tool makes inaccurate predictions
There are not mechanisms and measures in place to ensure
that the data is comprehensive and up to date
There are not mechanisms and measures in place to assess
if need for additional data in order to improve accuracy or
eliminate bias

Reliability
and There are not verification methods to measure and ensure
reproducibility
different aspects of the tool reliability and reproducibility
There are not governance systems in place to assure the
processes for testing and verification of reliability
Respect
for There are not mechanisms for notice and control over
privacy and data personal data depending on the use case
protection
The DPO is not involved in the process
Quality
and The tool is not aligned with relevant standards (ISO, IEEE)
integrity of the for data management and governance
data
There are not oversight mechanisms for data collection,
storage, processing and use
Privacy and data
governance
There are not processes to ensures the quality and integrity
of the data
Access to data

There is not an oversight mechanism to log when, where,
how, by whom and for what purpose data was accessed
There is not protocols, procedures in place to ensure data
governance

Traceability

There are not measures/mechanisms to ensure traceability

Explainability

There is no assessment to what degree the tool decision
influences the decision-making process
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There is no an explanation of why the system took a certain
choice resulting in a certain outcome that all users can
understand
Transparency

Communication

There are not mechanisms to inform end-users on the
reasons and criteria behind the tool outcomes
There is not clear communication on characteristics,
limitations and potential shortcomings of the tool

Unfair
avoidance

bias Does not considered the diversity and representativeness
for specific population or problematic use cases
There is no strategy or set of procedures to avoid creating
or reinforcing unfair bias in the tool (bot regarding the use
of input data and for algorithm design)
There are not processes to test & monitor for potential
biases during the development/deployment/use phase of
the tool
There are not mechanisms to allows the flag issues related
to bias, discrimination or poor performance

Diversity,
nondiscrimination and
fairness

There are not established mechanisms to ensure fairness in
the tool
Accessibility and There is no involvement of end-user community during the
universal design
development phase of the tool
There is no assessment whether persons or groups might be
disproportionally affected by the use of the tool
Stakeholder
participation

There is no mechanism to include participation of different
stakeholders in the development of the tool
There is no introduction of the tool in the organisation
informing how the workers might be impacted

Sustainable and There is no measures to ensure the environmental impact
environmentally
of deployment and use (type of energy) or the
friendly AI
environmental impact of the tool life cycle
Societal
and
Social Impact
environmental
well-being

There is no measures to ensure that the social impact of the
tool are well understood (ex. risk of job loss, de-skilling of
the workforce)
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Society
democracy

and There is no assessment of the broader social impact of the
tool beyond the individual end-user

Auditability

There are no mechanisms to facilitate the system
auditability (ensuring traceability and logging of the tool
systems processes and outcomes)

Minimizing and There is no risk impact assessment of the tool that takes into
reporting
account what the impact is on different stakeholders
negative impact
There are no procedures that support the overall
accountability and ethics practices
There are not processes for third parties or workers to
report potential vulnerabilities, risks or biases in the tool

Accountability
Documenting
trade-offs

There is no mechanism to identify relevant interests and
values implicated by the tool and potential trade-offs
between them

Ability to redress

There is no adequate set of mechanisms that allow for
redress in case of the occurrence of any harm or adverse
impact
There are no mechanisms in place to provide information to
end-users/third parties about opportunities for redress

2.2.2.2 Risk matrix
In order to assess the risk, we propose a risk matrix based on severity and probability, as shown in the
Table x:
Table 3. Risk matrix

Severity
Negligible

Marginal

Critical

Not likely to have a
major effect

Has an effect on
the action(s) but
will not affect the
outcome(s)

Will affect the
action(s) and will
affect in a negative
way
the
outcome(s)

Low (1)

Low (3)

Medium (5)

Low
This risk will hardly occur

H2020-SEC-12-FCT-2017-786629 MAGNETO Project

Page 34 of 118

D9.3 Ethical and Legal Impact Assessment
Medium
Probability

This risk will likely occur

Low (2)

Medium (6)

High (8)

Medium (4)

High (7)

High (9)

High
This risk will occur and has
occurred in the past

2.2.2.3 How to use the ERA Form
The Ethical Risk Assessment Template (included in Appendix 1) is provided to support the DPIA as part
of the ethics and legal impact assessment of MAGNETO system and tools
1. The Template should be used both by technologies developers (R&D stages) and LEA decision
makers (deployment and use phase). The same Template is used in both phases (R&D and
deployment & use): the ethical challenges will differ according to the context or situation.
2. Technology developers should use the Template during all phases of the R&D process, starting
with planning & research and finishing with the delivery of the final product. It is important that
technology developers use the Template for both stages (R&D and use by the LEA), in order to
maximise the ethical compliance of the tool during the deployment and use phase. It is
recommended to involve the stakeholders in this process.
3. LEA decision makers should use the Template as part of the ethics and legal governance processes
of the tool. It is important that they use the Template specific to the context (LEA or
counterterrorism) and/or specific use case.
4. The user should select from the challenges that are presented in the table 2: Requirements for a
trustworthy AI specific MAGNETO tool/system challenges in section 2.2.2.1. The Template should
be expanded to include further challenges, as required.
5. An earlier designation of a risk as “Not Applicable” should not be treated as definitive.
6. The ‘Controls’ to be described in the Template are the mechanisms in place to mitigate the risk.
Examples of Controls are (a) privacy and data protection by design and by default, (b) compliance
with legislation & regulations, (c) the inclusion of advice on the issue in the training of the users,
(d) reference to the process of ethical governance, etc.
7. To calculate the risk use the risk matrix provided in the section 2.2.2.2
8. The ‘Residual risk’ (High, Medium or Low) is the level of risk that remains, based on a reasonable
assessment of the effectiveness of the specified Controls. For example, training can be forgotten
under stress and therefore it cannot fully mitigate a risk. However, if a particular ethical issue is of
little concern locally, the initial risk will already be Low and training might suffice to reduce it to As
Low As Reasonably Practicable (ALARP).
9. Actions should be specified in the Template to reduce the risk to ALARP, whatever the level of
residual risk. Evidence of the resolution of the Actions should be appended to the Template.
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10. The results of the ethical risk assessment should be discussed by the development team and/or
decision makers.
11. The completed Templates should be retained for the record and for review.
2.2.2.4 Further actions and development
As part of the MAGNETO ethical impact process, we intend to further support the tools developers and
LEA partners to complete the ERA form at the end of the development cycle and during the deployment
phase. The ERA form for each MAGNETO tool and for MAGNETO system would be attached to the final
version of D9.3 Ethical and Legal Impact Assessment (M 36).
2.2.3

Misuse Risk Assessment Form

As mentioned in the section 2.2.1 of this document, we have used the same methodology in creating the
ethical risk assessment of the potential misuse of research results of MAGNETO project; the MRA Form
further develops the section 2 of the Appendix A Risk assessment: potential misuse of research results in
project MAGNETO of D11.4 in order to provide guidance for the deployment and use stages of MAGNETO
tools and system.
2.2.3.1 The risks of misuse of MAGNETO tools and system and specific challenges
In order to identify the potential misuse of the MAGNETO tools and system, we have relied on the analysis
of the 3 moral risks related with surveillance technologies, as identified in D9.1 Ethics and Legal Guidelines
for the use of forensic tools [1]: the moral risk of privacy intrusion, the moral risk of error, and the moral
risk of damage to relations of trust; in this respect, we have identified 4 main categories of potential risk,
each with specific challenges, as shown in the Table 4 The risks of misuse of MAGNETO tools and system
and specific challenges:

H2020-SEC-12-FCT-2017-786629 MAGNETO Project

Page 36 of 118

D9.3 Ethical and Legal Impact Assessment
Table 4. The risks of misuse of MAGNETO tools and system and specific challenges

Moral risk

Misuse risk

Specific challenges
Improper ethical and legal governance.

Moral risk of privacy
intrusion

The LEA user does not comply with
the legal framework relevant to the
activity.
Possibility of error in using the tool
leading to an infringement of
human rights.

The moral risk of error

Lack of transparency and accountability.
Lack of training

Improper security and cybersecurity measures.
Surveillance results could fall into
wrong hands by error.

Improper governance of collection, sharing,
storage and archiving of surveillance results.
Unlawful use of tool by LEAs for mass
surveillance purposes.

The moral risks of
damage to relations of
trust

The tool is used by the LEAs in an
improper way leading to an
infringement of human rights

Mission / function creep leading to
unauthorised / inappropriate use.
Possibility of malevolent use of the tool by a
LEA employee for personal reasons.
Selling the technology outside of EU

2.2.3.2 Risk matrix
In order to assess the risk, we propose to use the same risk matrix presented in the section 2.2.2.2
2.2.3.3 How to use MRA Form
The Misuse Risk Assessment Template (included in Appendix 1 of this document) is provided to support
the DPIA as part of the ethics and legal impact assessment of MAGNETO system and tools during the
stages of deployment and use
1. The Template should be used by LEA decision makers (deployment and use phase).
2. LEA decision makers should use the Template as part of the ethics and legal governance processes
of the tool/system. It is important to define an operational scenario (law enforcement,
counterterrorism, etc.) in order to identify a specific misuse risk: the ethical challenges will differ
according to the context or situation.
3. The user should select from the challenges that are presented in the table 4 “The risk of misuse of
MAGNETO tool/system and specific challenges”, section 2.3.2.1. The Template should be
expanded to include further challenges, as required.
4. An earlier designation of a risk as “Not Applicable” should not be treated as definitive.
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5. The ‘Controls’ to be described in the Template are the mechanisms in place to mitigate the risk.
Examples of Controls are (a) privacy and data protection by design and by default, (b) compliance
with legislation & regulations, (c) the inclusion of advice on the issue in the training of the users,
(d) reference to the process of ethical governance, etc.
6. To calculate the risk use the risk matrix provided in the section 2.2.2.2
7. The ‘Residual risk’ (High, Medium or Low) is the level of risk that remains, based on a reasonable
assessment of the effectiveness of the specified Controls. For example, training can be forgotten
under stress and therefore it cannot fully mitigate a risk. However, if a particular challenge is of
little concern locally, the initial risk will already be Low and training might suffice to reduce it to As
Low As Reasonably Practicable (ALARP).
8. Actions should be specified in the Template to reduce the risk to ALARP, whatever the level of
residual risk. Evidence of the resolution of the Actions should be appended to the Template.
9. The results of the misuse risk assessment should be discussed by the development team and/or
decision makers.
10. The completed Templates should be retained for the record and for review.
2.2.3.4 Further actions and development
As part of the MAGNETO ethical impact process, we intend to further support the LEA partners to
complete the MRA form at the end of the development cycle and during the deployment phase. The MRA
form for each MAGNETO tool and for MAGNETO system would be attached to the final version of D9.3
Ethical and Legal Impact Assessment (M 36).

H2020-SEC-12-FCT-2017-786629 MAGNETO Project

Page 38 of 118

D9.3 Ethical and Legal Impact Assessment

3. Description of the MAGNETO system and tools and processing
operations
3.1

Description of the processing under consideration

This section of a DPIA should provide a description of the processing activities that will be carried out by
the controller (and, as the case may be, the processor in the controller’s behalf). This description will
enable LEAs to identify the starting point of their processing activities. Thus, the first section of a DPIA,
which describes the processing operations, is intended to provide an overview of the processing
operations at issue, considering their nature, scope, context and purposes. The table below may serve as
an example of the description of the processing under consideration as regards the MAGNETO system.
Description
of the
processing

MAGNETO will facilitate certain processing operations with the data that is provided by
the system operator.
MAGNETO is intended to be utilised for the following purposes:
•

•

•

to identify individuals having any connection with a criminal activity being
investigated by the police or under court proceedings, and determine the role
they have played in that criminal activity: the deployment of the MAGNETO
tools will enable LEAs to identify individuals who have had any involvement with
a criminal activity and determine in which position they took part of the crime
(e.g., perpetrators, suspects, associates of suspects and criminals, victims,
witnesses, and third parties). In other words, MAGNETO will assist in the
identification of all the personal elements and their interrelationships within the
criminal activity, which may result in a more expedite criminal justice system
and a faster resolution of crimes.
to identify individuals who present a terrorism threat or risk of involvement in
acts of terrorism / organised crime activities: MAGNETO’s functionalities can
provide LEAs with additional information and insights which could potentially
enhance the police response to a terrorist attacks and organised crime activities.
By running MAGNETO’s analysis, end-users will be able to better identify certain
details and circumstances related to a criminal activity that have not been
identified by means of intelligence and crime analysis.
to support ongoing policing activity with regards to a specific criminal
investigation: MAGNETO can provide LEAs additional insights and support in the
identification of new pieces of evidence as a result of the data extracted from
the system’s analysis and the exposure of hidden relationships between the
data items introduced in the platform.

The processing operations that will be carried on large amounts of heterogeneous data
through MAGNETO tools and solutions include at least the following:
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•

•

•

pre-processing and indexing: before fusing the data, it needs to be preprocessed and indexed with the purpose of extracting low and mid-level
features to be used at more sophisticated levels of processing activities enabled
by the system. For instance, visual features will be extracted from video and
image data; also as regards videos, pre-processing entails separation of the
foreground and background to increase the accuracy of higher level video and
image processing algorithms;
mining: this will enable knowledge discovery and text retrieval, including specific
approaches for deriving information from structured and unstructured textual
data.
storage and management of the data: to be done at the MAGNETO Big Data
framework, consisting of a collection of state-of-the-art technologies which
enable the effective and secure storage, exchange, search and retrieval of all
data fed to the MAGNETO system.

The above processing operations have been divided into 5 categories within the system,
namely multimedia content indexing, pre-processing of sensor data, text and data
mining, automatic language translation, and big data framework.
Scope: large-scale processing of multimedia data, including text, audio and video
material, originated from heterogeneous capturing devices, such as CCTV surveillance
systems, professional content captured by broadcasters, desktop computers, mobile
devices, Internet webcams and social networks.
Scope of the data collection dependent on national Member State legislation.
Context: Before the fact and post-fact investigation of criminal activities, in particular
related to organised crime and terrorism, by law enforcement agencies.
Pre and post event: A criminal or terrorist activity will have occurred (post event), or has
not occurred, but there is reasonable terrorist attack threat (pre fact) when the
multimedia material will be analysed through the MAGNETO tools.
Processing
purposes

Prevention, investigation, detection or prosecution of criminal offences or the execution
of criminal penalties.

Processing
stakes

Analysis of criminal and terrorist activities and the protection of public safety and
national security.

Controller

Law enforcement agencies.

Processor(s) Third parties that will process data on behalf of the controller
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3.1.1

Sector specific standards applicable to the processing

A DPIA should also contain a section providing a list of the sector specific standards applicable to the
processing. This list may help demonstrate compliance amongst others with fundamental principles or
the state of the art. Adapted methodologies or guidance may be found in certain sectors (for instance,
police and criminal justice) at the national or international level.
The standards may be listed in the table below:
Standards applicable to the processing Consideration
For example: ISO/IEC 29134

Relevant for information technologies and security
techniques – privacy impact assessment

(Others)

3.2

Data, data processes and supporting assets

3.2.1

Description of the data, recipients and storage durations

The data description should include a list of the types of data to be processed (for instance, personal data
or, as the case may be, special categories of data). Also, the data protection laws require to make a
distinction between different categories of data subjects. In principle, the recipients of data will be the
end-users of the MAGNETO platform.
Data types

Specify

Financial
personal data

Data
about
transaction

Common
Location data (GPS)
Personal Data
(CCTV Footage)

Recipients

Storage duration

a Operator of the MAGNETO Configurable
storage
platform; Law Enforcement duration. For example,
Agency
12 Months
Operator of the MAGNETO
platform; Law Enforcement
Agency

License plate data
Vehicle data
Clothing
Sensitive Data Biometric data
in the meaning
of the GDPR and Morphological data
Law
Behavioural data
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Enforcement
Directive

Indirect: data revealing
racial
or
ethnic
information, political
opinions, religious or
philosophical beliefs

Sensitive Data Offences, convictions
as defined in security measures
the
Member
State Law
Perceived
sensitive (meta) data imposed
by the Law
Enforcement
Directive

Metadata concerning
serious grounds for
believing
that
a
criminal offence has or
will be committed
Metadata concerning
convictions
Metadata concerning
victims of a criminal
offence or persons
with regard to whom
certain facts give rise
to
reasons
for
believing that he or she
should be the victim of
a criminal offence

Metadata concerning
other parties to a
criminal offence, such
as persons who might
be called on to testify
in investigations in
connection
with
criminal offences or
subsequent criminal
proceedings, persons
who
can
provide
information
on
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criminal offences, or
contacts or associates
of one of the persons
concerning
grounds
for believing there has
been or will be a
criminal offence or
convictions
Metadata concerning
“factual” or “personal
assessment” nature of
personal
data
collected
Perceived
Smart phone metasensitive meta- data
data

(Etc.)

3.2.2

System architecture and description of the processes and supporting assets

The overall MAGNETO platform architecture is illustrated by Figure 3 MAGNETO Platform Architecture
below. That figure gives an overview of the system components and the interrelationships between the
different elements of the MAGNETO solutions.
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Figure 3 MAGNETO Platform Architecture

Part A of the figure shows the different sources of information where the data for the MAGNETO analytics
will stem from. Part B represents the layer of Common Interfaces that will be above the data sources. That
layer will be developed in a generic way so as to enable the incorporation of additional data sources as
soon as they are made available. Input coming from the Common Interfaces will be received by the five
big data mining tools (i.e., Multimedia Indexing & Analysis, Text & Data Mining, Pre-processing & Filtering
of Sensor Data, Big Data Foundation Services and Automatic Language Translation) [20]. Those tools will
be contained in the Heterogeneous Data Mining and Evidence Collection layer (part C of the figure), in
charge of performing an analysis and annotation of the basic data.
The output of the big data mining tools will be converted and represented in the Common
Representational Model depicted in part H of the figure, and stored in the Knowledge Bases, which is the
layer containing annotated corpora delicti and the different Case Knowledge Bases created and
maintained for each case opened by operators within the system. This layer will also provide the
functionality necessary for the exchange of information between different LEAs, designed in a manner
compliant with the legislations of the different Member States involved.
Above the Heterogeneous Data Mining and Evidence Collection layer, the Advanced Semantic Reasoning
layer will be located, comprising various information fusion and semantic reasoning tools, namely
Semantic Information Processing, High Level Information Fusion, Evidence Discovery, Advanced Evidence
Discovery & Trends Analysis. These information fusion and semantic reasoning tools will process
information contained in the knowledge bases (that is, annotated data produced by the layer in part C of
the figure) and their output will also be stored in the knowledge bases depicted in part H of the figure.
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Part E of the figure represents the top level layer of the platform architecture, consisting of the tools and
human-machine interfaces of the MAGNETO Augmented Intelligence (that is, Visual Analytics, Operational
& Situational Awareness, and Court-proof Evidence Toolkit), which will support end-users in the
management of the derived facts and circumstances, as well as it will enable human operators to make
specific queries to the system.
Considering the ultimate goal of the MAGNETO processing, specifically to provide end-users with courtproof evidence that can be used by to support criminal proceedings, the platform architecture will include
a layer devoted to that. The Court-proof Evidence layer, illustrated in part G of the figure, will consist of
basic data sources containing the derived facts of conclusions resulting from the MAGNETO analysis,
which will be supported by the analysis of the national legislations.
Finally, the Admin Tools (in part F) will contain the means necessary for the management of the overall
system operations, such as User Roles, Access Rights & Authorisation and Security. These tools will only
be accessible to human operators with the authorisations to do so, which will normally be those with an
admin profile.
Processing Process
stage

Detailed
Data supporting assets
description of
process

Input

Video files

Software: MAGNETO
Framework

Big

Data

Input

Audio files

Software: MAGNETO
Framework

Big

Data

Input

Text files (e.g., a written
statement)

Software: MAGNETO Text and Data
Mining Module

Preprocessing

Feature extraction, machine
learning
and
cascade
classification and search

Software: Distinctive Regions Or
Patterns (DROP)

Preprocessing

Speech to text

Software: Speech to text

Preprocessing

Translation
English

Analytics

Analytics

of

text

into

Software:
Automatic
Translation

Language

Facial recognition

Software:
Reasoning

Advanced

Semantic

Person / Object recognition

Software:
Reasoning

Advanced

Semantic
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Analytics

Trend analysis

Software:
Reasoning

Advanced

MAGNETO
output

Correlations of events

Software: Visual Analytics

MAGNETO
output

Derived facts and situations

Software: Operational & Situational
Awareness

MAGNETO
output

Results for subsequent use in
criminal proceedings

Software:
Toolkit

Court-proof

Semantic

Evidence

(Etc.)

Additional information on the technical processes can be found in the relevant technical Deliverables in
Work Packages 2, 3, 4, 5 and 6 as well as in Deliverable D9.1 (Legal and Ethical Guidelines) which contains
an extensive analysis of key system features and the legal concerns they raise. This will be further
integrated in the final impact assessment (D9.4).
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4. Privacy and Data Protection Assessment Framework
4.1

Necessity and proportionality test

Necessity and proportionality are two core principles that form the basis for the protection of human
rights in general, and the data protection principles in particular. These principles are at the heart of the
assessment of the lawfulness of measures entailing the restriction of fundamental rights. Both necessity
and proportionality have been subject to a deeper analysis in previous deliverables. Nevertheless, it
should be noted that Member States (where LEAs are naturally included), have a certain margin of
appreciation when balancing security with fundamental rights.
The deployment of the MAGNETO functionalities should involve the prior application of the necessity and
proportionality test. This means that, prior to using MAGNETO, LEAs should balance the necessity and
proportionality of the data processing with the purpose of the processing operations in question.
4.1.1

Lawfulness

In a law enforcement context, the processing of personal data is in principle governed by the DPLED and
the national laws implementing its provisions. Processing operations that involve personal data for
purposes that are not related to the investigation, detection or prevention of crimes, however, are
regulated by the general data protection framework, embodied by the GDPR.
As such, it is of key importance that all processing activities involving the use of the MAGNETO system
and tools must be in accordance with national law and based on an explicit and appropriate legal basis.
This legal basis will be national legislation on the functioning of police that awards law enforcement
agencies with the necessary competences to collect and process data for purposes of public safety.
At this point, it should be reminded that a lawful deployment of the MAGNETO tools requires the lawful
collection of the data ingested to the platform. In this regard, LEAs should be aware that certain law
enforcement activities (for instance, the CCTV footage) do not entail all the privacy and data protection
safeguards in the national transpositions of the DPLED. Thus, an adequate deployment of the MAGNETO
platform also involves having due regard of the specific legislation governing the deployment of specific
data to be ingested into MAGNETO, such as CCTV, open source and social media intelligence and other
technologies.
4.1.1.1 Explanation and justification of purposes
The DPLED, as supplementary instrument to the GDPR, lays down in Articles 1(1) and 2(1) the following
requirements for the processing of personal data for law enforcement purposes:
1)

The purposes foreseen under DPLED are the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, including the
safeguard against and the prevention of threats to public security. However, additional
purposes might be set out by national Member State law and should also be considered.
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2)

3)

Also included is data processing involving the archiving of data in the public interest or for
scientific, statistical or historical use and research by a competent authority when this occurs
for the purposes described in 1).
Data processing could be necessary for the training of competent authorities’ staff in order to
prepare them for the purposes of performance of any of the tasks set out in point 1.

It should be noted that, since Member State law regulates the processing, it will determine the lawfulness
within the scope of the DPLED and should also specify at least the objectives of the processing, the
personal data to be processed and the purposes of the processing. This entails that national legislation
must be taken into account as it may determine the purpose or provide additional purposes in relation to
those contained in the DPLED. However, notwithstanding the fact that national legislation is likely to
determine the purpose for which technologies can be deployed, LEAs should aim for providing further
details as regards the need and proportionality of the deployment of the technology. For instance, where
legislation might allow the deployment of CCTV placement, a LEA may consider to perform due diligence
as to whether CCTV is actually necessary for their law enforcement activities and whether CCTV data
should be processed.
Purposes

Legitimacy (legal basis)

Prevention, investigation, detection or prosecution
of criminal offences or the execution of criminal
penalties, including the safeguarding against and
the prevention of threats to public authorities, as
enshrined in article 1 of the DPLED (and the
corresponding national provision).
Specified or additional purposes might
incorporated in national Member State law.

Relevant national legislation providing law
enforcement agencies with the competences
and authority to collect, process and store
personal data of individuals and groups. This
legislation can contain specific mandates for
certain departments or types of crime. It is key
that the use of MAGNETO is warranted and in
be line with these instruments.

4.1.1.2 Explanation and justification of lawfulness
According to Articles 4 and 8 of the DPLED, there are a number of conditions that must be met before the
processing of personal data can be considered to be lawful in the context of policing, law enforcement
and criminal justice. These aspects of lawfulness are briefly summarized in the section below. The left
column provides an overview of the different criteria for lawfulness while the right column consists of
explanation on how system end-users can assess whether this criteria is met.
Lawfulness criteria

Assessment

The processing takes place for the purposes of the
prevention, investigation, detection or prosecution
of criminal offences or the execution of criminal
penalties, including the safeguarding against and

End-users should review and establish that the
processing activities occur for the purposes of
safeguarding public security and the combating
of crime. Data processing activities that occur for
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the prevention of threats to public authorities, as different purposes that are unrelated thereto
enshrined in article 1 of the DPLED (and the will be governed by the GDPR instead. In order
corresponding national provision).
for the processing to be lawful and in compliance
with the relevant data protection provisions, it
Specified or additional purposes might be must be for these identified purposes.
incorporated in national Member State law. These
purposes can scientific and statistical research,
historical documentation and archival in the public
interest.
The processing must be based on relevant national
or Union legislation providing law enforcement
agencies with the competences and authority to
collect, process and store personal data of
individuals and groups. This legislation can contain
specific mandates for certain departments or types
of crime. It is key that the use of MAGNETO is
warranted and in line with these instruments.

End-users must ensure that there exists an
appropriate legal basis for the use of system
tools and processes. Only when a law authorizes
the specific law enforcement agency adopting
MAGNETO to process personal data in such a
way can it be considered lawful.

The abovementioned legal basis must be
sufficiently specific. This is to be understood as
meaning that it specifies at least the objectives of
processing, the personal data to be processed and
the purposes of the processing. In other words, the
law granting an authorization for the processing of
personal data for law enforcement purposes must
clearly mention the goals for which it can be
processed, the nature of the data that can be
processed, and the overall objectives for which the
processing takes place.

The law upon which end-users base themselves
must clearly establish what data can be
processed and for which purposes and
objectives this processing can take place.

The
processing
is
necessary
for
the End-users must limit the processing of personal
abovementioned purposes and only takes place to data to what is necessary to achieve the
the extent needed to achieve them.
purposes. Disproportionate data processing
activities that unduly collect, store, process or
transfer personal information will be considered
unlawful.
The processing is undertaken by a competent
authority, defined as any public authority
competent for the prevention, investigation,
detection or prosecution of criminal offences or the
execution of criminal penalties, including the
safeguarding against and the prevention of threats
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to public security, or any other institution
authorized by law to exercise these functions.

4.1.2

Explanation and justification of data minimisation

The principle of data minimisation prescribes that the controller should make sure that only the minimum
amount of data strictly necessary are processed. To put it simply, this means that data must be relevant
for the processing in question and it must be processed in the least invasive way possible. Deliverables
D9.1 provides a full overview and explanation of what this principle entails. Moreover, Deliverable D9.2
provides specific design and organisational measures to achieve this legal principle in practice.
Details about
the data
processed

Data
categories

Justification of the
need and relevance
of the data

Minimisation controls

Analysis of facial Special
The use of biometric Potential controls to achieve data
recognition
categories of data
for
facial minimisation, including:
data
recognition
is
• Top-level log-in for access to
(biometric
necessary for the
platform and data sets
data)
identification
of
• Only users with given credentials
individuals suspected
can access the MAGNETO system.
of criminal activities
Credentials are provided to users by
and determine their
an Administrator, which has the
involvement in the
permission to add new users to the
criminal acts
MAGNETO system
• Logging system – track actions
The use of Location data
performed on platform (tied to user
location data of
profile, i.e. identity, time, date,
the individuals
modifications
made;
tracking
suspected
of
records accessible under strict
involvement in a
conditions and access to records
criminal activity
are traceable as well; case-manager
The use of login Identification
generally cannot erase tracks)
credentials for data
• Role description within LEA for
access
access to data
authorization
• (Role-based) access control
• Link search queries in the
Data
MAGNETO system to specific and
imposed by
predefined tasks
Law
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•

Common
Data (metadata)

Anonymisation techniques, e.g.
Blurring technologies to avoid
processing of unnecessary personal
data (e.g. faces of bystanders)

The
above
supplemented
measures.
4.1.3

measures should be
with
organisational

Data quality

Data quality, data accuracy, data integrity and confidentiality are closely related principles. The
integration of potential security measures may lead to compliance with all four data protection principles.
The table below contains some data quality controls that could be implemented in the MAGNETO
platform design, enabling the possibility for end-users to foresee other data qualities when deploying the
technology. It should be noted that, having regard of their national laws, LEAs should apply the time limits
legally established for the timely erasure of personal data, or make sure to periodically review the need
for the storage of personal data.
Data quality controls

Justification

Reliability of the stored data is ensured
by (technical) procedures that enable
the review and erasure of inaccurate or
outdated data (e.g., limiting the duration
of the storage with automatic deletion).

While it is not expected that police and criminal justice
authorities are always able to determine the accuracy and
reliability of personal data, reasonable steps must be taken
such that, to the best extent possible, inaccuracies can be
identified and rectified.

Data are marked on the basis of their Police and criminal justice authorities must make a distinction
reliability (e.g., personal data are between at least the following data:
marked according to their nature). Also,
1. personal data kept for administrative purposes (e.g.,
notes can be made to facilitate
accounts, authorisations and access logs) and law
distinction between categories of data
enforcement purposes (e.g., suspicion);
subject (suspect, convict, victim, other
2. objective and subjective data, including opinions,
parties such as witnesses).
conjectures and facts;
3. corroborated and uncorroborated personal data;
4. data on suspects, convicted criminals, associates of
suspects and criminals, victims, witnesses, and third
parties.
Access controls and powers for the User controls and authorisations of each system operator are
management
of
databases
are tied to the user profiles, which in turn are assigned in view of
the duties of each individual officer. This enables the
possibility to limit and (if necessary) trace the changes made
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established, accompanied by logging within the system. Ultimately, these measures contribute to
and recordkeeping mechanisms.
the accuracy and reliability of personal data.
Regular synchronisation
databases are enabled.

with

the This contributes to maintaining the authenticity and
originality of the data by facilitating the detection of changes
within the system.

Alteration, deletion, merger or updates This contributes to maintaining the authenticity and
to data should be notified to users and originality of the data by facilitating the detection of changes
modifications displayed (input control). within the system.
4.1.4

Data security

Security measures ensure the integrity and confidentiality of data. Data controllers must have in place the
appropriate security measures to protect the personal data they hold. These measures prevent events
that could result in a risk for the personal data and avoid situations that may lead to a security breach.
Data security controls

Justification

Several security mechanisms are in place, such as:

These design mechanisms shall ensure the three
core elements of data security, that is
confidentiality, integrity and availability of data.

1. Encryption, to secure data in transit;
2. Back-up and recovery functionalities (such as
data synchronisation);
3. Data breach detection and notification.

Carrying out penetration test(s) prior to the Simulated cyberattacks are carried out so as to
deployment of the technology to identify the maintain and validate the system security.
strengths and weaknesses of the system security.
Penetration tests enable the identification of
both weaknesses (also referred to as
vulnerabilities), including the potential for
unauthorized parties to gain access to the
system's features and data. Also, these tests
facilitate the identification of strengths.
Other measures implemented in the MAGNETO
system also contribute to the data security controls
(e.g., access and user controls to the MAGNETO
technology and tools that are in place).
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4.1.4.1 General security controls

General
security Implementation or justification Acceptable/can Corrective
controls regarding the why not
be
improved controls
system in which the
on?
processing is carried out
Operating security

Avoiding malicious software

Managing workstations

Back-ups

Maintenance

[Describe here how the software
updates (operating systems,
applications, etc.) and application of
security corrective controls are
carried out.]
[State here whether an antivirus
software is installed and updated at
regular intervals on the
workstations.]
[Describe here the controls
implemented on workstations
(automatic locking, firewall, etc.).]
[Indicate here how back-ups are
managed. Clarify whether they are
stored in a safe place.]
[Describe here how physical
maintenance of hardware is
managed, and state whether this is
contracted out.
Indicate whether the remote
maintenance of apps is authorised,
and according to what arrangements.
Specify whether defective equipment
is managed in a specific manner.]

Security
of
computer [Indicate here the type of network on
which the processing is carried out
channels (networks)
(isolated, private or Internet).
Specify which firewall system,
intrusion detection systems or other
active or passive devices are in
charge of ensuring network security.]
Monitoring
[Indicate here whether real-time
monitoring of local network is
implemented and with what means.
Indicate whether monitoring of
hardware and software
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configurations is carried out and by
what means.]
Physical access control

[Indicate here how physical access
control is carried out regarding the
premises accommodating the
processing (zoning, escorting of
visitors, wearing of passes, locked
doors and so on).
Indicate whether there are warning
procedures in place in the event of a
break-in.]

4.1.4.2 Assessment of security controls
The following tables consist of an assessment of the controls implemented for treating the risks related
to data security.
Controls
bearing Implementation or justification why Acceptable/can Corrective
specifically on the not
be
improved controls
data being processed
on?
Traceability (logging)

Integrity monitoring

Archiving

[Indicate here whether events are logged
and how long these traces are stored
for.]
[Indicate here whether mechanisms are
implemented for integrity monitoring of
stored data, which ones and for what
purpose.]
[Specify
which
integrity
control
mechanisms are implemented on data
flows.]
[Describe here the processes of archive
management (delivery, storage,
consultation, etc.) under your
responsibility. Specify the archiving roles
(offices of origin, transferring agencies,
etc.) and the archiving policy.
State if data may fall within the scope of
public archives.]
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4.1.5

Description and assessment of organizational controls

Organisational
controls
(governance)

Implementation or justification why Acceptable/can
not
be improved on?

Organisation

[Indicate if the roles and responsibilities
for data protection are defined, e.g.
whether specific tasks are being assigned.
Specify whether a person is responsible
for the enforcement of privacy laws and
regulations.
Specify whether there is a monitoring
committee (or equivalent) responsible for
the guidance and follow-up of actions
concerning the protection of privacy and
the detection of abuse.]

Corrective
controls

Policy (management [Indicate whether there is an IT charter
(or equivalent) on data protection and the
of rules)
correct use of IT resources.]
Risk management
[Indicate here whether the privacy risks
posed by new treatments on data
subjects are assessed, whether or not it is
systematic and, if applicable, according to
which method.
Specify whether an organisation-level
mapping of privacy risks is established.]
Project management

[Indicate here whether device tests are
performed on fictitious/anonymous
data.]
Management
of [Indicate here whether IT incidents are
incidents and data subject to a documented and tested
management procedure.]
breaches
Personnel
management

[Indicate here what awareness-raising
controls are carried out with regard to a
new recruit.
Indicate what controls are carried out
when persons who have been accessing
data leave their job.]
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Relations with third [Indicate here, for processors requiring
access to data, the security controls and
parties
arrangements carried out as regards such
access.]
Supervision
[Indicate here whether the effectiveness
and adequacy of privacy controls are
monitored.]
4.1.6

Storage limitation

MAGNETO should incorporate functionalities that enable the configuration of the duration for data
storage. This includes supporting the customisation of expiry dates on imported media and data, and to
allow erasure or appearance of a warning message after the specified period. Furthermore, it should be
possible to audit data erasures that have been carried out in the system.
To complete the DPIA, it is necessary to determine the storage duration and justify it for each data type,
as illustrated in the table below. Considering that the storage duration is governed by national law, LEAs
should take into account the relevant national law governing processing operations, which should contain
details as regards to the data that can be collected and stored, as well as the purposes and the duration
for the data collection and storage.
Data types

Storage duration

Justification of
storage duration

the Erasure mechanism at
the end of the storage
duration

Common data

[Specify the time
limits
for
data
storage established
by the national law.
E.g.: “Configurable
period of 7 days”.]

[Provide a justification for
why is it necessary to store
the data for the specified
time. The storage period
should consist of a
reasonable amount of
time
that
enables
processing activities while
not going beyond what is
necessary
for
the
purposes of processing.]

[Explain whether automatic
or other type of removal will
be implemented. E.g.:
“Automatic deletion”.]

Archived data
Functional traces
Technical logs
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4.1.7

Accountability

Accountability is one of the basic conditions for data protection compliance, pursuant to Article 5.2 GDPR
and 4.4 DPLED, with the purpose of guaranteeing the enforcement of the data protection principles.
Accountability requires controllers and processors to take responsibility for the processing activities they
carry out and for the ways in which they comply with the data protection principles. To meet this
requirement, it is necessary to have in place appropriate measures and records to demonstrate
compliance with the data protection obligations.
Accountability checklist

Implemented
(Yes / No)

Transparent information on specific decision-making (e.g., contextual analysis) is [*]
available
Mechanisms to indicate vulnerabilities in the system by the operator are in place (e.g. [*]
flag/report a bug in the system)
Possibility to trace the actions throughout the processing chain

[*]

Reliability and reproducibility of results

[*]

Human intervention is possible throughout all the processing stages. For certain [*]
functions (e.g., automated decision-making with legal or similar effects to the data
subject) require the approval and intervention of a human operator before the results
can further develop within the system
Non-discriminatory target variables and class labels

[*]

Non-biased/diversified training data

[*]

Non-biased feature selection

[*]

The values embedded in the system are made explicit in design document

[*]

Indication in the system to operators where processes are fully automated (e.g. by [*]
means of a disclaimer specifying that “this is computer generated information” in the
contextual analysis resulting from the Augmented Intelligence layer)
Ability of human operators to question analytical functions in order to understand their [*]
purpose, provenance, underlying data, etc.
Availability of information on the methods used for building the algorithmic systems

[*]

Availability of information on the methods used for testing the system

[*]
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Information on whether an information results from the analytical capabilities of the
system, or consists of a tangible outcome of the actual investigation

[*]

As the table presented above is merely a template to consider key aspects of achieving accountability, no
answers have been provided therein. A detailed overview of how these requirements are implemented
and the current status thereof can be found in the full legal checklist in section 4.3 of this document.
4.1.8

Assessment of the controls

A DPIA should not be considered a one-time exercise that is done just to tick a box in the list of tasks to
fulfil the legal requirements of the data protection law. On the contrary, it is an ongoing process entailing
the periodical review of the initial assessment. That assessment is done to determine whether it still
matches the reality, i.e. the personal data used for the processing is still relevant (or necessary for the
processing). It will also help determine whether the processing operations remain the same (or without
significant changes that may affect the legal basis for processing), and whether the explanations provided
in the DPIA report remain relevant to justify the processing of the data. If this is not the case, the content
of the DPIA should be amended accordingly, and the safeguards and mitigation techniques should be
improved. Embracing this approach involves higher possibilities that the DPIA matches the reality, which
not only will help LEAs to maintain compliance with the data protection principles, but will also create an
environment of legal compliance in the LEAs premises and improve the awareness among staff members
on the actions that they need to perform to contribute to the achievement of compliance.
It is important to put in place controls guaranteeing the proportionality and necessity of the data
processing operation, which will be based on the reasons underpinning the decisions made in order to
ensure compliance with the fundamental principles. It is advisable that LEAs implement controls and carry
out periodic reviews in order to prove the acceptability or improvability of controls, which in turns helps
guarantee compliance.
First of all, the assessment controls need to be judged in light of the data protection principles (i.e.,
lawfulness, purpose limitation, data minimization, quality and storage duration). Then, the control
mechanisms should be described and assessed. Finally, the assessment of the controls should also refer
to corrective or additional controls that need to be implemented in case that current or future controls
do not provide an adequate protection of the fundamental principles.
The elements contained in the following table may serve as a basis for the assessment of controls to be
established by LEAs in their DPIA processes.
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Principles relating to Controls guaranteeing
processing of personal the
proportionality
data, Art. 4 DPLED
and necessity of the
processing

Assessment of the Corrective controls
controls
(acceptable/can
be improved on?)

Purpose(s)

[Describe the controls:
what kind of mechanisms
[The data must be to control the legitimacy
processed for specified, and purpose are in place?
explicit and legitimate
purposes and cannot be For example: “Oversight
processed in a manner mechanisms [i.e., the
that is incompatible with appointment of a DPO]
those purposes.
are put in place to ensure
that the processing within
For
example:
“The MAGNETO is based on
MAGNETO platform will predefined, clear and
be used to support the legitimate purposes set
[name of the LEA] in the
out in the law, that the
fulfilment of the following processing is necessary
duties: i) the prevention and proportionate to the
and detection of crime; ii) legitimate purposes, and
the apprehension or that the data is not
prosecution
of processed in a way
offenders.”]
incompatible with those
purposes.”]

[Review the controls:
are the controls
acceptable or can
they be improved?

[Propose additional or
corrective controls to
adapt the protection to
maintain compliance.

For example: “The
oversight
mechanisms in place
are acceptable for
the
legitimate
purposes to process
the personal data.”]

For
example:
“Although
the
oversight mechanisms
to guarantee the
proportionality
and
necessity in place are
acceptable, these may
be enhanced to protect
fundamental
rights
and freedoms, such as
the close collaboration
between the DPO with
the
relevant
supervisory authority
so as to ensure that the
processing of data
remains within the
boundaries of the
listed purposes.”]

Lawfulness

[Review the controls:
are the controls
acceptable or can
they be improved?]

[Propose additional or
corrective controls to
adapt the protection
required to maintain
compliance]

[Describe the controls: [Review the controls:
what kind of minimisation are the controls
(The data collection and controls are in place?]
acceptable or can
processing
must
be
they be improved?]
adequate, relevant and

[Propose additional or
corrective controls to
adapt the protection to
maintain compliance]

[Describe the controls:
what kind of mechanisms
(The data must be are used to control the
processed lawfully and lawfulness of the data
fairly; potential misuse processing are in place?]
must be avoided)
Data Minimisation
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limited in relation to the
purpose)
Data Quality

[Describe the controls: [Review the controls:
what kind of data quality are the controls
(Data must be accurate controls are in place?]
acceptable or can
and kept up-to-date)
they be improved?]

[Propose additional or
corrective controls to
adapt the protection to
maintain compliance]

Storage durations

[Propose additional or
corrective controls to
adapt the protection to
maintain compliance]

(The storage duration is
limited; data should be
stored for no longer than
is necessary for the
purpose)

4.2

[Describe the controls:
what kind of erasure
mechanism to delete data
at the end of the storage
duration are in place?]

[Review the controls:
are the controls
acceptable or can
they be improved?]

Rights of the data subject

The GDPR and the DPLED, which are the EU data protection instruments governing the development and
use of MAGNETO, enshrine a number of data subject rights. These can be exercised by the individuals
whose personal data is (or will be, in the case of the MAGNETO use by end-users) processed. The GDPR
and the DPLED (in Chapter III of both instruments) provide the following rights for individuals:
•
•
•
•
•
•
•
•

The right to information;
The right of access;
The right to rectification;
The right to erasure;
The right to restrict processing;
The right to data portability (only in the GDPR);
The right to object (only in the GDPR);
Rights in relation to automated decision making and profiling.

However, in some circumstances provided by the GDPR and the DPLED, some of those rights are subject
to exemptions and restrictions. In general, exemptions and restrictions may apply to the extend and for
as long as such measure would be necessary and proportionate in a democratic society [1]. Whether or
not the controller may rely on an exemption will depend on the reasons why personal data is processed.
For instance, in a law enforcement context, the right to erasure and restriction do not apply to the
processing of relevant personal data in the course of a criminal investigation or proceedings. In the event
that an exemption is applicable, the reasons to rely on an exemption should be justified and documented.
It should be noted that MAGNETO end-users (in their capacity as controllers of the processing operations
during the use of the MAGNETO platform) are the ones responsible for ensuring that the right safeguards
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are in place such that data subject are able to exercise their rights. As a result, the ability of data subjects
to exercise the rights that the data protection laws enshrine will mainly depend upon circumstances
outside the scope of the MAGNETO platform’s functioning. LEAs will have to conduct their own DPIAs that
would enable them to identify the risks posed to fundamental rights and interests by their processing
activities (including those involving MAGNETO).
Nevertheless, in line with the data protection by design strategy established under WP9 and followed
during the development of MAGNETO, certain measures that work as protective measures supporting the
exercise of data subject rights have been incorporated in the MAGNETO system. Accordingly, MAGNETO
tools will facilitate the tasks of LEAs in this regard. The controls implemented in MAGNETO to support the
protection of data subjects’ rights are assessed in subsection 4.2.1 of this segment on data subjects’ rights.
Regarding the end-use of the MAGNETO tools and technologies, it should be noted that the details on the
practical arrangements relating to data subjects’ rights in a law enforcement context should be found in
the national implementations of the DPLED. For instance, the necessary information to be provided to
data subjects is set out by the national law. Nonetheless, subsections 4.2.2 and 4.2.3 of this segment of
this deliverable are aimed at providing MAGNETO end-users with tools to, on the one hand, assess the
controls that they implement in their data processing practices for protection of data subjects’ rights, and,
on the other, to identify the applicability of exemptions from data subject’s rights and their justification.
4.2.1

Assessment of controls protecting data subject’s rights within MAGNETO
Table 1 Assessment of the controls to protect the right of access within MAGNETO

Controls for the right of access

Implementation mechanisms/measures

Access the requested personal data via Authorisation is checked against role-based permissions
the common interfaces
assigned to user requiring access to personal data
Consult activity logs associated with user

Only users with Administrator profile can access activity logs

Download an archive of requested Authorisation through role-based permissions to access
personal data
data
Determine the data recipients
Consult retention times

Only users with Administrator profile can access
configuration on retention times

Table 2 Assessment of the controls to protect the rights to rectification, erasure and restriction within MAGNETO

Controls for the right to rectification, Implementation mechanisms/measures
erasure and restriction
Personal data rectification

Authorisation is checked against role-based permissions
assigned to user requiring access to personal data
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Personal data erasure

Authorisation is checked against role-based permissions
assigned to user requiring access to personal data

Indication of the personal data that will [To be defined and completed under national law by
nevertheless be stored (technical MAGNETO end-users]
requirements, legal obligations, etc.)
Limitation of processing
categories of data

of

certain [Explored by means of data minimization and access control
techniques]

Possibility to exclude data processing

4.2.2

Users can select if and which analysis to perform on data

Assessment of controls protecting data subject’s rights (tools for end-users)
Table 3 Controls for the data subjects’ rights

Controls for the data subjects’ rights [of access, Internal
rectification, erasure, to restriction]
data

External
data

Justification

Possibility of accessing, rectifying or erasing all of the
user’s personal data [eg. via the common interfaces]
Possibility of securely consulting the traces of use
associated with the user
Possibility of downloading an archive of all the
(categories) of personal data associated with the request
Indication of the personal data that will nevertheless be
stored (technical requirements, legal obligations, etc.)
Possibility of determining the recipients of the data
Possibility of seeing the storage duration of data
Table 4 Controls on transfer of data outside the European Union

Datasets
and Country of origin
storage location

Country of destination

Justification
supervision

and

[Specify whether is a country
recognized as providing adequate
protection by EU or not]
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Table 5 Assessment of the controls for the protection of the rights of data subjects on transfer of data outside the EU

Controls to protect the rights of Acceptable/can be improved on? Corrective controls
data subjects
(where no exemption is present in
national law)
Information for the data subjects (fair
and transparent processing)
Exercising the rights of access
Exercising the rights to rectification
and erasure
Exercising the rights to restriction of
processing
Processors: identified and governed
by a contract
Transfers: compliance with the
obligations bearing on transfer of
data outside the European Union

4.2.3

Documenting the justification of exemptions from data subjects’ rights (tools for endusers)

As mentioned above when briefly discussing data subjects rights in section 4.2, the DPLED provides some
exemptions and restrictions to data subjects’ rights. When relying on one of those exemptions, LEAs must
justify and document the reasons why that exemption is applicable [1]. The following two tables serves as
an example to be used for those purposes.
Table 6 Justification of exemption from the data subject's rights

Exemption from data subjects rights

Present? (Yes/No)

[specify applicable exemption, i.e. to the
right to information (delay, restriction or
omission), of access, to refuse
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rectification, erasure of personal data or
to restrict processing]
Avoiding obstruction of official or legal [Indicate whether one of [Provide details about the
inquiries, investigations or procedures
the exemptions is/are arrangements in place to
applicable.]
respond to data subjects’
information requests.]
Avoiding prejudicing the prevention,
detection, investigation or prosecution of
criminal offences or the execution of
criminal penalties
Protecting public security
Protecting national security
Protecting the rights and freedoms of
others

Table 7 Justification to restrict the processing instead of erasure upon data subject's request

Justification of exemption for restriction of processing, instead of erasure [if Present?
applicable]
(Yes/No)
The accuracy is contested and (in)accuracy cannot be ascertained
Personal data must be maintained for evidence
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4.3

Identification of risks and mitigation measures

The following section of the Ethical and Legal Impact Assessment establishes and evaluates the possible
risks and adverse impacts in order to determine how they can be mitigated and addressed in the
MAGNETO project. While chapters 2 and 3 provide the framework for an impact assessment of specific
data protection requirements, the following chapter primarily conducts a full assessment of the possible
risks posed to human rights and general legal and ethical interests. This is achieved as follows.
First, the chapter will set out the standards and metrics used to conduct an impact assessment and classify
the primary risks posed by the development and deployment of MAGNETO technologies. To this end, it
builds upon the widely accepted methodology established by national European data protection
authorities such as the French CNIL. Second, it will identify the concrete risks that are associated with the
development and deployment of the envisaged technologies. The risks it evaluates are those that are the
most pressing for the MAGNETO project. Once these risks have been identified, their severity and
likelihood will be assessed in order to establish their potential impact and allow the consortium to respond
accordingly.
Third, the chapter will present the concrete measures capable of mitigating the risks and propose
strategies to prevent and manage possible adverse effects as a result of the development and deployment
of the MAGNETO system and tools. In doing so, this section will build upon the work done throughout
Deliverables D9.1 (Legal and Ethical Guidelines) and D9.2 (Access and Authorization Module) that
previously reviewed the relevant challenges for MAGNETO and presented solutions to achieve compliance
with legal and ethical norms.
Finally, an overview will be provided of the current state of the implementation of the legal and ethical
requirements checklist. This list was drafted as part of D9.1 (Legal and Ethical Guidelines) and contains a
rundown of the legal and ethical conditions identified during the first stages of the MAGNETO project.
Each requirement is summarized and supplemented by a brief overview of the suggested technical and
design strategies to mitigate the relevant legal and ethical concerns. The list then identifies the project
partners responsible for the implementation of specific requirements, and contains an indicator of the
status of each particular task. As many of these requirements and concerns are part of the impact
assessment as well, this section will refer to and further the research done during D9.1 and D9.2.
4.3.1

Risk assessment of the MAGNETO system and tools

A. Scales and categories for the assessment of risks
i.

Assessment of likelihood

To assess the likelihood of the identified threats occurring in a practical setting, use shall be made of the
risk assessment scale developed by the French Data Protection Authority (CNIL) [4]. Due to its consistency
with the EU Working Party 29 Data Protection Impact Assessment Guidelines, the scale shall be applied
to review the risks posed by the MAGNETO technologies.
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To assess the likelihood of the risks, the scale utilizes four thresholds ranging from negligible to maximum.
The thresholds are as follows:
1. Negligible: it seems practically impossible for the risk sources to materialize by exploiting
vulnerabilities or flaws. For example, one could consider the likelihood of theft of documents
stored in a room protected by a badge reader and access code to be negligible.
2. Limited: it appears difficult for the risk sources to materialize by exploiting the properties of
supporting assets. For example, the likelihood of documents stored in a room protected by a
badge reader can be considered to be limited.
3. Significant: the likelihood of the risk sources to materialize by exploiting vulnerabilities is possible
and conceivable. For example, one could consider the likelihood of the theft of documents stored
in offices that cannot be accessed without first passing by the reception to be significant.
4. Maximum: it appears to be extremely easy for the risks to materialize by exploiting the properties
of supporting assets. For example, the likelihood of the theft of documents stored in the public
lobby of a building can be considered to be maximum.
In addition, the CNIL also suggests accounting for additional factors that might increase or decrease the
likelihood of the materialization of the identified risks. Among others, it recommends including:
ii.

The accessibility of the system (whether it is an offline and closed system, or connected to the
internet and accessible through a remote connection);
The interconnectivity of the system (whether it is a stand-alone and self-contained system or one
that is integrated in other tools);
The organization’s image (whether it is perceived positively or might be at risk of attacks and
infiltration);
The stability of the system
Assessment of severity

In order to conduct an assessment of severity of the impacts in the event that the risks manifest in
practice, reference will again be made to the abovementioned Impact Assessment guidelines drafted by
the French CNIL. The scale of severity primarily focuses on the interests of data subjects but will be
expanded to also consider the consequences for society at large and the values surrounding human rights,
fundamental freedoms and limits to government power.
In a similar fashion to the scale for the assessment of the likelihood of risks manifesting, the scale for
severity consists of the same four thresholds, albeit with different and broader scope. These thresholds
are the following:
1. Negligible: those concerned by the risk will either not be affected or may encounter minor
inconveniences that do not pose significant problems and are easily overcome. For example, a
negligible manifestation of risk could refer to a person’s personal data being used to present
targeted advertisements for common products without having obtained the data subject’s
permission.
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2. Limited: those affected by the risk manifesting may encounter significant inconveniences which
they can nevertheless overcome with relative ease despite dealing with certain minor difficulties.
For example, administrative issues or lost opportunities of comfort and promotion as a result of
mismanagement or deletion of relevant data would have limited severity.
3. Significant: the consequences of the manifestation of the risks may result in significant
consequences which those concerned thereby should still be able to overcome albeit with serious
and real difficulties. For example, the loss of employment, serious physical ailments or significant
damage to property and financial interests can constitute as a significant event.
4. Maximum: those affected the occurrence of the risks may experience significant or irreversible
consequences which they may not be able to overcome regardless of their efforts. For example,
substantial debts, the inability to work or loss of key evidence in the context of ongoing
investigations could all be considered to be risks of maximum severity.
In order to properly assess the severity of risks, the scale uses three categories to classify the
consequences of certain events. As such, all of the following impacts must be considered when assessing
the severity of the consequences of the manifestation of the risks.
1. Physical impacts, or the “loss of amenity, disfigurement, or economic loss related to physical
integrity”. In other words, these are consequences that directly affect a person’s physical
wellbeing and cause harm to their personal integrity.
2. Material impacts, or the “loss incurred or lost revenue with respect to an individual's assets”.
These are impacts that affect a person’s financial situation, property or other assets such as their
employment, income, housing, contractual agreements and concrete activities.
3. Moral impacts, or the “physical or emotional suffering, disfigurement or loss of amenity”. These
consequences affect a person’s mental wellbeing and emotional state. This can include
psychological issues, negative feelings of vulnerability, victimhood of crimes, loss of family ties
and anxiety.
Additionally, a number of other relevant factors can be considered in order to raise or lower the initially
identified severity level. For this purpose, the CNIL recommends taking into account the following:
-

The nature of the risk sources;
The level of identification of personal data (the more clearly a person is identified and the more
(sensitive) data of him or her that is made available, the higher the severity);
The number of recipients (to what extent other actors have access to (parts of) the personal
datasets.
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B. Primary risks for the development and deployment of MAGNETO
In the following section, the primary risks associated with the MAGNETO project and systems are
described and evaluated. This section is separate from the DPIA outline provided in the previous chapter
due to the overarching and fundamental nature of the risks described herein. It follows a consistent
structure which first elaborates upon the risk and the affected values (‘what is the risk and what will be
affected’). Following this, it assesses the likelihood (‘how likely is the risk to occur in absence of
preventative actions’) and the severity (‘if the risk occurs, what is the extent of the impact in absence of
mitigation measures’) of the identified issues. Subsequently, an overview is provided of the measures and
safeguards that have been proposed and are to be implemented in the MAGNETO system as to mitigate
the described problems (‘what actions is MAGNETO taking to address the risks’). Finally, the residual risks
are described and assessed in order to evaluate the impact of the mitigation techniques (‘to what extent
does the risk remain after the implementation of counter-measures’).
i.

Interference with the right to privacy

Risks and affected values
During the fulfilment of their duties related to the protection of the public security and the prevention of
crime, LEAs often have to monitor the private lives and personal data of individuals. MAGNETO, as a tool
to help LEAs fulfil these duties, has the potential to interfere with the privacy of individuals. The main
feature of the MAGNETO system that may potentially involve a violation of privacy is the processing of
large amounts of data extracted from diverse data sources. This data can reveal many details about the
private life of the individuals involved, some of which may concern private and sensitive information.
Moreover, interference with the right to privacy is inherent to some functionalities of MAGNETO, such as
that of data fusion. The capability to fuse data will bring to light more private information than was initially
intended by the persons whose data is processed by MAGNETO. Simply put, an expected outcome of the
MAGNETO analysis is precisely the detection and exposure of hidden relationships between different
pieces of the data that the human operator provides to the system. This data matching, in turn, will lead
to the discovery of personal details about the individuals whose data will be processed. It is possible that,
since the relationship between those data were in principle hidden –and possibly not intended to be
discovered–, the individual concerned did not expect those relationships to be revealed. In this light, it
should be noted that privacy is deeply connected to the right to data protection, and many of the risks
and safeguards to data protection have a strong connection with potential privacy infringements.
From a legal perspective, the right to privacy is safeguarded in article 8 of the European Convention on
Human Rights and article 7 of the EU Charter of Fundamental Rights. According to those provisions,
interferences with a person’s private life are lawful when in accordance with the law and necessary in a
democratic society to protect national security and prevent crime. As such, law enforcement agencies can
interfere with the right to privacy when mandated by national law and in exercise of their policing duties.
A key component of establishing whether this is the case is the assessment of proportionality, meaning
that the abovementioned actions as intended by MAGNETO (such as the analysis of personal data) must
not be disproportionately and unnecessarily invasive of a person’s private life in order to be lawful. This
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is to ensure that the protected values of human autonomy and privacy are not unduly restricted by
excessive police actions. In other words, the development and use of MAGNETO must implement specific
safeguards to restrict potential overreach and ensure that the data processing remains proportional in
light of the purpose of fighting and preventing crime.
Likelihood
The initial likelihood of excessive privacy interferences occurring during the deployment of the MAGNETO
system can be considered to be significant. The MAGNETO system is comprised of numerous tools that
can be used to analyse personal data, uncover obscure correlations and draw inferences on the basis of a
wide variety of data sources. While it is clear that the system will only be used by authorized law
enforcement agencies that operate strictly within the confines of their respective legal systems and will
have the legal basis to collect and process data as well as monitor citizens for the purpose of fighting crime
and safeguarding public safety, the risk nevertheless remains that the deployment of advanced analytical
systems might occur in disproportionate ways that go beyond what is necessary and could result in
excessive interferences with the right to privacy [21]. As such, it is reasonable to conclude that the
deployment of a system like MAGNETO could have impacts on the privacy interests of data subjects.
Severity
The initial severity of undue privacy interferences occurring during the deployment of the MAGNETO
system can be considered as significant. Due to the typically broad mandate of law enforcement agencies
to process data in relation to crime, it is unlikely that transgressions in advanced analytical systems such
as MAGNETO will have large impacts on a person’s physical, moral or material wellbeing. However, since
it is unavoidable that police agencies will consider and process sensitive data, the potential moral and
psychological effects on data subjects that have become aware thereof can have lasting consequences
and result in serious feelings of distrust. While a person’s physical and material wellbeing is unlikely to be
affected by unjust interferences with his or her privacy posed by analytical systems, the risk can
nevertheless be considered as significant due to indirect consequences thereof.
Mitigation measures
To address and mitigate the potential impacts of excessive and disproportionate interferences with the
privacy of citizens, a number of concrete measures have been identified for implementation in the
MAGNETO system. More details thereof can be found in Deliverable D9.1 (Legal and Ethical Guidelines)
that sets out concrete steps and techniques to limit the potential inferences with privacy that might
involve the MAGNETO tools. These measures include the following:
-

The implementation of warning messages that alert system operators of the importance of
proportionality and necessity. These messages will instruct users to comply with their local
regulations and protocols at all times, and to only carry out data processing activities to the extent
that is warranted by their legal basis and purposes. They will further signal to operators that they
are only to process data that has been collected in a lawful manner and to minimize interferences
with one’s privacy as much as possible.
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-

-

-

-

-

The provision of training materials and manuals that will remind law enforcement agencies of the
importance of compliance with human rights and privacy law. These materials will include
materials on the relevant legislation and the need to limit processing activities to what is
necessary.
The adherence to the identified MAGNETO privacy by design approach that has considered
privacy and data protection as crucial parts of the development of each component and tool.
The inclusion of data minimization measures such as access controls to limit the use of personal
data to the minimal extent necessary. By, among others, tying access rights to user profiles, the
system can be configured to only display or process information that is relevant to a specific
operator’s task in order to prevent disproportionate access to sensitive data. These measures will
be tied to tagging and flagging capabilities to mark and differentiate between, for example,
ordinary and especially sensitive data, or between information that was obtained from an open
source. They shall also include features to anonymize and pseudonymize data in the system as to
limit the exposure of personal information.
The implementation of a robust logging system that allows for the identification of system misuse
and transgressive data processing. This will provide system administrators with the tools to
identify users and circumstances involved in the disproportionate processing of data that led to
undue interferences with the privacy of data subjects.
The inclusion of erasure mechanisms that allows for the scheduled deletion and alteration of
unnecessary or inaccurate data. This will limit the likelihood and severity of potentially unlawful
processing activities.
The implementation of strong security measures to prevent leaks of personal and sensitive data
that might negatively affect the person to which they refer.
The existence of hard limits on certain processes involving sensitive data as to avoid undue and
excessive inferences on the basis of analytical analyses of special categories of information such
as race and religion.

Residual risk
Upon the implementation of the abovementioned safeguards to limit the degree to which the MAGNETO
system can interfere with the privacy rights of citizens, both the residual likelihood and severity can be
considered to be limited. The inclusion of privacy and data protection by design measures such as access
controls, training materials and warning messages reduce both the human and technical elements that
could up to and result in excessive processing of personal data. As a result, it becomes considerably less
likely that such transgressions would occur during the system’s deployment. Similarly, features such as
data minimization techniques, logs and measures for data erasure can limit the actual impact in the event
that the interference with a data subject’s privacy is considered to be disproportionate. Additionally, they
provide avenues to redress by allowing for the review of data processing and the identification of system
and user errors or misuse that can be prevented in the future. As such, these measures can thereby reduce
the severity of the risks. While the risk of excessive data processing and misuse by law enforcement
personnel operating MAGNETO upon its deployment still remains, they are nevertheless reduced by a
significant margin and can be further prevented by means of organizational measures in place at the enduser level.
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ii.

Interference with due process guarantees

Risks and affected values
Although criminal procedure law is determined at the national level, there are certain safeguards provided
by human rights instruments, such as the European Convention on Human Rights, that need to be
respected during a criminal investigation, prosecution, trial and punishment of an individual. Hence, the
due process tradition should inform basic safeguards put in practice by LEAs when exercising their duties.
While this right to a fair trial right generally only applies to procedures before a court and after charges
have been filed, it nevertheless has a limited impact on pre-trial and law enforcement actions that can
negatively affect the fairness of subsequent proceedings [22]. As such, without the inclusion of adequate
safeguards, MAGNETO’s advanced analytical tools might jeopardize due process guarantees in criminal
justice proceedings and therefore interfere with the right to a fair trial in a number of ways.
This automated system processes and profiling capabilities may encroach the principle of the presumption
of innocence safeguarded by the due process guarantees. In light of this principle, flawed and
discriminatory systems used to profile suspects can negatively affect the legitimacy of police interventions
and affect the quality of the resulting evidence. Similarly, the risk of utilizing an opaque and insufficiently
transparent system can result in individuals having less meaningful opportunities to challenge adverse
decisions based on MAGNETO’s automated processing. This can violate safeguards related to adversarial
hearings, equality of arms and access to adequate facilities provided by article 6 ECHR. These guarantees
require that the defendant is provided with sufficient opportunities to review and understand the results
of the investigations and the evidence used against them in order to establish their integrity and lack of
flaws that might be caused by the use of analytical systems.
Finally, the right to a fair trial also considers whether other human rights were complied with during the
criminal procedure in order to assess whether the entirety of the trial and investigations can be considered
to be fair. In the event that other rights, such as those to equality and privacy, were compromised and
violated during the trial or collection of evidence, the fairness of the trial as a whole can be considered to
be infringed upon.
Likelihood
The initial likelihood of the system’s deployment having adverse effects on the right to a fair trial and due
process guarantees can be considered to be significant. While the right to a fair trial has a limited scope
of application in the pre-trial phases, the use of advanced analytical systems could nevertheless infringe
on certain rights. Limited jurisprudence makes it currently impossible to assess where the limits lie, but
it’s well established that due process can be put at risk by the implementation of these systems [23]. Due
to the fact that analytical systems often work in opaque ways and produce results that are hard to explain,
that concerns of bias and discrimination can taint system outcomes, and that undue profiling can
negatively affect and stigmatize certain groups of people, there is a real and objective risk that such
problems can manifest in the MAGNETO system. These three issues are further discussed in detail during
their respective sections below.
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Severity
The initial severity of risks to a fair trial occurring during the development or deployment of system tools
can be considered to be maximum. This is due to the fact that criminal proceedings brought against a
person can have extremely serious consequences. The harms caused can be moral, such as the mental
anguish stemming from being publicly accused or imprisoned, physical, due to direct consequences to
one’s health as part of the arrest process, and material, due to the loss of time and liberty. If system flaws
or design would adversely affect the ability of a defendant to review evidence, understand the reasoning
process, and identify flaws or potential discriminatory outcomes, their right to a fair trial and the due
process guarantees aimed to protect them could be significantly infringed upon. As such, addressing these
threats is a key priority of the project.
Mitigation measures
To prevent the abovementioned risks from materializing and mitigate their possible adverse effects, the
MAGNETO system will incorporate numerous safety and counter-measures. These measures are, in
general, aimed at allowing users and individuals to understand the system’s reasoning, preventing biases
from occurring, and ensuring that the system operates in a lawful manner. Additional information hereon
can be found in Deliverable D9.1 (Legal and Ethical Guidelines) as well as the later sections of this
document. The envisaged measures shall include the following:
-

The inclusion of features to improve and allow for the explainability and transparency of system
processes and reasoning. This will enable operators, administrators and data subjects to explain
MAGNETO’s thought process and understand its role in the gathering and analysis of evidence.
- The adoption of a robust logging mechanism that can be used to detect flaws capable of affecting
the reliability of system. This mechanism will also be able to track system misuse and tampering
that could hamper the quality of evidence. As such, it can be used to establish data provenance
to ensure the system outcomes are court-proofed.
- The drafting of the upcoming Deliverable D5.3 on court-proofing evidence to account for specific
protocols and criminal procedure rules during the processing of data.
- The inclusion of a warning message to supplement existing local protocols and procedures on data
management. This will be used to remind operators of the applicable rules and to avoid unlawful
processing that could affect the usability and reliability of data and evidence.
- The implementation of features for the exporting of results to allow for them to be audited,
reviewed and discussed in court and during criminal proceedings.
- The close adherence to and respect for dta subject rights allowing them access to review system
processes, such as the “right to an explanation”, and to request that inaccurate or outdated data
is updated or removed.
- The inclusion of extensive access control and data minimization measures, including encryption
and pseudonymization, to support the lawfulness of system processes and system use.
- The incorporation of measures to improve data accuracy such as through the deletion, alteration,
categorization, tagging and flagging of data that belongs to certain data subjects or relates to the
reliability of certain types of data in order to, for example, differentiate between personal
assessments and factual information.
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-

-

The adherence to the core requirement of having a human in the loop. The MAGNETO system and
tools will never be able to execute or enforce decisions on its own. Instead, it provides operators
with assessments and information that a human actor can review, validate and use in a lawful
manner.
The inclusion of limits on profiling and the exclusion of sensitive categories of personal data
therein to prevent biased and undue analytics that could result in unwarranted police
interventions or assessment.

Residual risk
Following the incorporation of the abovementioned measures, the residual risk will be considerably
lowered in comparison to the original assessment. Regarding the likelihood of the risk materializing, the
inclusion of numerous safety features can be considered to lower its rating to limited. Measures such as
those that address the possibility of system bias and privacy infringements directly decrease the possibility
of system use having adverse effects on the right to a fair trial. Similarly, the inclusion of limits on profiling
serve as an additional safeguards against undue violations of the presumption of innocence, and the
adoption of explanatory measures to allow for the system to be audited and reviewed will prevent
defendants from being unable to understand how evidence was obtained and assessed. Similarly, the
severity of the risk can also be considered to be lowered to limited. This is due to the fact that safety
features provide strong guarantees against unlawful applications of the system that could result in
wrongful sanctions against data subjects. The human in the loop armed with the ability and duty to
validate the system outcomes and the fact that MAGNETO only plays an supplementary role with
transparent processes drastically limits the impact of the possible adverse effects.
iii.

Discrimination and bias

Risks and affected values
Under the right to an equal treatment and non-discrimination, each individual is considered to be equal
in the eyes of the law and is entitled to a fair treatment without undue distinctions on the basis of
attributes such as ethnicity, gender and religion. Among others, this right is safeguarded in article 14 ECHR
and thereby applies to the actions of public authorities and law enforcement agencies as well. In the
context of MAGNETO, this is particularly relevant as a result of its reliance on advanced data analytics and
machine learning process. It is widely known that the use of such technologies can, without adequate
safeguards, cause human misconceptions and biases to be incorporated in analytical tools that in turn
replicate inequalities and result in discriminatory outcomes [24].
During the development and deployment of MAGNETO, there is a risk that such issues negatively affect
the reliability, accuracy and integrity of the system processes and the law enforcement decisions and
interventions based thereon. In practice, there are two main concerns that can influence the quality of
the data analytics and their outcomes.
The first is the quality of the training data used during the training of the algorithms. The use of datasets
that are biased, discriminatory or containing errors during the training of the system’s algorithms relates
to the violation of the right to equality. Existing biases and errors could thereby become ingrained in the
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system’s algorithms and entail a risk of discriminatory treatment on the basis of sensitive attributes such
as race. Moreover, the automated processing that the system facilitates could result in the amplification
of those biases and the exacerbation of the problems associated therewith. Simply put, there is a risk that
discriminatory patterns get entrenched in the MAGNETO system and, consequently, MAGNETO may
produce a biased output. The second concern relates to the datasets fed to the system when running its
analysis, which, if biased, also pose a risk to the right to equal treatment. The output of MAGNETO’s
analysis will rely on the input provided to the system and, following the saying of “garbage in, garbage
out”, the use of poor inputs is likely to result in flawed outputs.
Therefore, given the relationship between the training datasets and the input data with the outcome of
the system, concerns can be raised about MAGNETO’s algorithmic decision-making processes unduly
affecting the right to non-discrimination and thereby potentially having significant individual and societal
implication to fairness and equality.
Likelihood
The initial likelihood of bias affecting the system and resulting in discriminatory outcomes can be
considered significant. This is due to the fact that the inclusion of biased and skewed data or reasoning
processes is a known risk in law enforcement practice and could very well affect the neutrality of the realworld deployment of advanced analytical systems used to assess, monitor or investigate crime [25]. As
MAGNETO relies on machine learning to determine certain aspects of the system’s reasoning processes,
the same risks apply to the project and could realistically manifest during the development and use of the
tools.
Severity
The initial severity of biased and discriminatory outcomes of system processes can be considered
significant. Such processes can negatively affect disenfranchised and vulnerable groups in society by
subjecting them to unfair scrutiny and discriminatory policing practices. Tools that lack objectivity and
neutrality could, either directly or indirectly, give rise to excessive policing of minority groups or draw
unwarranted conclusions about persons affected by poverty. Such reasoning processes can give rise to
feedback loops through which misguided practices are unduly validated by relying on results obtained
from selectively policed areas or persons, which in turn disproportionately affects certain groups on the
basis of flawed statistical inferences [26]. These consequences would be considerable and have a serious
impact that could affect an individual’s physical, moral and material state by subjecting them to
unwarranted police interventions. As MAGNETO is capable of analysing crime trends and analysing police
information, these risks are present in the project and could have significant consequences.
Mitigation measures
To mitigate both the likelihood and severity of these possible adverse consequences manifesting during
the project and the deployment of the tools, a number of concrete measures have been identified and
are being implemented in the MAGNETO system. A detailed overview of these measures can be found in
Deliverable D9.1 (Legal and Ethical Guidelines) that provides the technical partners in the project with
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specific strategies to address issues related to bias and discrimination in system processes. In short, the
following steps are being taken to minimize the risks posed by bias in MAGNETO:
-

-

-

-

-

The close adherence to the MAGNETO privacy by design philosophy that takes proactive steps
towards including privacy and respect for human rights in the core functionalities of the system;
The awareness of technical partners and system developers of the abovementioned issues as a
result of ongoing discussions and consortium meetings in order to counter-act subconscious
biases or overlooked interests during the development stage;
The exclusion of sensitive categories of data (such as information on religion or ethnicity) during
the machine learning stage as to avoid biased behaviours from being taught;
The inclusion of a warning message that alerts system users of the consequences of machine
learning systems and the necessity of objectivity and fairness in policing;
The use of representative and large datasets that represent the population in a fair and
proportional manner (such as using a varied and diverse set of pictures of people from different
genders and ethnicities for the facial recognition training);
The exclusion of sensitive categories of data as a primary factor in any profiling capabilities offered
by the MAGNETO system through black list rules to ensure that objective and reasonable grounds
will avoid discriminatory profiling;
The explicit requirement of a human-in-the loop to validate system outputs, intervene where
necessary, and make a human decision rather than have a fully automated system process;
The implementation of a flagging and categorization system to identify sensitive categories of
data and of data minimization measures relying on access controls that can be configured to hide
or exclude sensitive categories of data from view by default or tie access to certain datasets to
the specific profile of individual users;
The extensive testing and validating of machine learning processes to identify and remove
possible instances of bias in the system during the MAGNETO project;
The inclusion of mechanisms to allow for the system’s reasoning processes to be explainable and
retraceable to a high degree in order to evaluate outcomes and detect or amend possibly flawed
and discriminatory outcomes.

Residual risk
Upon the implementation of the abovementioned measures, the residual risk will be decreased both in
terms of likelihood and severity. As these mitigation techniques will considerably lower the odds of
discriminatory outcomes occurring, the likelihood of the consequences manifesting should thereafter be
considered to be limited due to their unlikely occurrence in a real-world scenario. Regardless, the
possibility still exists that law enforcement end-users use new and potentially biased data to train the
system or provide it with materials to analyse. As such, the likelihood cannot be considered negligible.
Still, additional information will be provided to the LEAs’ by means of the MAGNETO manual and training
materials that will raise awareness about these issues. This shall reinforce that the consequences are
unlikely to manifest in practice. Regarding the severity of the consequences, the residual risks can also be
considered to be limited due to the use of warning messages, the pathways to redress through
transparency measures, and the need for a human operator to validate the outcomes and make
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reasonable decisions on the basis of all available information. As the operator will still have to justify these
decisions and police interventions, the potential impact of biased system processes will be reduced
considerably.
iv.

Transgression into surveillance

Risks and affected values
Surveillance technologies and tools with surveillance capabilities pose serious risks to the fundamental
right to privacy under article 8 of the ECHR which requires all interferences therewith to be proportional
and limited to what is necessary to achieve a particular purpose. Similarly, these technologies can also
affect the freedom of expression as well as have negative impact on the freedom of association as a result
of possible chilling effects. As discussed in Deliverable D9.1, recent European case law from both the
European Court of Human Rights and the Court of Justice of the European Union has imposed limits on
states’ capabilities to conduct mass surveillance. While MAGNETO will amplify the capabilities of law
enforcement agencies to gather evidence, investigate and combat crime, and analyse data to support its
reasoning processes and interventions, it will not contain features equipping it to conduct mass
surveillance. Still, the possibility of the system transgressing into this sphere must be considered a risk
during its development and deployment.
Once fully operational, MAGNETO will have advanced analytical capabilities. Although MAGNETO lacks
surveillance capabilities as such, it has the potential to improve the monitoring capabilities of end-users.
In particular, the advanced analysis, profiling and data matching functionalities of MAGNETO may help
end-users in the monitoring of individual actions. For instance, one of the data sources of MAGNETO’s
automated analysis can consist of closed-circuit television systems (CCTV). Although those video
surveillance tools are already widely deployed by LEAs, MAGNETO may improve the surveillance
capabilities of end-users by enabling a faster and more accurate analysis of those data sources. As a result,
MAGNETO might be used to better analyse data provided by CCTV systems, even though it has no
capabilities to directly monitor an ongoing and continuous feed of information.
Another risk related to MAGNETO’s analytical capabilities is the use of MAGNETO to scan open source
intelligence and social media intelligence, which may result in an increased monitoring of online activities.
Moreover, depending on the number of individuals involved in the datasets provided to MAGNETO when
running the system’s analysis, the system could be used to analyse data relating to a potentially high
number of individuals. While MAGNETO has no scraping capabilities and will only be able to analyse data
that is manually ingested into the system, the risk of unduly extensive monitoring is realistic without
sufficient safeguards. Similarly, the data mining techniques that MAGNETO comprises may be used to
search and find personal information about the personal choices, preferences and other individual
characteristics of citizens. Therefore, through MAGNETO’s profiling and data matching individuals could
be clustered into groups meeting certain characteristics pre-defined by end-users and may indirectly
support monitoring activities.
To this end, the possibility of system tools transgressing into the sphere of surveillance must be considered
a risk for the project and be assessed as such.
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Likelihood
The initial likelihood of the MAGNETO system and its tools being used for undue and excessive surveillance
purpose can be considered limited. While it remains a theoretical possibility that advanced analytical
systems can be used to suit purposes that go beyond the lawful analysis of police data for clearly identified
purposes with a limited scope, the MAGNETO tools do not contain the necessary functionalities to enable
such processes, nor can they realistically be altered to do so after their finalization through the project.
By not including scraping features nor being capable of continuously analysing constant streams of data,
the system’s core objective of analysing concrete datasets and allowing users to access them and draw
inferences therefrom prevents it from being repurposed or applied for mass surveillance purposes. As
such, it would be a difficult and highly unlikely scenario for MAGNETO to be applied in such a manner.
Severity
The initial severity of transgression of the MAGNETO system into the sphere of mass surveillance can be
considered to be significant. Even though the likelihood of this occurring is only limited, the possible
consequences could have serious impacts. If the capabilities of advanced analytical systems are
repurposed or used to monitor data subjects and large groups of people, pressing concerns can be raised
about the impact on the private lives of those affected thereby. As previously discussed under the section
on unlawful interferences with the right to privacy, such transgressions can have significant effects for the
privacy and autonomy of citizens by subjecting them to constant surveillance and excessive monitoring
that is disproportionate, unwarranted and in violation of human rights standards, as illustrated by
European case law such as Szabo and Vissy v. Hungary (ECtHR) [27]. As the moral impacts and stifling
effects can be considered substantial and of serious impact, the severity is seen as significant.
Mitigation measures
In order to address the abovementioned risk and avoid the transgression of technologies into the sphere
of surveillance, the MAGNETO project will implement numerous measures to mitigate these concerns.
While a detailed overview of all measures and additional details on their incorporation in the tools can be
found in Deliverable D9.1 (Legal and Ethical Guidelines), the following safeguards are of particular
relevance in this context:
-

-

-

The nature of the system tools that prevent MAGNETO from being used as continuous monitoring
or surveillance or scraping. By design, the system lacks key functionalities required for mass
surveillance and is constructed in such a way that such features cannot simply be enabled.
The adoption of access control measures to restrict the limitless use of data and restrict the
processing of personal data to what is necessary on the basis of user profiles and access or
authorization rights. This ties into the principle of purpose limitation and enforces the
requirement that the system can be configured to only allow the data to be used for the purposes
for which it was collected.
The adherence to the MAGNETO privacy by design approach and philosophy that includes
extensive data minimization measures to limit the retrieval and processing of personal data to
what is necessary for a specific task. This core design is partly achieved through access control
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-

-

-

-

mechanisms and is intended to not include all information by default but rather enable access on
a need-to-have basis.
The inclusion of warning messages and training manuals is intended to raise awareness among
end-users and provide them with notices to comply with local protocols and European human
rights standards that preclude the excessive mass surveillance of data subjects.
The existence of police policies, procedures and oversight mechanisms in European law
enforcement agencies that will limit the use of advanced analytical systems to its lawful means.
The incorporation of extensive logging mechanisms and the possibility of audits by supervisory
authorities and oversight bodies will ensure that any theoretical transgressive behaviours can be
identified and addressed.
The implementation of robust security measures that protect the MAGNETO system and its tools
from being breached, misused and reverse-engineered. This protects the system from
unauthorized access as well as from operators repurposing it to go beyond its intended
functionalities and be capable of executing mass surveillance tasks.
The inclusion of procedures that allow for the system to be configured to notify end-users and
operators of local time limits to data storage and to prompt them to review the need for
continued retention and delete or archive the information when this is no longer the case. These
features will be used to avoid the indefinite and unnecessary storage of data.

Residual risk
Upon implementation of the abovementioned mitigation measures, the residual risk will have decreased
in both likelihood and severity. Following this, the residual likelihood can be considered negligible.
Primarily due to the fact that the MAGNETO system and tools aren’t capable of fulfilling core tasks
necessary to facilitate and enable mass surveillance activities, there is no realistic scenario in which the
final tools can be used to achieve such a purpose. The existence of security features and the development
of the system corresponding to an extensive privacy by design approach that puts the principle of data
minimization at the forefront contributes to this observation and classification. Similarly, the residual
severity can be classified as limited due to the existence of logging and oversight mechanisms that will
enable the identification of transgressive behaviour and will provide supervisory authorities with the
necessary tools to properly address such instances of data processing.
v.

Algocracy and mathwashing

Risks and affected values
Closely associated to the development and use of automated decision-making systems or ‘AI tools’ are
the risks of algocracy and mathwashing. These two terms can be defined as referring to the situation in
which our society is governed largely by computer algorithms, and the misconception that algorithms are
entirely neutral, unbiased and objective. Without an adequate understanding of the limits, capabilities
and potential flaws of these systems, system operators and end-users may put undue trust in their
reliability and potency. As a result, users might simply interpret the output of the tools as fact without
treating them with sufficient scepticism or understanding the limitations of the underlying reasoning
process. Rather than validating the system outcomes and being an independent human in the loop that
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uses the system as a guidance tool, the operator might simply rubberstamp the recommendations of the
system. In addition to the ethical concerns this raises, such a situation might also have serious practical
consequences.
As described above, the advanced analytical capabilities of new technologies may have human biases,
inaccuracies or technical flaws that affect the reliability of its algorithms. The concept of mathwashing can
result in the operators that are expected to review and validate the outcomes to counteract these issues
instead giving them undue legitimacy by signing off on the outputs without due care and consideration. If
the system then produces faulty results without them being controlled for by human operators due to the
belief that the system is neutral and without bias or flaw, the harmful and discriminatory consequences
might not be identified and addressed as such.
Further, the use of systems like those in MAGNETO entails the risk of moving more and more towards a
society where algorithms are dominant and are entrusted with responsibilities that humans should
undertake or supervise when carried out by machines. The over-reliance of human operators may lead to
an increasing significance of MAGNETO in the lives of individuals, which ultimately contributes to the
existence of a society gradually governed by algorithms. As such, it is of key importance that this risk is
addressed.
Likelihood
The likelihood of the abovementioned issues of algocracy and mathwashing manifesting themselves
during the MAGNETO project and affecting the way in which the system and its outcomes are perceived
can be considered significant. This is due to the fact that it is both possible and conceivable that system
users are unaware of the potential issues with machine learning and advanced analytical systems and, as
a result, would be insufficiently critical with regards to the outputs. System operators might also be
discouraged from being adequately independent and might be inclined to follow the system’s
recommendations and suggestions too closely which can negatively affect the justifiability of subsequent
police interventions [28]. As such, there exists a real possibility that such a consequence might arise in
light of MAGNETO.
Severity
The severity of algocratic attitudes and the mathwashing of system outcomes can be considered to have
impacts of significant severity. System operators managing the outputs of analytical tools without a full
understanding of the processes and risks at play can interpret them with undue confidence and
unwarranted reliance on automated operations. Without adequate insight, this could lead to inaccurate
and biases system outcomes being accepted without proper scrutiny [29]. When combined with other risk
factors such as discriminatory processes, this could lead to the validation, repetition and
institutionalization of harmful and unfair police practices. As a result, individuals subjected to misguided
law enforcement interventions can suffer physical, material and moral harms that can be difficult to
overcome.
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Mitigation measures
To counteract the potentially negative consequences posed by the risk of mathwashing and algocratic
approaches to law enforcement, the MAGNETO system incorporates a number of concrete safeguards
and design strategies. A more thorough overview thereof can be found in Deliverable D9.1 (Legal and
Ethical Guidelines). In summary, the measures adopted to reduce the risk of mathwashing occurring in
the context of the MAGNETO system include the following:
-

-

-

-

-

-

-

The drafting and provisions of training materials, manuals and documentation on the MAGNETO
system’s functionalities. These documents will be used to raise awareness of the issue of
mathwashing among end-users and will contain recommendation to encourage the
independence and vigilance of system operators.
The inclusion of a warning message that appears when an operator accesses the MAGNETO
system and tools. This message will remind the operator of the risks and instruct him or her to be
mindful of the limitations and risks posed by algorithmic processes in general.
The exploration of allowing visualisation tools to represent system workings to explain its inner
functionalities and provide operators with improved capabilities of validating system outcomes.
The requirement of having a human in the loop for any decisions that might be made on the basis
of MAGNETO processes. This operator will validate the outcomes and arrive at intelligence-led
but human decisions that are merely supported by the MAGNETO system rather than dictated
thereby. This operator will be capable of reviewing the system processes and identify any
potential issues.
The adoption of numerous measures to improve the transparency and explainability of the system
reasoning processes and allow for system outcomes to be reviewed and fully understood as
further described in the relevant subsection below.
The incorporation of general measures to improve the fairness and reliability of the system by
counteracting biases, inaccuracies and flaws that the issue of mathwashing might hide and
obscure.
The implementation of extensive logging features that allow for system administrators and
auditors to identify problems and maintain oversight. This can be used to analyse to what extent
operators consider the outcomes of the MAGNETO processes and reveal system faults or biases
that might otherwise be hidden and obscured.
The adoption of data minimization methods such as the flagging and marking of different types
of data in order to allow system operators to easily distinguish between information with different
levels of sensitivity, establish data provenance and determine the reliability, origin and accuracy
of different files.

Residual risks
Upon the adoption of the abovementioned measures, the residual risk will be considerably lower than
initially the case. Regarding the likelihood, the probability of the risk manifesting can be considered to be
limited. Through the incorporation of warning messages, training materials and the constant need of
having a human in the loop to validate and act upon system outcomes, it becomes unlikely for issues
related to mathwashing to manifest in the context of MAGNETO. System operators will be aware of the
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risks and will be equipped to address them appropriately and without giving undue credence to
algorithmic processes. Regarding the severity of the risk, its residual classification can be considered to be
limited. As a result of features allowing for system workings to be explained and logging capabilities that
allow for audits and oversight, possible cases of mathwashing can easily be identified and mitigated. By
providing operators with the tools to review and assess the system’s processes, the impact of these
problems will be lessened.
vi.

Opacity and unaccountability

Risks and affected values
The issues of opacity and unaccountability are a primary risk factor for the development and deployment
of algorithmic system. These risks relate to the possibility that human operators are presented with output
or a suggestion made by the system that they are unable to understand or review the reasoning process
behind. This is due to the fact that advanced analytical systems relying on machine learning processes to
analyse data are often a black box that obscures its inner workings and precludes operators, auditors or
individuals affected thereby from determining how a certain input resulted in a particular output, and
how different values or factors were weighted and considered. The reasoning processes of advanced
machine learning algorithms and their computational functionalities are of such a complexity that it
proves hard for humans to trace back the reasons leading to an automated decision. Such opacity can
prevent system developers and users from holding the systems accountable and being able to assess
whether their workings are justifiable, fair and reliable.
This risk of lack of transparency of algorithmic processes can result in numerous ethical and legal issues,
such as the risk of taking unfair decisions and not treating individuals equally without any legal
justification. Additionally, if it proves hard for humans to explain the inner workings of non-transparent
algorithmic systems, there is a risk of this negatively impacting the possibility of end-users to explain and
keep adequate documentation and justification of the decisions supported by systems like MAGNETO. For
accountability purposes, system end-users have to be able to explain how the analysis of a certain dataset
led to a particular outcome. The existence of system opacity and a lack of accountability can otherwise
obscure system flaws, discriminatory processes, technical issues and other shortcomings that can affect
the fairness, reliability and accuracy of algorithmic analytics.
Likelihood
The initial likelihood of inner system processes being opaque and lacking in accountability can be
considered to be maximum. Since opacity and unaccountability are considered to be some of the most
significant challenges for machine learning and advanced analytical systems [30], it is extremely likely that
the MAGNETO tools could be lacking transparency and insufficiently accountable without any safeguards
being put in place. Due to the inherent technical complexities that underline these technologies,
difficulties relating to understanding their inner workings are commonplace in similar systems. As opacity
and a lack of accountability are one of the primary challenges for the development of fair, accountable
and trustworthy advanced analytical systems, the risk of serious obstacles limiting insight into the
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reasoning processes of MAGNETO can be placed at the highest end of the categorization scale and should
be given high priority.
Severity
The initial severity of algorithmic opacity and unaccountability manifesting in the MAGNETO system and
tools can be considered to be limited. This classification is due to the fact that the mere obscurity of
system workings does cause any lasting harm to the individuals whose data is processed by the system.
Provided that the system and its reasoning processes are fair, unbiased and accurate, the mere lack of
insight does not result in any direct negative consequences for data subjects. The most pressing risk posed
by opacity and unaccountability is that they might obscure other system flaws and allow for unfair
practices to be perpetuated. Since these other possible flaws such as bias are discussed separately in this
document, opacity and unaccountability are considered in their own right in this subsection, hence the
limited severity associated therewith. This does not, however, signify that these are not high priorities for
system design in MAGNETO due to the indirect consequences that a lack of insight can have on the
trustworthiness and auditability of the system.
Mitigation measures
As described above, the MAGNETO project is committed to adopting counter-measures aimed at
addressing possible situations of opacity and unaccountability. In doing so, system design has prioritized
the principles of transparency and explainability during system design and development. Transparency is
to be understood as allowing for system auditors and operators to have a clear understanding of the
system’s workings, while explainability builds on that concept and focuses primarily on making the
reasoning processes retraceable and interpretable by humans. To this end, additional information and
concrete steps towards the implementation of these measures can be found in Deliverable D9.1 (Legal
and Ethical Guidelines). The measures taken during the MAGNETO project therefore include the following:
-

-

-

The adherence to the MAGNETO privacy by design approach that has prioritized transparency and
accountability as two key requirements to achieve legal compliance with data protection law.
The provision of extensive documentation of system workings through the drafting of project
Deliverables on technical features. This information will allow reviewers, auditors and end-users
to obtain a detailed understanding of the system’s functionalities, reasoning processes and the
implementation of legal and ethical safeguards.
The implementation of a robust logging system to establish data provenance, record system
operations and monitor operator actions. The logs of the system’s workings can be used to
ascertain exactly how the system undertook certain processing operations and who, how and
what interacted with the tools.
The adoption of configurable settings for data minimization and categorization of information.
This includes extensive access controls that can be used to enforce accountability rules and access
rights of system operators, as well as flagging and marking tools to allow operators to indicate the
quality, origin and reliability of certain datasets in order to improve data provenance.
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-

-

-

-

The exploration of how visualisation techniques such as VR, graphing and clustering can be utilized
to represent system processes and algorithmic reasoning in an accessible manner that is easily
understandable and interpretable by human operators.
The requirement of a human in the loop that validates and decides on the basis of the outputs
provided by the MAGNETO tools. This is to ensure the existence of a human element that adds an
additional layer of accountability to the deployment of the system.
The adoption of a transparent approach to enforcing the exercise of data subject rights, in
particular the limited right to an explanation. The MAGNETO system is constructed in such a way
that an accountability-minded approach is taken towards both the machine learning processes
and rule-based reasoning in the system. To the further extent possible, these processes can be
retraced by auditors and system operators to review the logical steps taken and inferences made
by MAGNETO.
The adherence to a proactive approach towards preventing problems from occurring that might
be hidden through algorithmic opacity, such as the exclusion of sensitive attributes in profiling
processes in order to avoid biases.

Residual risks
The implementation of the abovementioned mitigation measures lowers the residual risks in terms of
likelihood but not severity. Regarding the likelihood of the risk manifesting, the residual risk can be
considered to be significant. While the safeguards implemented in the MAGNETO system are extensive,
robust and in line with the recent state of the art, the issue of algorithmic accountability remains a
considerable challenge for all modern AI and advanced analytical systems that incorporate machine
learning features into their design. As such, there is still a reasonable possibility that a certain degree of
opacity can be present at this stage of the project. Still, this assessment and classification is subject to
change and could be lowered further based on future developments. Regarding the severity of the risk,
the classification will remain limited after the implementation of safety measures. This is due to the
abovementioned limited adverse impacts that opacity and unaccountability can have in their own right.
vii.

System misuse

Risks and affected values
An additional risk carried by advanced law-enforcement technology is the possibility of misuse. It is
possible for end-users or individuals with malevolent intentions to exploit the tools and technologies for
purposes different from those envisioned during their development and deployment. In other words,
analytical tools may be repurposed and misused for unethical purposes, which may cause harm to the
individual citizens subject to the analysis carried out through the system. Such misuse can occur at the
end-user level, such as by repurposing a system to operate for different purposes as described above
under the section on transgression into mass surveillance, or at the level of individual operators or
external threats that might gain unauthorized access to the system or use it for unwarranted purposes
that go beyond their access rights.
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The problem with the first scenario refers to the fact that the misuse of analytical systems like MAGNETO
can have serious consequences related to social discrimination, privacy infringement, political repression,
censorship and misuse of public power. These risks can also trigger chilling effects and self-censorship,
thereby affecting other human values as well, such as freedom of expression and association. Without
adequate safety measures in place, system misuse at this level can interfere with numerous human rights
and interests.
Regarding the scenario of individual misuse, system operators using the technologies for other purposes
or external actors gaining access to sensitive information can have consequences for the reliability of
evidence or the interests of the persons affected thereby. The unauthorized access, alteration or erasure
of police records and personal information can harm the integrity of ongoing investigations and have
negative effects on the data subjects whose sensitive information might be revealed. These scenarios
could damage or disrupt the produced evidence and its provenance which could in turn affect the
outcome of police investigations and criminal procedures. Similarly, less invasive actions such as operators
using the system for searches in their own interest could still raise ethical concerns and affect the public
trust in law enforcement agencies. To this end, including measures opposing and prevent misuse are an
important part of the development of these systems.
Likelihood
The initial likelihood of the MAGNETO system and its tools being misused for unauthorized purposes can
be considered to be significant. Due to the capabilities and extensive potential for data analytics that
MAGNETO provides, it is possible and reasonable to consider the possibility of an end-user or system
operator misusing the technology for unintended and unlawful purposes. Without additional safety
measures, it is a realistic possibility that an individual might go beyond his access rights or utilize
MAGNETO functionalities for personal purposes, such as retrieving sensitive information on personal
acquaintances that have no relationship to ongoing investigations or police duties.
Severity
The initial severity of the technologies developed during the MAGNETO project being misused can be
considered to be significant. This is the case both for end-users and law enforcement agencies attempting
to repurpose the system to be utilized in ways beyond the objectives for which it was originally designed,
as well as system operators using its tools for personal reasons or unauthorized purposes. These
transgressions can subsequently have significant impacts on the interests of those affected thereby. In
particular, the moral and material wellbeing and integrity of citizens could be violated by unwarranted
searches of their personal information as well as undue data analytics relating to them.
Mitigation measures
To address these concerns, the MAGNETO project is implementing a number of mitigation measures
aimed at reducing the risk of system misuse. The consortium is aware of the significant negative and
adverse effects that can stem from such misuse and has made it a priority to adopt safeguards to prevent
these risks from materializing in practice. Additional information can be found in D9.1 (Legal and Ethical
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Guidelines) as well D11.4 (Misuse Guidelines) that set out concrete steps to prevent misuse and detail the
concrete methods of implementing the following features in the MAGNETO system and tools:
-

-

-

-

-

-

-

The implementation of extensive access control mechanisms that can be configured to enforce
access rights and restrict system use to what is authorized for a particular user profile. This feature
will limit the unlawful use of system processes and unwarranted access of system information on
the basis of local policies at law enforcement agencies.
The close adherence to the principle of data minimization in order to limit access to sensitive
information by design and by default. This feature will restrict certain types of data and the
processing thereof to those with an absolute necessity to interact with this information. As such,
it will restrict the impact of any misuse and transgressive behaviour.
The implementation of measures to support the principle of purpose limitation and enforce the
notion that personal data can only be processed for the purpose for which it was obtained. This
ties in with data minimization tools tied to user profiles and access rights, and can limit certain
types of data or details to only be accessed by authorized persons working on a specific case or
assignment.
The incorporation of detailed logging features to record and identify system misuse. These
features will allow administrators and oversight bodies to review the ways in which the tools had
been used in order to guarantee their lawfulness.
The inclusion of robust security features to prevent external tampering, internal violations of
access rights and system misuse, and the unlawful repurposing of MAGNETO features and
capabilities.
The drafting of the MAGNETO misuse guidelines under Deliverable D11.4. These guidelines
provide additional information on cases of system misuse, possible consequences and strategies
to address them during development and deployment.
The incorporation of a warning message that alerts system operators of the necessity of
lawfulness, the fact that logs are kept of their interactions with MAGNETO and the possibility of
being faced with sanctions for misuse.

Residual risks
As a result of the implementation of the abovementioned mitigation measures, the residual risk will be
decreased in terms of both likelihood and severity. Regarding the likelihood of the risk, the adoption of
strict access control mechanisms will put in place enforceable limits to prevent unauthorized persons from
utilizing the system in undue ways. Similarly, the existence of robust security features prevent the system
and its capabilities from being repurposed and altered to achieve otherwise unintended objectives. As
such, the residual likelihood can be considered limited as it is unlikely that the system will be misused
following the adoption of these measures. Regarding the severity of the risk, the residual categorization
can be considered to be limited. This is due to the adoption of features such as data minimization
protocols to categorize and limit access to certain categories of data. These mechanisms will considerably
lower the adverse impacts of certain types of misuse that would otherwise result in confidential and
sensitive information being viewed or tampered with.
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viii.

Violation of integrity of police investigations and evidence

Risks and affected values
Another possible risk factor is that the use of such analytical systems can negatively affect the integrity of
police investigations and the reliability of the evidence that is produced. On the one hand, these
technologies may be misused to produce evidence that does not comply with the evidentiary principles
established by criminal procedure law. On the other, their application could result in the damaging or
destroying of existing evidence by through exploits or system flaws and vulnerabilities. In both situations,
the lack of integrity of the evidence would lead to a violation of integrity of police investigations in general
by compromising police tactics, operations and future prosecutorial activities. This can occur when, for
example, computerized biases or inaccuracies affect the neutrality of the system’s reasoning processes,
or when system flaws undermine proper data governance and the integrity of personal data which might
result in flawed conclusions, reports or recommendations that operators nevertheless follow up on. This
can furthermore result in public distrust of new police technologies and cause detriment to the standing
and trustworthiness of law enforcement actions.
As such, the use of opaque and potentially flawed systems can affect the integrity of police investigations,
the fairness of police interventions based thereon, and the accuracy, reliability and objectivity of system
outputs that could be tainted by bias, flaws or a misunderstanding of the system’s inner workings. As
discussed under the section on misuse, the unethical and unauthorized use or repurposing of such
technologies can further exacerbate these issues and cause harm to individuals by unfairly targeting them
or damaging the reliability of important evidence. Therefore, a key risk of the development and
deployment of any advanced analytical system used in the law enforcement sector is that inherent flaws,
shortcomings or unintended cases of misuse can result in flawed outcomes, undermine the integrity of
the data and evidence produced, and lead to undue police interventions based on system processes.
Likelihood
The initial likelihood of system misuse and inherent technical shortcomings affecting the integrity of police
operations and the reliability of the produced data and evidence can be considered to be significant.
Given the fact that research has demonstrated that the use of flawed analytical systems have resulted in
flawed outcomes that perpetuated unlawful behaviour [31], it is to be assumed that is both possible and
reasonable for such outcomes to materialize in MAGNETO without additional safeguards put in place. A
lack of mitigation measures would make it likely that insufficient attention would be paid to considering
how system flaws can have adverse effects on the reliability of police interventions and the integrity of
the data and assessments processed and produced by the system.
Severity
The initial severity of such a violation of the integrity and reliability of police interventions and obtained
evidence or intelligence can be considered to be maximum. The use of advanced analytical systems in the
context of law enforcement and criminal justice can result in violations of procedural rules and affect the
integrity of police operations [32]. In turn, this can harm the quality of the evidence and perpetuate
harmful, unlawful and unfair practices based on flawed or biased analytics. As a result, the rights and
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interests of citizens can be significantly and adversely affected by wrongful police interventions that can
have lasting and serious consequences on a person’s physical, material and moral wellbeing. Similarly,
harm can also be caused to the interests of society at large in the event that unfair practices are
perpetuated that can contribute to social inequalities or when guilty perpetrators are acquitted as a result
of flawed data processing invalidating evidence.
Mitigation measures
To mitigate and address the abovementioned risks from arising in the MAGNETO system, a number of
concrete counter-measures have been identified. Following the detailed analysis thereof in Deliverable
D9.1 (Legal and Ethical Guidelines), these safeguards are being implemented in the MAGNETO tools in
order to limit the likelihood and severity of the risk manifesting. Among others, the steps taken to prevent
the integrity of police investigations and the data produced by the system include the following:
-

-

-

-

-

-

The adoption of access controls that can be configured to limit certain processes to exclude
particularly sensitive types of data and limit the use of tools to operators with the appropriate
level of authorization to prevent misuse. This data minimization approach to system design allows
for it to be configured to enforce local policies.
The upcoming completion of Deliverable D5.3 on court-proofing evidence to consider additional
procedural guarantees for the establishment of reliable evidence and data.
The adherence to the MAGNETO data protection by design and by default approach to comply
with legislation on the lawful and fair use, deletion, storage and processing of personal data in
order to prevent transgressions that could affect its integrity.
The inclusion of features for data deletion and storage management, as well as methods for
correcting inaccurate information to avoid flawed or unlawful system processes.
The implementation of measures to promote the exercise of data subject rights, including the
categorization of types of data and the persons they relate to as well as tools to explain system
processes and allow them to be reviewed by auditors and in a court-setting as to demonstrate
lawfulness.
The adherence to identified requirements to address the possibility of algorithmic discrimination
and biases occurring in the system, as described above.
The inclusion of hard limits on algorithmic profiling to avoid undue and unfair outcomes that could
significantly affect the wellbeing of data subjects envisaged thereby.
The adoption of transparency and accountability measures as described above in order to prevent
the system from being a black box without a way to assess its inner workings and establish
lawfulness of system processes.
The drafting of manuals and training materials for end-users to avoid feedback loops and raise
awareness about the risks that are associated with the deployment of advanced analytical
systems.
The core design features that require a human in the loop to make any decision or act upon
recommendations and system processes. MAGNETO is unable to act upon its reasoning processes
and requires a human to validate the outcomes and decide on further actions.
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-

The implementation of an extensive logging system capable of identifying transgressions and
establish correct data provenance to underline the reliability of evidence.

Residual risks
Upon the implementation of the abovementioned mitigation measures, both the severity and likelihood
of the risks manifesting can be considered as having been decreased. First, the likelihood can be seen as
being limited. While not of negligible concern, the broad scope of the safety features considerably lowers
the probability of system flaws and misuse affecting the outcome and diminishing the reliability of police
interventions. The inclusion of privacy by design safeguards to limit the use of system processes to what
is necessary and authorized, while the extensive attention paid to addressing bias, discrimination and
inaccuracies make it difficult for those to manifest in reality. Second, the severity can be considered to be
significant. Despite the fact that it is highly unlikely that these consequences will occur, they are
nevertheless still capable of seriously affecting the police investigations and those affected thereby. Still,
the use of logging features to establish a clear trail of data provenance and allow for issues to be identified
is seen as having a positive impact. Similarly, the inclusion of data categorization and minimization
measures considerably reduces the severity of system transgressions.
ix.

Data security and data protection infringements

Risks and affected values
A final risk factor concerns the potentially serious consequences of non-compliance with key data
protection principles and the lack of data security features to prevent and counter-act system
vulnerabilities and data breaches. While chapters 2 and 3 of this document already set out a framework
for an assessment of the impact thereof, the importance of data protection and data security for the
MAGNETO project warrants compliance therewith to be considered a separate and general risk.
Regarding data protection in general, there exist a number of core principles that must be abided by under
EU law. This holds true for both the processing of personal data for general or commercial purposes, as
well as for processing activities in the sphere of criminal justice and law enforcement. These data
protection laws exist to protect citizens’ interests relating to privacy, security and integrity of their
personal data and private lives. To comply with these principles and adhere to a strict privacy by design
approach, the development and deployment of advanced analytical systems must consider its obligations,
support the exercise of data subject rights, limit the processing to what is necessary for a particular
purpose, implement safeguards to promote system accountability, and pay particular care to sensitive
categories of data. Without such an approach to system design, the rights and interests of citizens are at
risk of being violated and the objectives of fair, reliable and accountable policing can be thwarted.
Regarding data security in particular, advanced analytical system that comprise a set of tools for the
processing of personal data are required by data protection law to include adequate security protocols. If
those security protocols are not in place, the confidentiality, integrity and availability of the data within
the system would be put at risk [33].
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As such, the security and protection of the data to be processed through systems like MAGNETO is of
particular importance given the high risk to human rights and freedoms that a breach of that data would
involve. This is because the potential sensitivity of the data to be processed, as the data may reveal
sensitive characteristics of the individuals concerned as well as information relating to police data and
investigations. Moreover, data sources are expected to contain data related to criminal convictions and
offences, which is also personal data that needs to be particularly protected against security risks under
the data protection regulations.
In this light, a key risk factor to mitigate is the possibility of data breaches, violations of access rights and
overall non-compliance with data protection law.
Likelihood
The initial likelihood of data security and data protection principles and requirements being violated can
be considered to be significant. The issue of combining respect for fundamental data protection and
security tenets in the context of big data analytics is well known [34]. Problems of framing the analysis of
large volumes of data while complying with the core principles of data minimization and purpose
limitation are commonplace in AI systems. Similarly, requirements mandating respect for data subject
rights, limits on profiling, restrictions on the use of sensitive data and general accountability and
explainability of system processes and reasoning are bound to raise concerns and legal issues.
Additionally, the nature of the data stored in law enforcement systems might make them especially
attractive targets for system misuse or external threats seeking to gain access thereto. As such, it is likely
and reasonable to assume that, without the implementation of safeguards, the risk of similar issues and
risks of legal non-compliance might arise within the context of MAGNETO as a result of its advanced
analytical capabilities and tools.
Severity
The initial severity of the risk of infringing upon data protection and data security principles can be
considered to be significant. Regulations and fundamental tenets of the protection and security of data
that is both personal and non-personal exist to protect the interests of data subjects and individuals as
well as the integrity, accuracy and reliability of the processing operations. Without significant attention
paid to complying with these conditions, the rights and interests of citizens could be severely affected as
a result of the misuse of their data. This can cause harm that is primarily of a material and moral nature,
as the consequences of unwarranted, faulty or excessive processing of their personal information can
result in material damages such as the loss of opportunities and income as well as feelings of distrust and
violation.

H2020-SEC-12-FCT-2017-786629 MAGNETO Project

Page 89 of 118

D9.3 Ethical and Legal Impact Assessment
Mitigation measures
Compliance with data protection law and principles of data security is a core objective of the MAGNETO
project. To this end, considerable attention has been paid to reviewing the legal framework, identifying
the requirements that are to be met both during the development of the project as well as the future
deployment of the tools, and drafting concrete strategies to implement them in the MAGNETO
technologies. A detailed overview of the data protection framework and the steps taken to comply
therewith can be found in Deliverable D9.1 (Legal and Ethical Guidelines). Similarly, the first section of this
document contains an extensive overview of the data protection aspects of the MAGNETO project that
are relevant for the performance of this impact assessment and will therefore not be repeated in full.
Nevertheless, the foremost measures to mitigate risks of infringement on data protection and data
security principles include the following:
-

-

-

-

-

-

The inclusion of an extensive access control system that implements principles of data
minimization and purpose limitation in a concrete manner. This system of authorizations will
allow for administrators and end-users to limit the access to certain tools, datasets and
capabilities of MAGNETO. These access controls are therefore an ideal method to allow data
protection considerations and policy to be enforced by the system itself.
The adoption of robust security measures to prevent unauthorized access to MAGNETO features
by both external and internal actors and operators, as well as maintain the confidentiality,
integrity and availability of data at all times. These measures shall include features for encryption
as well as other privacy-enhancing technologies and back-ups to prevent system files being lost.
These measures will be subject to pentesting and validation to identify and address possible
vulnerabilities.
The implementation of features to allow for the system’s inner workings to be reviewed, assessed
and interpreted by human actors in order to counter-act biases, inaccuracies and system faults as
well as to support the exercise of data subject rights. This is put in place to improve and promote
the overall fairness, transparency and accountability of the MAGNETO system.
The inclusion of features to pseudonymize and anonymize personal data in order to protect the
identity of data subjects and limit such information only to what is necessary for authorized
persons.
The adoption of features capable of categorizing or flagging certain types of data, such as sensitive
personal information, and thereby protecting their integrity and limiting for what purposes and
in what ways they might be used.
The development of an extensive logging system that will record system actions and operator
interactions in order to identify possible flaws and cases of misuse. This will enable oversight and
auditing of the system’s workings and use in practice.
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Residual risks
The residual risk of interferences with data protection and data security principles occurring will be
significantly decreased after the implementation of the abovementioned mitigation measures. With
regards to the likelihood, the residual risk can be considered to be limited. While it remains an possibility
that such interferences occur as a result of unlawful or incorrect system use by law enforcement endusers, the technical safeguards implemented in the MAGNETO system will prevent certain interferences
from occurring and provides administrators and supervisors with powerful tools to restrict data processing
to the necessary and authorized degree while being able to identify and counteract transgressions quickly.
Similarly, the residual severity of the risk can also be categorized as limited. This is due to the inclusion of
minimization measures that can restrict how particularly sensitive or confidential data can be accessed or
processed, and to what extent different users can interact with aspects of the system. The inclusion of
features to promote the right to an explanation and counteract potentially biased or inaccurate cases of
profiling and data analytics further decreased the potential impact of the risk manifesting and lowers the
harm that might be caused to that of limited severity.
C. Summary of risk reduction in MAGNETO
The following table provides an overview of the identified primary risks and summarize the risk
assessment, the measures taken and the residual risk categorization.
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Risk of
impacts

adverse Affected values and interests

Likelihood Severity

Key mitigation measures

Residual risk

Interference with the Human right of privacy and autonomy
right to privacy

Significant

Significant Privacy and data protection by design Limited likelihood and severity.
and by default, data minimization, limits
on system scope, access controls…

Interference with due Human right of fair trial and due process
process guarantees

Significant

Maximum

Human in the loop, explainability, court- Limited likelihood and severity.
proofed evidence…

Discrimination
biases

and Human right of non-discrimination and Significant
equal treatment

Significant Representative datasets, exclusion of
sensitive data, ML validation…

Limited likelihood and severity.

Transgression
surveillance

into Human right of privacy and respect for Limited
private life

Significant Access controls, security features Negligible
likelihood
against alteration, privacy-by-design…
limited severity.

and

Algocracy and
mathwashing

Human influence on and overview of Significant
computerized processes

Significant Training materials, documentation, Limited likelihood and severity.
warning messages, visualization…

Opacity and
unaccountability

Awareness of decision-making processes Maximum
and understanding of their workings

Limited

System misuse

Legitimate legal basis and authority for Significant
processing of police data

Significant Access
controls,
logging
and Limited likelihood and severity.
recordkeeping, data minimization…

Violation of integrity
of police
investigations and
evidence

Reliability of police interventions and Significant
establishment of trustworthy and
accurate evidence chains

Maximum

Data security and
data protection
infringements

Confidentiality, Availability and Integrity Significant
of personal data, and data subject rights

Significant Robust security features, access control
measures…

Explainability,
transparency
accountability features, logging…

and Significant likelihood
limited severity.

Security measures, logging and Limited
likelihood
recordkeeping, court-proofed evidence, significant severity.
access controls, data minimization,
explainability and accountability…

and

and

Limited likelihood and severity.

4.3.2

State of implementation of the legal and ethical requirements checklist

Developing a platform that complies with the relevant legal frameworks and operates in an ethical and
fair manner corresponding to standards of law enforcement practice is a key objective of the MAGNETO
project. To this end, Deliverable D9.1 set out the ethical and legal guidelines for the development and use
of the MAGNETO system and tools. As part of this Deliverable, a checklist was drafted to provide an
overview of the key legal requirements and translate them into concrete technical strategies for their
implementation in the system. The following section contains an updated version of his checklist as of
M20 (December 2019). It includes a summary of the main legal and ethical requirements, a designation
of the responsible work package and partners, the current state of completion, and a brief update on the
status of the implementation of each requirement. This status update was provided by the technical
partners responsible for this effort. Note that the status update is brief and summary in length. The full
details of the technical progress can be found in the relevant Deliverables as cited in the table below. In
the final impact assessment (D9.4), a full and more comprehensive section on the implementation will be
provided.
When consulting the checklist, it is crucial that reference is made to the content of D9.1, D9.2 and D2.3
as they further expand on each of the requirements summarized hereafter and provide additional
information on how they are being implemented into the system.
Table: Checklist of legal and ethical requirements in MAGNETO technical design

#

Requirement

WP /
Partner

Status

Notes on implementation

R1. Fundamental rights and freedoms
R1.1

The MAGNETO consortium will take into consideration the
relevant legal instruments regarding human rights during
the project. The developed tools, platform and system will
contain protocols assuring the proportionality of their use as
well as safeguards for the protection of fundamental
freedoms, primarily those of the right to a fair trial, privacy
and non-discrimination. More details on the legal
framework applicable to MAGNETO may be found in section
2.2 (The Legal Framework) of this deliverable.

ALL
PARTNERS

Partial

This legal requirement is an overarching obligation
that applies to all MAGNETO tools. Its realization
therefore depends on the implementation of the
requirements in the following sections.

R1.2

Access control systems with customizable profiles and action
traceability mechanisms to ensure the lawful nature of the

T9.2 (ITTI)

Nearly
complete

The necessary tools for access control are set-up.
However, in order to check whenever this
requirement is fulfilled, dedicated tests need to be
executed.

processing (see R17 (Access control) below). Relevant
information about this requirement may be found in section
2.3 (Authorisation and accountability) of this deliverable
and, in particular, in deliverable D9.2 (Access Authorization
and Accountability Module), which is devoted to the
fulfilment of the access control requirement.

R1.3

Design strategies in the platform architecture that enable
that automated profiles provided by the system must not
contain discriminatory or unfair biases. During the

These tests are currently under investigation in
order to determine their scope and execution. They
will be run to a certain extent in the future.
Moreover, to ensure traceability, all modules need
to be involved as these are responsible for storing
(logging) relevant data.
WP3,
WP4
and WP5 (ALL
MACHINE

Nearly
complete

The facial recognition component is developed
based on the FaceNet deep-learning architecture.
The proposed algorithm processed the pixel values
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#

Requirement

WP /
Partner

MAGNETO development, safeguards are considered
towards the creation of the adequate architecture to
prevent inherent biases in the algorithms and during the
machine learning processes. This will occur during the
design, training and validation of the systems. More details
relevant to this requirement may be found in the pertinent
sections of this deliverable (inter alia, 2.2.1.1 (Fair Trial), 3.3
(Biometrics:
facial
recognition),
6.2.2
(Fairness,
accountability and transparency), 6.2.4 (Purpose limitation,
data minimization and accuracy), 6.2.9 (Automated
decision-making and profiling) and 6.2.12 (Nondiscrimination and equality).

LEARNING
PARTNERS)

Status

Notes on implementation

to enable suspect identification, whose identity has
been indexed within the LEA databases. The
training of the network has been carried out using
a large-collection of faces used in academic
research and has been scientifically approved for
the lack of bias in the network model.
Additional components developed in the project
such as DROP and person re-identification that have
been developed remain agnostic to the input data
and process the low-level information extracted
from the image and video streams based on the
convolution process carried out on the pixel
information contained in the media.
IOSB tools will not provide any profiles that are
based on training with data supplied within this
project, as it has been not suitable for this purpose.
The text-mining component is based on public
available corpora that have been approved not to
contain any bias.
Other algorithms (i.e.
classification based on Decision Trees) will be
trained later ba the LEAs with the case-specific data.
The classification algorithms do not have any
knowledge of the semantic meaning of the data,
making it impossible to recognize bias. As such, it
will be part of the training for the LEA-operators to
take care not to include any discriminating or biased
data.

R1.4

R1.5

MAGNETO profiling capabilities will be able to disallow the
use of special categories of data and/or sensitive qualities or
attributes of individuals in the data analytics (see R11
(Automated individual decision-making) below). More
details on what data may fall under those categories may be
found in the relevant section of this deliverable (6.2.10.4
(Special categories of data)). Further details on the rights
concerned by this requirement are provided in several
sections above (such as 6.1.4 (Equality), 6.2.11 (Data subject
rights) and 6.2.12 (Non-discrimination and equality).

WP2, WP3,
WP4, WP5,
WP6
(ALL
TECH
PARTNERS)

The development of MAGNETO will incorporate key privacy
by design strategies, such as:

WP2, WP3,
WP4, WP5,
WP6
(ALL
TECH
PARTNERS)

•
•
•
•
•
•
•

Using engineering privacy to embed privacy in
the design of the system
Taking a user-centric approach
Avoiding false dichotomies, such as privacy vs.
security
Being transparent with users
Implementing a full lifecycle protection
Valuing privacy as the default setting
Proactive prevention of data breaches rather
than a reactive approach.

Nearly
complete

The scientific algorithms developed in the project
aim to facilitate processing of large volume of
evidence through automated summary. However,
the decision upon the processing of filtered results
from the component is left to the investigators.

The IOSB tools of WP 4 and WP 3 do not use
sensitive data categories such as ethnic group,
religion or sexual orientation to deliver their results.
The rules for the semantic reasoning cannot obtain
biases because the design of the ontology excludes
to specify these sensitive data categories.
Partial

The software components integrated within the
MAGNETO platform offer a detailed outline of
various machine learning technologies integrated
that offers transparent justification on the
computational outcome of the evidences
processed. Such examples include, the use of
FaceNet deep-learning network architecture and
SURF based feature matching for DROP component.

Person fusion tool will fuse person instances that
are referring to the same physical person in a nonautomatic way, allowing end-users to decide which

More details on what privacy and data protection by design
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#

Requirement

WP /
Partner

Status

and by default entail may be found in section 6.2.8 (Privacy
and Data Protection by Design and by Default) above.
Moreover, specific design strategies that support and aim to
implement privacy and data protection by design may be
found in deliverable D9.2 (Access Authorization and

persons will be fused, enhancing, thus, the
transparency of the system.

The IOSB tools are integrated into the MAGNETO
framework that supplies the key privacy by the
authentication and authorisation infrastructure.

Accountability Module).
R1.6

The MAGNETO project will take measures to establish data
governance as to achieve reliable court-proof evidence that
can be reviewed and further relied upon. Detailed
information on the strategies used by the MAGNETO
consortium for data governance may be found in section 5
(Research Governance) above. Other sections providing
relevant information are 2.3.2 (Accountability) and 6.2.2
(Fairness, accountability and transparency).

Notes on implementation

WP5

Partial

Court-proof evidence is achieved by linking results
of text-mining and reasoning to the original
resources that they are based on.

This will be further examined in D5.3 on courtproofing evidence.

R2. Lawfulness and fairness of processing
R2.1

The MAGNETO consortium will abide by data protection law
and its general principles during the project and deliver a
final system that incorporates key data protection
safeguards as described in the relevant sections of this
deliverable, in particular 5.4 (Data protection) and 6.2 (Legal
and Ethical principles and safeguards).

ALL
TECH
PARTNERS

Complete

All the research components and modules
implement strict data access restrictions based on
the Keycloak integration of backend services.

R2.2

Access control mechanisms to ensuring that only authorized
personnel can use the system to access the approved cases
or information. More details on access control mechanisms
are provided by the relevant sections of this deliverable,
such as 2.3 (Authorisation and accountability) and 6.2.4
(Purpose limitation, data minimization and accuracy) and, in
particular, in deliverable D9.2 (Access Authorization and
Accountability Module), which provides details on specific
design strategies that support the fulfilment of the access
control requirement.

T9.2 (ITTI)

Nearly
complete

The necessary tools for access control are set-up.
However, in order to check whenever this
requirement is fulfilled, dedicated tests need to be
executed.

The MAGNETO platform will display a warning message
when accessing the system stating that the users have the
legal responsibility to only use the system when authorized
to do so, that the data inserted or retrieved with MAGNETO
must have been collected and further processed in a manner
compliant with police protocol and criminal procedure, and
that the system must only be used for lawful purposes in line
with the police mandate as to avoid system misuse. More
details relevant to this requirement may be found relevant
sections above, such as 4.1.2 (OSINT and SOCMINT in
MAGNETO) and 6.2 (Legal and Ethical principles and
safeguards).

WP5 (UPV)

Particular attention must be paid to addressing concerns
raised regarding the issues of processing OSINT and

WP3, T9.2

R2.3

R3.3

Tests are under investigation and they will be run to
a certain extent.
Moreover, to ensure proper authorisation, all
modules need to be involved as these are
responsible for checking whenever a certain user's
role allows for calling specific functionality. As
specified in the design of AA this is not handled
centrally but by the upstream services.

Nearly
complete

It has been added a warning message with the legal
responsibilities when the Magneto user access to
Magneto platform.

The concrete details and contents of the warning
message will be drafted by KUL and CBRNE.
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#

Requirement

WP /
Partner

Status

SOCMINT data in the system. In addition to the
abovementioned warning message, specific data
minimization techniques such as flagging and logging must
be implemented to safeguard the lawfulness of these
operations.

Notes on implementation

SOCMINT resources. Others will be covered by the
measures further described below.

R3. Purpose limitation
R3.1

Access control mechanisms will restrict the limitless use of
data. Those mechanisms will allow MAGNETO end-users to
restrict certain types of data to certain users from, for
example, a particular department with a specific purpose.
Database integration and additional restrictions might be
provided for to allow data that was collected exclusively for,
for example, the fight against terrorism to not be accessible
by general police staff. More details on the purpose
limitation requirement may be found in section 6.2.4
(Purpose limitation, data minimization and accuracy) of this
deliverable.

T9.2 (ITTI)

Nearly
complete

This heavily depends on upstream services and
need to be tested. Dedicated tests are under
investigation.

Access control mechanisms should ensure to limit LEAs’
personnel access only to the data necessary to accomplish
their tasks. The mechanism should allow end-users to
configure access rights on the basis of the type of data, the
profile of the system user and the purpose of the task. More
details on data minimisation in general and access control in
particular may be found in the relevant sections of this
deliverable, notably 6.2.4 (Purpose limitation, data
minimization and accuracy) and 2.3 (Authorisation and
accountability). Moreover, deliverable D9.2 (Access
Authorization and Accountability Module), provides details
on specific design strategies that support the fulfilment of
this requirement.

T9.2 (ITTI)

Nearly
complete

Services that rely on the HMI Web back-end
partially fulfil this requirement, because the backend incorporates the access control system.

All modules should process information only as a direct
request from a human operator on a specific per case basis
(case id, official id required) and only for the metadata of
information assigned to that case (this should have been
previously assigned/curated by a human operator). It will be
not possible to have modules automatically doing Big Data
analysis over all sets of cases/stored data. Detailed
information about automated processing of data is provided
in several sections above, in particular 3.4.1 (Profiling and
data linkage), 4.1.1 (Data Mining), 4.1.2 (OSINT and
SOCMINT in MAGNETO), 6.2.4 (Purpose limitation, data
minimization and accuracy), 6.2.9 (Automated decisionmaking and profiling) and 6.2.12 (Non-discrimination and
equality).

WP2, WP3,
WP4, WP5,
WP6
(ALL
TECH
PARTNERS)

R4. Data minimisation
R4.1

R4.2

As for service-to-service communication, tests need
to be run in order to verify the correctness of the
initial design.
Magneto Data repositories will permit access only
to those profiles previously authenticated and
validated in the Keycloack manager according to
the system policies.

Nearly
complete

Following the software service definition of Lazy
instantiation, the integration of research
component adopts a similar policy that enables
content processing following the need identified by
the investigator for processing content. The backend services is achieved through programming
interfaces which are required to be explicitly
triggered for operation from the front-end services.

Person Fusion Tool and Logical Reasoner will be
applied on demand by the end-users, either directly
or as a subprocess of workflow called by the LEAs’
officers.

The IOSB data mining and text mining tools operate
on single files only, that are ingested using the web
front-end for big data, responsible to assign it to a
specific case. There is no automatic processing, It is
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the obligation of the LEA end-user to decide for a
single file (or a case-specific file set) separately
which processing is required. The Call Data Record
analysis may be supplied with metadata by the
operator.

R5. Data security
R5.1

Data encryption and, where possible, other privacy
enhancing technologies (PETS) should be made available.
Section 6.2.7 (Security of processing) of this deliverable
provides more details on data security and PETs. Other
sections of this deliverable, such as 6.2.6 (Anonymization
and pseudonymization), provide relevant information to
gain a better understanding of this requirement.

T3.5 (EUROB,
ICCS,
UPV,
QMUL, SIV)

Nearly
complete

The Magneto Big Data Framework (MBDF) will
provide a module for data encryption to be used by
all modules based on their data handling needs. The
mechanism will be based on a public-private key
method, where only the top level responsible will
be able to introduce/provide the private key to the
system to run.
Similarly the MBDF will provide an anonymization /
pseudonymization module available both for
internal data storage or for external modules use.

R5.2

Each Database system in MAGNETO will provide store
information encrypted by default as well as integrated
automated backups. Redundancy will be available to be
implemented based on the available resources. Section 6.2.7
(Security of processing) of this deliverable provides more
details on the data security requirement. Other sections of
this deliverable, such as 6.2.6 (Anonymization and
pseudonymization), provide relevant information to gain a
better understanding of this requirement.

T3.5 (EUROB)

Nearly
complete

Data stored in the MBDF will make use of the above
described encryption method by default whenever
is possible and alternatives will be sought when
computational limitations arise (ie encryption of
large video files).

R5.3

MAGNETO will feature high security and system safety
standards that guarantee the ongoing confidentiality,
integrity, availability and resilience of processing systems
and services. The MAGNETO implemented API Gateway will
have potent security mechanisms and no other parts of the
MAGNETO modules will be exposed. All internal modules
will be secured and accessible only by authorized users via
MAGNETO Access and Control (Keycloak). Section 6.2.7
(Security of processing) of this deliverable provides more
details on this requirement. Further relevant information
concerning this requirement may be found in other sections
of this deliverable, such as 2.3 (Authorisation and
accountability),
6.2.6
(Anonymization
and
pseudonymization) and 6.2.7 (Security of processing), and in
deliverable D9.2 (Access Authorization and Accountability
Module), which provides specific design strategies towards
access control and support the achievement of data security.

WP2, WP3,
WP4, WP5,
WP6
(ALL
TECH
PARTNERS)

Complete

The service authentication layer is used to secure
the access to backend services, that enable content
processing.

R5.4

MAGNETO infrastructure will implement all available state
of the art security and safety measures to prevent any
unauthorised access or alteration, and to restore the
availability and access to data and system processes (backups). In the event of a data breach, the necessary details on
the event can be retrieved and exported to allow for further
investigation or to inform supervisory authorities and
affected persons of possible consequences. Relevant

WP6 (ICCS)

Complete

The container-based deployment of MAGNETO
research components is mapped against host
storage system. The new data generated by various
services will be encrypted using 256-bit encryption.

Anonymization/Pseudonymization module will be
used based on the type of information handled and
whenever it contains personal data.
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Backups are kept for the system. Access to the
servers that are used for hosting MAGNETO is
provided only to certain personnel. The servers are
hosted in a locked room with two-stage access and
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information related to this requirement may be found in
other sections of this deliverable, such as 2.3 (Authorisation
and accountability) and 6.2.7 (Security of processing), and in
deliverable D9.2 (Access Authorization and Accountability
Module), which provides specific design strategies that
support the achievement of data security.

Notes on implementation

only two persons have access to them.
Furthermore, the cameras are used to record the
room and avoid unauthorized access.
Necessary guidelines should be also provided to
LEAs when using the MAGNETO system in their
premises
IOSB services are integrated into the MAGNETO
Access and Control framework to fulfil this
requirement.

R5.5

API access Gateway will have all security measures activated
and full integration with Keycloak, as detailed in deliverable
D9.2 (Access Authorization and Accountability Module).

T3.5 (EUROB)

Complete

Only authorized users and systems will be granted
access to Magneto system resources/data.

R5.6

Penetration tests will be run to guarantee MAGNETO system
security as part of ongoing efforts to maintain and validate
system security. Relevant information related to this
requirement may be found in section 6.2.7 (Security of
processing) of this deliverable and in deliverables D2.3
(Refined System Architecture and Representational Model)
and D9.2 (Access Authorization and Accountability Module),
which provide more details on design strategies that support
the achievement of this requirement.

WP6 (ICCS)

Partial

Penetration tests are under investigation and they
will be run to a certain extent.

R6. Data accuracy
R6.1

Data updates should happen automatically (or after data is
marked as inaccurate). Detailed information on data
accuracy may be found in section 6.2.4 (Purpose limitation,
data minimization and accuracy) of this deliverable.

T3.5 (EUROB)

Unclear

Due to the uncertainty of how the system might be
integrated with LEA systems and the fact that the
MAGNETO project will only deliver a prototype, it is
not currently foreseen to implement automatic
updates of data accuracy. It is unfeasible to handle
automatically with the current maturity level that
all data will be introduced manually.

R6.2

Technical procedures will enable reviewing and removing
inaccurate or outdated data. Relevant information
concerning this requirement may be found in sections 6.2.4
(Purpose limitation, data minimization and accuracy), 6.2.5
(Storage limitations) and 6.2.10 (Other requirements of the
DPLED) of this deliverable.

WP2 (ITTI)

Partial

Currently, the data storages used by the Magneto
platform partially enables policies for data
retentions and cleanup.

The MAGNETO system should incorporate a tagging and
marking system that allows for the marking of different files
and datasets as to illustrate their reliability, origin, file type,
sensitivity and usage rights. In combination with the access
control system, this will allow end-users to establish clear
limits and procedures to their use as well as provide
operators with immediate information on the data they are
processing. Further information can be found in sections
6.2.4 (Purpose limitation, data minimization and accuracy)
and 6.2.10.2. (Distinctions between categories of Data
Subjects).

WP3,
WP6
and T9.2 (ITTI)

R6.3

In the further real implementation (in practice, not
in R&D project) the methods for detecting data
inaccuracy would need to be designed, developed,
and tested. However, it's out of scope of MAGNETO
project itself.
Nearly
complete

The MAGNETO external-interfaces component has
inbuilt features to enable the traceability of
external documents and evidence that are ingested
into the platform.

IOSB services rely on the ingest mechanism of the
Web frontend that incorporates the access control
system.

R7. Time limits for storage and review
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R7.1

The MAGNETO system will incorporate the possibility to
delete data for a case at the request of a higher LEA profile,
after the closing of a certain case, or after a predefined
timeframe either automatically or by presenting a reminder
or prompt. More details about this legal requirement may
be found in section 6.2.10.1 (Time-limits for storage and
review) of this deliverable. Other sections of this deliverable,
such as 6.2.2 (Fairness, accountability and transparency) and
6.2.4 (Purpose limitation, data minimization and accuracy),
provide relevant information to gain a better understanding
of this requirement.

T3.5 (EUROB,
ICCS,
UPV,
QMUL, SIV)

Nearly
complete

When a case is closed or after a defined timeframe
of 6 months without activity an alarm in the HMI
will indicate the human operator about potential
requirement of data deletion.

R7.2

Semi-automated procedures that will notify MAGNETO endusers when data within the system should be deleted (after
a predefined timeframe). More details about this legal
requirement may be found in section 6.2.10.1 (Time-limits
for storage and review) of this deliverable. Other sections of
this deliverable, such as 6.2.2 (Fairness, accountability and
transparency) and 6.2.4 (Purpose limitation, data
minimization and accuracy), provide relevant information to
gain a better understanding of this requirement.

T3.5 (EUROB,
ICCS,
UPV,
QMUL, SIV)

Nearly
complete

An email will be send to the responsible LEA when
the previous condition is met, apart from the HMI
alarm.

R7.3

The anonymization and pseudonymisation techniques
implemented in MAGNETO (see R16 (Anonymisation and
pseudonymisation of data) below) will operate by default to
store and/or anonymize or pseudonymize personal data
when revealing personal information is no longer necessary,
in accordance with a predefined timeframe. More details
about this legal requirement may be found in sections
6.2.10.1 (Time-limits for storage and review) and 6.2.6
(Anonymization and pseudonymization) of this deliverable.
Other sections of this deliverable, such as 6.2.2 (Fairness,
accountability and transparency) and 6.2.4 (Purpose
limitation, data minimization and accuracy), provide
relevant information to gain a better understanding of this
requirement.

T3.5 (EUROB,
ICCS,
UPV,
QMUL, SIV)

Nearly
complete

Data anonymization module provided by MBDF will
be used for this purpose.

Complete

The scope of the MAGNETO research components
is to enable investigators access large-volume of
data and minimise the time involved in the
processing of heterogeneous data modalities. The
knowledge engineering solutions based on
semantic technologies will further facilitate a
translation of facts collected upon the investigation
into a human readable format through crosscorrelation of information. The modules do not
associate tags such as suspect, victim based on the
process, but is left for the human operator to assign
such labels based on the processed evidence.

R8. Distinction between categories of data subject
R8.1

MAGNETO will allow assignment of different types of data
categories to any data related to individuals based on their
involvement in a crime or their previous interactions with
the justice system. By default, the system will include at least
the following categories (enabling the creation of new ones):
suspect, offender, victim, witness, associates. In addition,
the system will allow different access and processing
according to the different types of defined data. More
details about this legal requirement may be found in section
6.2.10.2 (The need to categorise data subjects) of this
deliverable.

T4.2
(TRT,
EUROB, VML,
IOSB, SIV)

The Ontology defines the following object
properties to implement these categories:
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isSuspect,
isOffender,
isAssociate.

isVictim,

isWitness,

The
data
property
“hasCustom
DataSubjectCategory” may be used to assign
additional user defined subject categories

R9. Distinction between quality of data
R9.1

The system will allow end users to mark data as factual or
data based on personal assessments so as to enable the
distinction of different types of data given their quality.
Where possible, the system will classify the data
automatically, by marking data as factual or assumptions,
personal statements and other subjective information
differently, and will support intelligence assessment grids.
More details about this legal requirement may be found in
section 6.2.10.3 (The need to categorise data and to verify
quality of personal data) of this deliverable.

T4.2
(TRT,
EUROB, VML,
IOSB, SIV)

Complete

T4.2 (TRT)

[*]

T4.2 (TRT)

[*]

WP4
TRT)

Partial

The MAGNETO platform facilitates the distinction
between the human generated data (collected
through interviews, logs recorded as a result of
observation, such as CDR) against machine
generated data, which includes automated
reasoning solutions. The distinction will enable the
investigators to appropriately consider the validity
of the evidence while determining the course of the
investigation.

R10. Special Categories of Data
R10.1

It will be possible to flag in the system datasets containing
special categories of data (that is, data revealing racial or
ethnic origin, political opinions, religious or philosophical
beliefs, trade union membership, genetic data, biometric
data used for identification purposes, health data and/or
data concerning sexual orientation). More details about this
requirement may be found in section 6.2.10.4 (Special
categories of data) of this deliverable. Other relevant
information may be found in sections 3.3 (Biometrics: facial
recognition), 6.1.4 (Equality), 6.2.9 (Automated decisionmaking and profiling) and 6.2.12 (Non-discrimination and
equality).

R10.2

The processing of datasets containing special categories of
data will be limited, for example by not showing those data
by default and tying the access to sensitive data to the user
authorizations and access control profiles. More details
about this requirement are provided in section 6.2.10.4
(Special categories of data) of this deliverable. Other
relevant information may be found in sections 3.3
(Biometrics: facial recognition), 6.1.4 (Equality), 6.2.9
(Automated decision-making and profiling) and 6.2.12 (Nondiscrimination and equality).

R11. Automated individual decision-making
R11.1

Automated individual decision-making, including profiling,
provided by the system will require the approval (and
capability of intervention) of a human operator before the
results are further progressed into MAGNETO system. All
automated profiling outputs will always require the
validation and intervention of a human operator via the
Augmented Intelligence module before progressing in the
Business Process logic. However, note that “automated
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(IOSB,

The inferred knowledge of the reasoning tools is
clearly marked revealing its origin. The concept
“RelationDescription” allows the human operator
to mark the connected relation as “Approved” using
the data property “isApprovedByInvestigator”. The
inferred knowledge shall be kept separately (e.g.
private data store) until the approval to avoid that
other users may see it before the approval.
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Complete

To avoid possibly discriminatory results in the
reasoning process, all sensitive attributes like
ethnic group or sexual orientation have been
excluded from the ontology.

Partial

The research components integrated offers a
mathematical validation for the generated
outcome.

decision-making” in the context of data protection law and
the MAGNETO project are to be understood as tools
providing recommendations and outputs that will be
validated and decided upon by human actors. More details
about this requirement may be found in section 6.2.9
(Automated decision-making and profiling) above. Other
relevant information may be found in sections 3.3
(Biometrics: facial recognition), 3.4.1 (Profiling and data
linkage), 6.1.4 (Equality), 6.2.2 (Fairness, accountability and
transparency), 6.2.4 (Purpose limitation, data minimization
and accuracy) and 6.2.12 (Non-discrimination and equality).
R11.2

The automated decision-making components will be built on
the principle of lawfulness by design. To this end, black list
rules will exclude profiling solely on the basis of sensitive
attributes and the reasoning process will rely on objective
and reasonable grounds to avoid discriminatory profiling.
More details about this requirement may be found in section
6.2.9 (Automated decision-making and profiling) above.
Other relevant information may be found in sections 3.3
(Biometrics: facial recognition), 3.4.1 (Profiling and data
linkage), 6.1.4 (Equality), 6.2.2 (Fairness, accountability and
transparency), 6.2.4 (Purpose limitation, data minimization
and accuracy), 6.2.10 (Other requirements of the DPLED) and
6.2.12 (Non-discrimination and equality).

WP4
TRT)

R11.3

Detailed logging mechanisms allowing for the auditing of
system use and processes will be incorporated into the
processes supporting the profiling and automated decisionmaking practices (see R15 (Recordkeeping and logging)
below). The outcome of automated processes will be
reviewable and understandable as to promote transparency
and accountability. Detailed information about this
requirement may be found in section 2.3.2.1 (Logging and
Recordkeeping) of this deliverable and section 2.2 (Logging
and Recordkeeping) of deliverable D9.2 (Access
Authorization and Accountability Module). Other relevant
sections are 4.1.2 (OSINT and SOCMINT in MAGNETO), 6.1.4
(Equality), 6.2.2 (Fairness, accountability and transparency),
6.2.3 (Foreseeability and verifiability), 6.2.4 (Purpose
limitation, data minimization and accuracy), 6.2.10 (Other
requirements of the DPLED) and 6.2.12 (Non-discrimination
and equality) of this deliverable.

WP4 (IOSB,
TRT) and ALL
MACHINE
LEARNING
PARTNERS

(IOSB,

Machine learning algorithms are selected which
allow their outcome to be easily reviewed and
understood.

These developments are currently in progress
(IOSB).

R12. Data subject rights
R12.1

Technical procedures for data exports and updates will be
available. When requested, inaccurate or outdated
information can be updated, corrected or deleted from the
system. MAGNETO will also be able to export information
used to comply with data subject requests to receive
additional information on the processing of their data, such
as details on the information that is kept on them or what it
might be used for. Details about this requirement are

WP3 (QMUL,
EUROB,
PAWA, IOSB)
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Complete

The MAGNETO system and data processing
components feature dedicated processes for
exporting the data on request, including all details
regarding the processing and storage of the data.
The dedicated features allow also updates of the
data in order to delete, modify or enter new data.
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WP3 (QMUL,
EUROB,
PAWA, IOSB)

Nearly
complete

The processes for erasure of the individual data are
part of the core features dedicated for access,
modification and storage of the data in the
MAGNETO system.

provided in section 6.2.11 (Data subject rights) of this
deliverable. Other relevant information is provided in
different sections of this deliverable, such as 6.1.2 (Freedom,
Privacy and Data Protection), 6.2.1 (Proportionality and
necessity) and 6.2.8 (Privacy and Data Protection by Design
and by Default).
R12.2

Technical procedures will enable the erasure of data of an
identifiable individual. This feature of the system will rely
upon the relevant user authorization, in accordance with the
internal policies of the LEAs. Alternative measures, such as
anonymisation, will be available in the system when deletion
is not possible. Details about this requirement are provided
in section 6.2.11 (Data subject rights) of this deliverable.
Other relevant information is provided in different sections
of this deliverable, such as 6.1.2 (Freedom, Privacy and Data
Protection), 6.2.1 (Proportionality and necessity) and 6.2.8
(Privacy and Data Protection by Design and by Default).

IOSB will provide a tool for erasing instances of
personal information from the CRM (Common
Representational Model). Instead of deleting an
individual, the name of the individual may be
changed to anonymize it. By changing the name,
the previous name will be deleted and con not be
recovered.

R13. Legal compliance
R13.1

Access controls and the logging of actions and system
processes in a tamper-proof manner will be holistic part of
MAGNETO platform. This will be supported (among others)
by Keycloak and ElasticSearch for the purpose of allowing
end-users, data protection officers and supervisory
authorities to establish legal compliance. Relevant
information related to this requirement may be found in
section 6.2 (Legal and Ethical principles and safeguards) of
this deliverable and section 2 (Ethical and legal aspects of AA
implementation) of deliverable D9.2 (Access Authorization
and Accountability Module).

T9.2 (ITTI) and
UPV

Nearly
complete

Currently, a minimal and OS-based mechanism for
protecting the data in a tamper-proof manner are
deployed. It means that data cannot be modified
without having access to the machine where the
data is stored.

WP2, WP3,
WP4, WP5,
WP6
(ALL
TECH
PARTNERS)

Partial

The integration of access control and audit logs
ensure the data protection principles have been
adopted in the development of the research
components.

R14. Data protection by design and by default
R14.1

The MAGNETO system is designed with the awareness of
privacy and data protection concerns raised by the
technology. During the MAGNETO development, safeguards
are considered towards the creation of the adequate
architecture towards the protection of personal data (see
R1.6 above). More details on what this requirement entails
may be found in section 6.2.8 (Privacy and Data Protection
by Design and by Default) above. Further details about
MAGNETO approach to privacy and data protection by
design are provided in section 6.2 (Legal and Ethical
principles and safeguards) of this deliverable, section 2.2.2
(Technical Requirements to be implemented by MAGNETO
Project) of deliverable D2.3 (Refined System Architecture and
Representational Model) and in deliverable D9.2 (Access
Authorization and Accountability Module).

The processing tools are not accessible without
authentication and authorization as they will be
hidden for external access behind the api-gateway.

Many of the other measures contribute to this
requirement.

R15. Recordkeeping and logging
R15.1

All modules will log all processing of information,
interaction, etc and provide them to be automatically stored

WP2,
WP4,
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WP3,
WP5,

Complete

The Face recognition and DROP components are
accessed through the API gateway, which enables
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in the MAGNETO Big Data Framework (in Cassandra
database) with system account not accessible to human
operators. Read access to them to be provided through the
Augmented Intelligence module will happen through Elastic
Search and Kibana. Section 2.3.2.1 (Logging and
Recordkeeping) of this deliverable provides more details
about this legal requirement. Specific technical strategies
relevant to this requirement are provided in deliverables
D2.3 (Refined System Architecture and Representational
Model) and D9.2 (Access Authorization and Accountability
Module).

WP6
(ALL
TECH
PARTNERS (in
each
module),
EUROB
(in
MAGNETO
Big
Data
Framework),
UPV
(in
Augmented
Intelligence
module))

Status

Notes on implementation

authentication of the access rights assigned to the
users. In addition, both components will log
relevant information captured during the user
interaction.

The processing tools will use the system-wide
logging mechanisms.

R16. Anonymisation and pseudonymisation of data
R16.1

Data anonymisation/pseudonymisation techniques will be
provided by MAGNETO. These techniques should be enabled
by default and particularly so when revealing the person’s
identity is not necessary. Detailed information about this
requirement is provided in section 6.2.6 (Anonymization and
pseudonymization) of this deliverable. Sections 6.2.4
(Purpose limitation, data minimization and accuracy) and
6.2.8 (Privacy and Data Protection by Design and by Default)
of this deliverable, as well as section 2 (Ethical and legal
aspects of AA implementation) of deliverable D9.2 (Access
Authorization and Accountability Module) provide relevant
information to gain a better understanding of this
requirement.

T3.5 (EUROB,
ICCS,
UPV,
QMUL, SIV)

Partial

As described in R5.1, R5.2 and R7.3, anonymization
and pseudonymization are being implemented as
part of the Magneto Big Data Framework.

R16.2

MAGNETO Big Data Framework will implement at least one
state
of
the
art
method
for
information
anonymisation/pseudonymisation available to be executed
by any requested case. Detailed information about this
requirement is provided in section 6.2.6 (Anonymization and
pseudonymization) of this deliverable. Sections 6.2.4
(Purpose limitation, data minimization and accuracy) and
6.2.8 (Privacy and Data Protection by Design and by Default)
of this deliverable, as well as section 2 (Ethical and legal
aspects of AA implementation) of deliverable D9.2 (Access
Authorization and Accountability Module), provide relevant
information to gain a better understanding of this
requirement.

T3.5 (EUROB)

Partial

As described in R5.1, R5.2 and R7.3, anonymization
and pseudonymization are being implemented as
part of the Magneto Big Data Framework.

T9.2 (ITTI)

Nearly
complete

Currently, we deployed the Keycloak identity
service and enabled RBAC, OAuth and OICD
standards for access control and authorisation.
Technically the framework is ready, however, we
need to ensure that every single service
implements
the
standards
appropriately.
Therefore, the work is to be done by services
providers.

R17. Access control
R17.1

MAGNETO will provide overall system security and measures
to prevent unauthorized system access (see requirement R5
(Data security) above). Detailed information about this
requirement may be found in sections 2.3 (Authorisation
and accountability) and 6.2.7 (Security of processing) of this
deliverable. Deliverables D2.3 (Refined System Architecture
and Representational Model) and D9.2 (Access Authorization
and Accountability Module) provide more details about

H2020-SEC-12-FCT-2017-786629 MAGNETO Project

Page 103 of 118

D9.3 Ethical and Legal Impact Assessment
#

Requirement

WP /
Partner

Status

Notes on implementation

specific design strategies that support the fulfilment of this
requirement.
R17.2

MAGNETO will allow defining access policy and profiles to
the different data and processes contained in the system.
Detailed information about this requirement may be found
in sections 2.3 (Authorisation and accountability) and 6.2.7
(Security of processing) of this deliverable. Deliverables D2.3
(Refined System Architecture and Representational Model)
and D9.2 (Access Authorization and Accountability Module)
provide more details about specific design strategies that
support the fulfilment of this requirement.

WP2 (ITTI)

Nearly
complete

RBAC (role-based access control) model has been
deployed by means of the appropriate
configuration of the Keycloak service. However, the
detailed list of profiles and access policies need to
be finalised at the deployment stage (at each LEA
implementing our solution in accordance to their
rules and operations and legal regulations
(domestic)).

R17.3

MAGNETO will provide fine grain access control for different
profiles, users, cases (via Keycloack). Authentication and
Authorization module will provide fine granularity at groups,
users and cases for access rights permits to information and
Business Processes launch. Detailed information about this
requirement may be found in sections 2.3 (Authorisation
and accountability) and 6.2.7 (Security of processing) of this
deliverable. Deliverables D2.3 (Refined System Architecture
and Representational Model) and D9.2 (Access Authorization
and Accountability Module) provide more details about
specific design strategies that support the fulfilment of this
requirement.

WP2 (ITTI)

Partial

The detailed list of users and roles is under
development. The tentative list has been provided
in D9.2, however, it has not been finally approved
yet. Those aspects will have to be decided at the
deployment stage (at each LEA implementing our
solution in accordance to their rules and operations
and legal regulations (domestic)).

WP2, WP3,
WP4, WP5,
WP6
(ALL
TECH
PARTNERS)

Partial

The components built on scientific algorithms using
mathematical models do not process any
discriminatory (and otherwise semantic) features
that would influence the investigators.

R18. Equality and non-discrimination
R18.1

Designed and implemented algorithms should not contain
any inequality or discrimination by design. For example,
MAGNETO is being trained with datasets devoid of sensitive
attributes to mitigate discriminatory outcomes (see R1
(Fundamental rights and freedoms) and R11 (Automated
individual decision-making) above). This should be observed
during the design, training and validation of the system.
Detailed information about what this requirement entails
may be found in sections 6.1.4 (Equality) and 6.2.12 (Nondiscrimination and equality) of this deliverable. Other
sections of this deliverable, such as 2.2.1 (Human Rights
Instruments), 3.3 (Biometrics: facial recognition), 3.4.1
(Profiling and data linkage), 6.2.2 (Fairness, accountability
and transparency), 6.2.4 (Purpose limitation, data
minimization and accuracy) and 6.2.9 (Automated decisionmaking and profiling) provide further information to gain a
better understanding of this requirement.

The ISOB tools concerning the semantic reasoning
will not enable to enter sensitive attributes into the
Common Representational Model.

R19. Fairness, explainability and transparency
R19.1

The MAGNETO system shall be built on the pillars of fairness
(the ability to treat data subjects in a manner that respects
their human rights and treats them equally without undue
biases), accountability (the ability to explain the system’s
decision-making and reasoning processes both in general
and regarding specific outcomes) and transparency (the
ability to disclose details on the system processes). More
details about this requirement may be found in sections

ALL
TECH
PARTNERS,
primarily
WP3,
WP4
and WP5.

H2020-SEC-12-FCT-2017-786629 MAGNETO Project

Nearly
complete

Selected machine learning algorithm support
explainability. Reasoning will allow transparency by
using specific rules and reference to the original
facts.

The classification and reasoning tools will provide
means of visualizing the decision critera or the
underlying rules to a skilled user understanding the
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#

Requirement

WP /
Partner

Status

6.2.2 (Fairness, accountability and transparency) and 6.2.12
(Non-discrimination and equality) above. Sections 6.2.3
(Foreseeability and verifiability), 6.2.9 (Automated decisionmaking and profiling) and 6.2.11 (Data subject rights) of this
deliverable, as well as section 2 (Ethical and legal aspects of
AA implementation) of deliverable D9.2 (Access
Authorization and Accountability Module), provide relevant
information to gain a better understanding of this
requirement.
R19.2

R19.3

R19.4

Notes on implementation

technical background of the supplied algorithms in
a general scale.

Information on the system programming and functioning
should be made available on request to LEAs for inspection
by skilled professionals. More details about this requirement
may be found in sections 6.2.2 (Fairness, accountability and
transparency) and 6.2.10.7 (Supervisory Authority) above.
Sections 6.2.3 (Foreseeability and verifiability), 6.2.9
(Automated decision-making and profiling), 6.2.11 (Data
subject rights) and 6.2.12 (Non-discrimination and equality)
of this deliverable, as well as section 2 (Ethical and legal
aspects of AA implementation) of deliverable D9.2 (Access
Authorization and Accountability Module), provide relevant
information to gain a better understanding of this
requirement.

WP3 and WP4
(QMUL, VML,
EUROB, IOSB,
TRT)

Complete

Documentation of operational procedures will be provided
in a clear and understandable way. More details about this
requirement may be found in section 6.2.2 (Fairness,
accountability and transparency) above. Sections 6.2.3
(Foreseeability and verifiability), 6.2.9 (Automated decisionmaking and profiling), 6.2.10.7 (Supervisory Authority) and
6.2.12 (Non-discrimination and equality) of this deliverable,
as well as section 2 (Ethical and legal aspects of AA
implementation) of deliverable D9.2 (Access Authorization
and Accountability Module), provide relevant information to
gain a better understanding of this requirement.

WP3 and WP4
(QMUL, VML,
EUROB, IOSB,
TRT)

Nearly
complete

Analysis of logs/procedures and system processes will be
made available through the Augmented Intelligence
module, and the system’s reasoning will be able to be
visualized by illustrating the balancing and weighting of
different attributes and decisions. Detailed information
concerning this requirement may be found in sections
2.3.2.1 (Logging and Recordkeeping) and 6.2.2 (Fairness,
accountability and transparency) of this deliverable, and
section 2.2 (Logging and Recordkeeping) of deliverable D9.2
(Access Authorization and Accountability Module). Other
relevant sections are 4.1.2 (OSINT and SOCMINT in
MAGNETO), 6.1.4 (Equality), 6.2.3 (Foreseeability and
verifiability), 6.2.4 (Purpose limitation, data minimization
and accuracy), 6.2.9 (Automated decision-making and
profiling), 6.2.10 (Other requirements of the DPLED) and
6.2.12 (Non-discrimination and equality) of this deliverable,
all of which provide relevant information to gain a better
understanding of this requirement.

WP3 and WP4
(QMUL, VML,
EUROB, IOSB,
TRT)

Nearly
complete

The research components document in details the
various functional programming interfaces and
association scientific innovation for audit purposes.
In addition, the use of academic standards for
evaluating the performance is also considered for
additional transparency.

On request IOSB will make the source code
available to skilled professionals.

H2020-SEC-12-FCT-2017-786629 MAGNETO Project

A detailed operational process supported by the
research components are provided to the LEAs.

In work, to be finished after integration has been
succeeded.

The Face Recognition and DROP component
supports the visualisation of the information being
processed and audited.

The evidence created from the probabilistic
reasoning is attributed by a confidence value. The
complete rule set that have been applied in the
reasoning process are attached to the log of the
reasoning. The rules that have the potential to
create the evidence are also attached separately.
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#

Requirement

WP /
Partner

Status

Notes on implementation

R19.5

The workings and decision-making of the MAGNETO systems
are frequently reviewed and assessed on their accuracy,
fairness and lack of unintended outcomes. Detailed
information concerning this requirement may be found in
sections 2.3.2.1 (Logging and Recordkeeping) and 6.2.2
(Fairness, accountability and transparency) of this
deliverable, and section 2 (Ethical and legal aspects of AA
implementation) of deliverable D9.2 (Access Authorization
and Accountability Module). Other relevant sections are
4.1.2 (OSINT and SOCMINT in MAGNETO), 6.1.4 (Equality),
6.2.3 (Foreseeability and verifiability), 6.2.4 (Purpose
limitation, data minimization and accuracy), 6.2.9
(Automated decision-making and profiling), 6.2.10 (Other
requirements of the DPLED) and 6.2.12 (Non-discrimination
and equality) of this deliverable, all of which provide
relevant information to gain a better understanding of this
requirement.

ALL
TECH
PARTNERS

Partial

The prevention of unintended outcomes of
probabilistic reason or natural language processing
can never be guaranteed due to the current state of
the art of the research, but the reasoning rules will
be tested against demo scenarios to minimize
unintended outcomes before installation into the
system.
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5. Other tools for
requirements
5.1

end-users

to

fulfil

data

protection

Overview

The previous sections of this deliverable are intended to first serve as a partially filled-in template for
MAGNETO end-users when complying with the DPIA requirement, and then conduct a thorough impact
assessment of the primary risks posed by the MAGNETO system and tools. This section, by contrast, is
aimed at providing additional tools that may be used by the MAGNETO system end-users when fulfilling
other data protection requirements, such as accountability. The information to be gathered through the
templates provided in this section may ultimately also serve as background information for the impact
assessment. The ultimate goal of this section is to enrich the compliance toolkit of MAGNETO end-users
with additional elements that may facilitate a deep and satisfactory assessment of the impact that their
processing activities may have on fundamental rights and freedoms. Moreover, these additional tools may
assist end-users in the identification of adequate measures to better safeguard fundamental rights.
It should be noted however that, although these templates are tailored for the end-use of MAGNETO, the
differences in the national implementations of the DPLED and the variations in the law enforcement
practices supported by the use of MAGNETO, these templates may require customisation and
improvement to meet each LEA end-user’s needs.
The first template is to be used as a form to record processing activities, pursuant to Art. 24 DPLED. The
second template consists of a preliminary DPIA screening questionnaire, which may later on serve as a
basis to complete the rest of the impact assessment report. This template has been partially pre-filed
having regard to the envisioned use of MAGNETO, but needs to be fully completed by the platform’s endusers.

5.2

Record of Data Processing Activities (template for MAGNETO end-users)

Name of the controller (MAGNETO end-user/ Law Enforcement Agency) [provide name and contact
details]:
Name of the Data Protection Officer [provide name and contact details]:
Personal
Purpose for
data
the
processing processing
activity
(i.e., name
of
the
dataset and
legal basis

(In case of Categories
of
data
data subject and
transfers)
categories of data
Categories of (i.e.,
special
recipients of categories
of
data
data).
(Where
transfers
applicable)
(including
description of the

H2020-SEC-12-FCT-2017-786629 MAGNETO Project

Retention
policy (i.e.,
as a general
rule, when
will
the
data
be
deleted?

Description of
the technical
and
organisational
security
measures
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for
processing)

those in third profiling
countries
operations

5.3 Data Protection Impact Assessment screening questionnaire (template
for MAGNETO end-users)
The following table is aimed at assisting end-users in the identification of the need to conduct a DPIA,
especially when using new technologies or new methods of processing personal data. As that would be
the case when deploying MAGNETO, the questionnaire has been pre-filled as an example of the expected
answers regarding MAGNETO. Since the answer to more than one question of this form is “Yes” or
“Unsure”, the result of this questionnaire is that the use of MAGNETO involves the need to complete a
full DPIA.
Question

Yes No

Not sure

Comments

1. Are privacy-intrusive1 technologies ✓
being used?
2. Does the processing of data involve
the use of new and untested
technologies?

✓

3. Are the purposes for processing ✓
personal data clear?
4. Is the lawful basis for processing ✓
personal data clearly defined?
(Please specify in the comments
section)
5. Is it necessary to identify new or
substantially different identification/
authentication requirements?

[Cite the Articles of the national
implementation of the DPLED
serving as a legal basis]

✓

1

The notion of “intrusive” is to be understood as a form of collection of personal information considered of excessive
nature, as well as disclosure of personal data without consent and potential misuse of such information. Privacyintrusive activities include the collection of information through surveillance tools or monitoring how people act in
public or private spheres, as well as the monitoring of communications (either by post, phone or online media),
which extends to monitoring the records of senders and recipients as well as the content of messages.
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6. Will the processing activity involve a ✓
significant amount of new data about
each data subject, or a significant
change in the existing datasets?

[Big data processing of data
involves a large amount of
personal data involving a large
amount of individuals]

7. Will the processing activities involve ✓
personal data about a significant
number of individuals?

[See comment in the previous
row]

8. Will the processing involve the ✓
creation of new links between the
different data items in the dataset?

[MAGNETO analysis is precisely
envisioned as a tool to uncover
hidden links between different
datasets]

9. Are the data collection procedures
new, changed, unclear or intrusive?

✓

[In principle, the use of
MAGNETO will not affect the data
collection processes]

10. Will there be a new or changed data
quality process?

✓

[Although
MAGNETO
may
support existing data quality
processes, it will not change
them]

11. Does the processing operation ✓
involve new or changed data security
arrangements?

[MAGNETO brings about security
measures within the system
additional to the existing ones]

12. Are there new or changed data ✓
access or disclosure arrangements?
13. Are there new or changed data
retention arrangements?

✓

14. Does the data flow map show any
sharing of personal data with third
parties?

✓

[To be filled in accordingly]

15. Will personal data be disclosed to
organisations or people who have not
previously had access to the data?

✓

[To be filled in accordingly]

16. Are data sharing agreements in place
with all third parties?

✓

[To be filled in accordingly]
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17. Is the personal data likely to raise ✓
privacy
concerns
with
the
individuals? (E.g., criminal records)
18. Is there any use of highly sensitive or ✓
biometric data?

[E.g., the facial recognition tool
involves such data]

19. Will the data processing result in ✓
automated decision-making with a
significant impact on the individuals
concerned?
20. Will individuals be compelled to ✓
provide
information
about
themselves?
Completed by: [Name and signature]
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[In the context of criminal
investigations, this is likely to be
the case]
Date:
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6. Conclusion
Deliverable D9.3 contains the interim legal and ethical impact assessment for the MAGNETO project. Such
an assessment aims to identify and assess the risks posed by the development and deployment of new
technologies in order to implement appropriate mitigation measures. The Deliverable contains an
overview of system processes and provides a framework for the assessment of these technologies from
both a legal and ethical perspective. These pre-filled templates allow MAGNETO partners and system-end
users to build upon the legal and ethical work done throughout the project and comply with legal
requirements when deploying them in practice. Additionally, this Deliverable also conducts complete
impact assessment of the primary risks posed by the development and utilization of advanced analytical
capabilities in the context of law enforcement. To this end, the document contains an updated version of
the legal and ethical checklist that provides an overview of all legal requirements, the concrete technical
design strategies necessary for their implementation, and a status update to reflect the current state of
the incorporation of these measures in the design and development of the MAGNETO system.
The results of this interim impact assessment indicate that the MAGNETO project has undertaken
considerable effort to address legal and ethical concerns raised by the developed tools and system.
Significant progress has been made towards implementing the legal requirements and guidelines as
presented in Deliverable D9.1. The consortium appears on track to finalize these efforts in a timely manner
and adequately comply with the identified legal obligations. Legal and ethical compliance has been a core
focus for the MAGNETO project since its conception. The relevant human rights of privacy, fair trial and
non-discrimination have been extensively reviewed and numerous mitigation measures and safeguards
have been implemented to limit interference therewith and address ethical concerns. From a data
protection perspective, a privacy and data protection by design approach has been followed throughout
the development of MAGNETO. Technical features support compliance with key principles, support the
exercise of data subject rights, encourage system accountability, strengthen system security, and protect
the rights and interests of citizens and end-users. While legal and ethical risks can rarely be reduced to
nothing, this interim assessment indicates that the identified mitigation measures significantly lower the
likelihood and severity of key risks occurring and decrease them a manageable and acceptable level.
The results of this assessment will be used to complete upcoming project tasks. On the technical side,
efforts will continue being made to finalize the implementation of the legal requirements. At the end of
the project, it is intended that the MAGNETO system will include features to comply with the core legal
and ethical obligations associated with a TRL6 technology. On the legal and ethical side, upcoming
Deliverables will provide further insights on achieving court-proofed evidence (Deliverable D5.3), address
dual-use concerns posed by MAGNETO (D11.5) and finalize the manuals and training information for
system end-users (WP7). In addition, it will continue updating the Data Management Policy (Deliverable
D1.4) where necessary in order to facilitate the final Data Management Report (Deliverable D1.5). Finally,
this interim assessment will be expanded upon and converted into a final and complete legal and ethical
assessment as part of Deliverable D9.4. This updated assessment will rely on further cooperation with
technical partners and end-users, and will include legal, ethical and policy recommendations for the
development and deployment of analytical systems.
H2020-SEC-12-FCT-2017-786629 MAGNETO Project
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Appendix A – MAGNETO Ethics Risk Assessment Template
MAGNETO Ethics Risk Assessment Template
Name
Position
MAGNETO tool/system
Date
Please circle the stage to which the risk assessment refers:
Research & development (R&D)

Deployment

Deployment

Law enforcement paradigm

counterterrorism

Resid
ual
risk

Initial
Risk
Ethics requirements

Challenge

(High,
Mediu
m,
Low)

Human agency and
oversight

Control

(High,
Medi
um,
Low)

Action

Fundamental
rights
Human agency
Human
oversights

Technical robustness
and safety

Resilience
to
attack
and
security
Fall-back and
general safety
Accuracy
Reliability and
reproducibility
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Resid
ual
risk

Initial
Risk
Ethics requirements

Challenge

(High,
Mediu
m,
Low)

Privacy and data
governance

Control

(High,
Medi
um,
Low)

Action

Respect
for
privacy
and
data protection
Quality
and
integrity of data
Access to data

Transparency

Traceability
Explainability
Communication

Diversity,
nondiscrimination and
fairness

Unfair
bias
avoidance
Accessibility and
universal design
Stakeholder
participation

Societal
environmental
wellbeing

and

Sustainable and
environmentall
y friendly AI
Social impact
Society
and
democracy

Accountability

Auditability
Minimizing and
reporting
negative impact
Documenting
trade-offs
Ability
redress

to
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Resid
ual
risk

Initial
Risk
Ethics requirements

Challenge

(High,
Mediu
m,
Low)

Control

(High,
Medi
um,
Low)

Action

Respect of legal
restriction
on
development,
use
and
export
of
surveillance
technology
Provision of training
for users
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Appendix B – MAGNETO Misuse Risk Assessment Template
MAGNETO Misuse Risk Assessment Template
Name
Organization/Position
MAGNETO tool/system
Date
Mention the operational scenario to which the misuse risk assessment refers:

Resid
ual
risk

Initial
Risk
Misuse risks

Challenge

(High,
Mediu
m,
Low)

Moral risk of
privacy
intrusion

The
moral
risk of error

Control

(High,
Mediu
m,
Low)

Action

The LEA user
does
not
comply with
the
legal
framework
relevant to
the activity.
Possibility of
error in using
the
tool
leading to an
infringement
of
human
rights.

Surveillance
results could
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Resid
ual
risk

Initial
Risk
Misuse risks

Challenge

(High,
Mediu
m,
Low)

Control

(High,
Mediu
m,
Low)

Action

fall
into
wrong hands
by error.

The
moral
risks
of
damage to
relations of
trust

The tool is
used by the
LEAs in an
improper
way leading
to
an
infringement
of
human
rights
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